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To the Congress of the United States:

I am pleased to transmit for your early consideration and speedy
enactment a legislative proposal entitled the “Cyberspace Elec-
tronic Security Act of 1999” (CESA). Also transmitted herewith is
a section-by-section analysis.

There is little question that continuing advances in technology
are changing forever the way in which people live, the way they
communicate with each other, and the manner in which they work
and conduct commerce. In just a few years, the Internet has shown
the world a glimpse of what is attainable in the information age.
As a result, the demand for more and better access to information
and electronic commerce continues to grow—among not just indi-
viduals and consumers, but also among financial, medical, and edu-
cational institutions, manufacturers and merchants, and State and
local governments. This increased reliance on information and com-
munications raises important privacy issues because Americans
want assurance that their sensitive personal and business informa-
tion is protected from unauthorized access as it resides on and tra-
verses national and international communications networks. For
Americans to trust this new electronic environment, and for the
promise of electronic commerce and the global information infra-
structure to be fully realized, information systems must provide
methods to protect the data and communications of legitimate
users. Encryption can address this need because encryption can be
used to protect the confidentiality of both stored data and commu-
nications. Therefore, my Administration continues to support the
development, adoption, and use of robust encryption by legitimate
users.

At the same time, however, the same encryption products that
help facilitate confidential communications between law-abiding
citizens also pose a significant and undeniable public safety risk
when used to facilitate and mask illegal and criminal activity. Al-
though cryptography has many legitimate and important uses, it is
also increasingly used as a means to promote criminal activity,
such as drug trafficking, terrorism, white collar crime, and the dis-
tribution of child pornography.

The advent and eventual widespread use of encryption poses sig-
nificant and heretofore unseen challenges to law enforcement and
public safety. Under existing statutory and constitutional law, law
enforcement is provided with different means to collect evidence of
illegal activity in such forms as communications or stored data on
computers. These means are rendered wholly insufficient when
encryption is utilized to scramble the information in such a manner
that law enforcement, acting pursuant to lawful authority, cannot
decipher the evidence in a timely manner, if at all. In the context
of law enforcement operations, time is of the essence and may
mean the difference between success and catastrophic failure.
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A sound and effective public policy must support the develop-
ment and use of encryption for legitimate purposes but allow access
to plaintext by law enforcement when encryption is utilized by
criminals. This requires an approach that properly balances critical
privacy interests with the need to preserve public safety. As is ex-
plained more fully in the sectional analysis that accompanies this
proposed legislation, the CESA provides such a balance by simulta-
neously creating significant new privacy protections for lawful
users of encryption, while assisting law enforcement’s efforts to
preserve existing and constitutionally supported means of respond-
ing to criminal activity.

The CESA establishes limitations on government use and disclo-
sure of decryption keys obtained by court process and provides spe-
cial protections for decryption keys stored with third party “recov-
ery agents.” CESA authorizes a recovery agent to disclose stored
recovery information to the government, or to use stored recovery
information on behalf of the government, in a narrow range of cir-
cumstances (e.g., pursuant to a search warrant or in accordance
with a court order under the Act). In addition, CESA would author-
ize appropriations for the Technical Support Center in the Federal
Bureau of Investigation, which will serve as a centralized technical
resource for Federal, State, and local law enforcement in respond-
ing to the increasing use of encryption by criminals.

I look forward to working with the Congress on this important
national issue.

WILLIAM J. CLINTON.
THE WHITE HOUSE, September 16, 1999.
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A BILL

To protect the privacy, security and safety of the people of the United States through
support for the widespread use of encryption, protection of the security of cryptographic keys,

and facilitation of access to the plaintext of data forlegitimate law enforcement purposes.

Be it enacted by the Senate and House of Representatives of the United States of America

in Congress assembled,

TITLE I--GENERAL PROVISIONS

SEC. 101. SHORT TITLE.

This Act may be cited as the "Cyberspace Electronic-Security Act of 1999".

SEC. 102. FINDINGS.

The Congress finds the following:

(a) The development of the information guperhighway is fundamentally changing the way
we interact. The nation's commerce is moving to networking. Individuals, government

entities, and other institutions are communicating across common links.
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(b) The Internet has provided our society with a glimpse of what is possible in the
information age, and the demand for information access and electronic commerce is rapidly
increasing. This demand is arising from all elements of society, including individuals, banks,
manufacturers, online merchants, service providers, State and local governments, and educational
institutions.

(c) At the same time, society's increasing reliance on information systems in this new
environment exposes U.S. citizens, institutions, and their information to unprecedented risks.

(d) In order for the global information infrastructure and electronic commerce to achieve
their potential, information systems must overcome these risks and must provide trusted methods
to identify users and keep data and communications confidential.

(e) Cryptography can meet these needs. In particular, cryptography, through the
technique of encryption, is an important tool in protecting the confidentiality of wire and
electronic communications and stored data. Thus, there is a national need to encourage the
development, adoption, and use of cryptographic products that are consistent with the foregoing
considerations and are appropriate for use by private parties and by the United States
Government.

(f) While encryption is an important tool for protecting the privacy of legitimate
communications and stored data, it has also been used to facilitate and hide unlawful activity by
terrorists, drug traffickers, child pornographers, and other criminals.

(g) The advent and eventual widespread use of encryption poses significant and heretofore
unseen challenges to law enforcement and public safety. While under existing law, both statutory

and constitutional in nature, law enforcement is provided with different means to collect evidence
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of illegal activity — in the form of communications, stored data on computers, etc. — these
means are rendered wholly insufficient when encryption is utilized to scramble the information in
such a manner that law enforcement, acting pursuant to lawful authority, cannot decipher the
evidence.

(h) Technology does not presently exist that allows law enforcement timely to decrypt
such information. In the context of law enforcement operations, for example, stopping a terrorist
attack or seeking to recover a kidnaped child, time is of the essence-and may mean the difference
between success and catastrophic failure. While existing means of obtaining evidence would
remain applicable in a fully-encrypted world, the failure to provide law enforcement with the
necessary ability to obtain the plaintext, or decrypted “readable” version, of the-evidence makes
existing authorities useless.

(i) A sound and effective public policy must support the development and use of
encryption for legitimate purposes but allow access to plaintext by law enforcement when
encryption is utilized by criminals. Law enforcement entities have a cr‘iticﬂ need to decrypt
communications and stored data that they are lawfully authorized to access in order to obtain the
plaintext that is necessary to conduct investigations and prosecutions of such unlawful activity,
and there is.a compelling national interest in preserving law enforcement entities’ ability to obtain
such plaintext. Appropriate. means must be available to fulfill these law enforcement objectives,
consistent with existing legal authorities and constitutional principles, in order to protect public
safety. This requires an approach which properly balances critical privacy interests with the need

to preserve public safety.
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(j) While means to aid investigators’ and prosecutors efforts to obtain plaintext are
needed, this Act is not intended to make it unlawful for any person to use encryption in the United
States for otherwise lawful purposes, regardless of the encryption algorithm selected, key length
chosen, or implementation technique or medium used. Similarly, this Act is not intended to
require anyone to use third parties for storage of decryption keys, and this Act does not establish
any regulatory regime for entities engaging in such an activity. Finally, this Act is not intended to

affect export controls on cryptographic products.

TITLE II--ACCESS TO AND USE OF STORED RECOVERY INFORMATION
HELD BY RECOVERY AGENTS, ACCESS TO RECOVERY
INFORMATION, PROTECTION OF CONFIDENTIAL INFORMATION,

AND FBI TECHNICAL SUPPORT

SEC. 201. REDESIGNATION OF DEFINITIONAL SECTION.

Section 2711 of title 18, United States Code, is redesignated as section 2718.

SEC. 202. AMENDMENTS TO SECTIONS 2703 AND 2707 OF TITLE 18.
(a) Subsection 2703(d) of title 18, United States Code, is amended by striking “described
in section 3127(2)(A) and”.
(b) Section 2707 of title 18, United States Code, is amended--
(1) in subsection (a) by striking “section 2703(e)” and inserting “sections 2703(e) -

and 2715"; and
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(2) in subsection (e)
(i) ‘by redesignating paragraphs (2) and (3) as paragraphs (3) and (4),
respectively;
(ii) inserting-after paragraph (1) the following:
“(2) arequest of a governmental entity under section
2703(f) of this chapter;” and Y
(iii) in redesignated paragraph (€)(3), striking “section 2518(7)” and

inserting “sections 2518(7) or 2712(a)(4)”.

SEC. 203. AMENDMENTS OF CHAPTER 121 OF TITLE 18, UNITED STATES CODE,
RELATED TO RECOVERY INFORMATION.
Chapter 121 of title 18, United States Code, is amended by adding the following after
section 2710:
“§2711. Disclosure or use of stored recovery information and customer information by
recovery agents; notification of storage location
“(a) Prohibitions and requirements.--
“(1) Except as provided in subsections (b) and (d), a recovery agent shall not--
“(A) disclose stored recovery information;
“(B) use stored recovery information to decrypt data or communications;
or
“(C) disclose any other information or record that identifies a person or

entity for whom the recovery agent holds or has held stored recovery information.
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“(2) No person or entity shall knowingly obtain stored recovery information from
a recovery agent knowing or having reason to know he has no lawful authority to do so.

“(3) A recovery agent shall inform any person or entity who stores recovery
information with the recovery agent of the location or locations where the recovery
information is stored. '

“(b) Authorizations for disclosure or use.—

(1) Recovery information.--A recovery agent may disclose stored recovery
information, or use stored recovery information to decrypt data or communications,
only—

“(A) in the case of disclosure to or use on behalf of any person or entity,
including a governmental entity—

“(i) with the consent of the person or entity who stored such
recovery information, or the agent of such person or entity; or

“(ii) pursuant to an order of a court of competent jurisdiction, if
such court has found that another person or entity is legally entitled
pursuant to generally applicable law to receive, possess, or use such
recovery information and has, if practicable, provided the person or entity
who has stored the recovery information with an opportunity to be heard;
or
“(B) in the case of disclosure to or use on behalf of a governmental entity,

as specified in section 2712 of this title.
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“(2) Customer information.--A recovery agent may disclose information or a

record, other than stored recovery information, that identifies a person or entity for whom

the recovery agent holds or-has-held stored recovery information only—

“(A) with the consent of the person or entity who stored such recovery
information, or the agent of such person or entity;

“(B) if the disclosure is necessarily incident to the rendition of the service
provided to the person or entity who has stored such recovery information, or to
the protection of the rights or property of the recovery agent;

“(C) pursuant to an order of a court of competent jurisdiction based upon
a showing of compelling need for the information, if such court has, if practicable,
provided the person or entity who has stored such recovery information with an
opportunity to be heard; or

“(D) to a governmental entity pursuant to a warrant issued pursuant to the
Federal Rules of Criminal Procedure or equivalent State warrant, a court order, or
afederal or State subpoena; provided, however, that notice to the person or entity
who stored such recovery information is not required under this subparagraph,
and, furthermore, that a court of competent jurisdiction may for good cause order
that the recovery agent not disclose the government request for 90 days, which

period may be extended upon further showings of good cause.

“(¢} Confidentiality.— Except as otherwise provided by law, or by order of a court of
competent jurisdiction, a recovery agent who is requested or ordered to disclose stored recovery

information-to, or to use stored recovery information on behalf of, a governmental entity pursuant
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to paragraph (b)(1) above shall not reveal to any person or entity the fact that the governmental
entity has requested or received stored recovery information from, or has required the use of
stored recovery information by, the recovery agent, and shall not disclose to any other person or
entity any decrypted data or communications that are provided to the governmental entity.
“(d) Exclusions.-~-Nothing in this section or section 2712 of this title shall be construed to
prohibit a recovery agent from:
“(1) except as provided in subsection (c), using or disclosing plaintext inits
possession, custody, or control;
“(2) using or disclosing recovery information that is not stored recovery
information held by it under the circumstances described in section 2718(7); or
“(3) using stored recovery information. in its possession, custody, or control to
decrypt data or communications in its possession, custody, or control, if applicable
statutes, regulations, or other legal authorities otherwise require the rec;)very agent to
provide such data or communications to a governmental entity in plaintext or other form
which can be readily understood by the governmental entity.
“(e) Criminal sanctions.—~Whoever knowingly violates or attempts to violate subsection
(a) or subsection (c) of this section shall be fined under this title, or imprisoned for not more than

one year, or both.
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“§ 2712, Requirements for governmental access to, use of, and disclosure of stored recovery
information
“(a) Compelled disclosure and use of stored recovery information in the possession
of recovery agents.--A governmental. entity may require a recovery agent to disclose stored
recovery information to the governmental entity, or.to use stored recovery information to decrypt
data or communications—
“(1) pursuant to a.warrant issued pursuant to the Federal Rules of Criminal
Procedure or an equivalent State warrant, or an order issued under section 2518 of this
title;
“(2) pursuant to any process under federal or State law to compel disclosure that is
permitted by section 2711(b)(1)}(A)(D);
“(3) pursuant to a court order issued under subsection (b); or
“(4) when an investigative or law enforcement officer, specially designated by the
Attorney General, the Deputy Attorney General, the Associate'At'tomey General, any
Assistant Attorney General, any acting Assistant Attorney General, or any Deputy
Assistant Attorney General, or by the principal prosecuting attorney of any State or
subdivision thereof acting pursuant to a statute of that State, reasonably determines that--
“(A) an emergency situation exists that involves--
“(i) immediate danger of death or serious physical injury to any
person,
“(ii) conspiratorial activities threatening the national security

interest, or
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“(iii) conspiratorial activities characteristic of organized crime or
terrorism,
requiring that recovery information be obtained or used before an order
authorizing the same can, with due diligence, be obtained; and
“(B) there are grounds upon which an order could be entered under this
section to authorize such disclosure by a recovery agent of stored recovery
information, or the decryption of data or communications by a recovery agent
using stored recovery information,
but an order under this section must be sought within forty-eight hours after the stored
recovery information has been refeased or the decryption has occurred. In the event no
order is requested within that time or the request for an order is denied, the governmental
entity shall not further use or disclose the recovery information received or plaintext
recovered, shall seal such information or plaintext under the direction of a court of
competent jurisdiction, and shall serve notice as provided for in subsection (c) of this
section;
A federal governmental entity may require a recovery agent to disclose stored recovery
information to it or another federal governmental entity, or to use stored recovery information to
decrypt data or communications, under paragraphs (1), (2), (3), or (4) for the benefit of a foreign
government, pursuant to a request of a foreign government under applicable legislation, treaties,
or other international agreements.
“(b) Requirements for court order for disclosure or use of stored recovery

information by a recovery agent.--A court order requiring a recovery agent to disclose stored
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recovery information to a governmental entity or to use stored recovery information to decrypt
data or communications on behalf of a governmental entity shall be issued by a court of
competent jurisdiction upon a finding, based on specific and articulable facts, that—
“(1) the use of the stored recovery information is reasonably necessary to allow
access to the plaintext of data or communications;
“(2) such access is otherwise lawful;
“(3)'the governmental entity will seek such access within a reasonable time; and
“(4) there is no constitutionally protected expectation of privacy in such plaintext,
or the privacy interest created by such expectation has been overcome by consent,
warrant, order, or other authority,
An order under this section directing the disclosure of stored recovery information shall be limited
to the extent practicable to directing the disclosure of only that stored recovery information that is
necessary to allow access to the plaintext of the relevant data and communications.
“(c)-Notice.— Within 90 days after receiving stored recovery information or decrypted
data or communications from a recovery agent, the governmental entity shall notify the person or
entity, if known, who stored the recovery information that stored recovery information was
disclosed or used by the recovery agent, and such notice shall state the date on which the stored
recovery information or decrypted data and communications were disclosed. On the
government’s ex parte showing of good cause, the giving of notice may be postponed by a court

of competent jurisdiction. Notice under this section shall be provided by personal service, or by

. delivery by registered or first-class:mail.

11
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“(d) Cost reimbursement.—A governmental entity obtaining stored recovery information
from a recovery agent or directing a recovery agent to decrypt the data or communications
pursuant to subsection (b) shall pay to the recovery agent a fee for reimbursement for such costs
as are reasonably necessary and which have been directly incurred in providing such information
or decrypting such data and communications. The amount of the fee shall be as mutually agreed
by the governmental entity and the recovery agent, or, in the absence of agreement, shall be as
determined by the court which issued the order pursuant to subsection (b).

“§ 2713. Use, disclosure, and destruction of recovery information obtained by a
governmental entity by compulsory process.

“(a) Limitations on use.—-

“(1) Authorized use in orders under section 2712.--Any order, warrant, or
determination undeér section 2712 of this title granting a governmental entity access to
stored recovery information, or authorizing a recovery agent to decrypt data or
communications on behalf of a governmental entity, shall, either in its text or in a separate
document that is served only on the governmental entity, specify the categories of data
and communications that may be decrypted using such stored recovery information.
Unless otherwise specified in a further order of a court of competent jurisdiction, such
stored recovéry information shall be used to decrypt data and communications only as
specified in the order, warrant, or other determination.

“(2) Limitations on use in other circumstances.—Unless otherwise specified in
an order of a court of competent jurisdiction, a governmental entity that has obtained

recovery information by compulsory process other than under section 2712 of this title
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may use such recovery information to decrypt data or communications only in connection
with the matter for which the recovery information was obtained and related matters, and
only if the decryption is appropriate to the proper performance of the official functions of

the governmental entity.

e and sub t use.~Unless otherwise specified in an

4

“(b) Limitations on di

order of a court of competent jurisdiction, a governmental entity that has obtained recovery
information by compulsory process may knowingly disclose recovery information only to the
extent that such disclosure is in connection with the matter for which the recovery information
was obtained and any related matters, and only if the disclosure is appropriate to the proper
performance of the official functions of the governmental entity making the disclosure. Unless
otherwise specified in an order of a court of competent jurisdiction, any person or entity receiving
a disclosure under this section shall not further disclose the recovery information, and shall be
subject to the limitations on the use of the recovery information imposed by subsection (a).

“(c) Destruction of recovery information.---Unless otherwise specified in an order of a
court of competent jurisdiction, once the authorized use of recovery information obtained by
compulsory process, and all investigations, trials, and appeals related to that use are completed,
after the time period for filing a request for post-conviction relief has expired, and after any
statutory period for retention of records has expired, a governmental entity, a recovery agent
assisting a governmental entity, or other person or entity who has received a disclosure under this
section, shall destroy such recovery information in its possession and the governmental entity shall
make a record documenting the destruction of such recovery information that is in its possession

and shall maintain that record for at least 10 years.

13
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“§ 2714, Notice of access to recovery information held by third parties and obtained by a
governmental entity

A governmental entity that has knowingly obtained recovery information by compulsory
process other than under section 2712 of this title, shall, if such recovery information is held by
the compelled party on behalf of another person or entity, notify such person or entity, if known,
that the recovery information was obtained. Such notice shall be provided within 90 days of the
date on which the government obtains the recovery information, and shall state the date on which
the recovery information was disclosed. On the government’s ex parte showing of good cause,
the giving of notice may be postponed by a court of competent jurisdiction. Notice under this
section shall be provided by personal service, or by delivery by registered or first-class mail.
“§ 2715, No cause of action against a provider or recovery agent for compliance with legal
demands

“No cause of action shall lie in any court against any provider of wire or electronic
communications service or recovery agent, its officers, employees, agents, or other specified
persons for providing information, facilities, or assistance in accordance with the terms of a court
order, emergency request, warrant, or other process under sections 2711 or 2712 of this title, or
against any person or entity for disclosing information to a governmental entity to assist it in _
obtaining lawful access to data and communications protected by encryption or other security
techniques or devices unless the disclosure is otherwise prohibited by this chapter.
“§ 2716. Protection of confidential information

“(a) Confidentiality of access techriques.—In any civil or criminal case where a party

seeks (1) to discover or introduce plaintext that had been encrypted or protected by other security

14
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techniques or devices, and which plaintext had been obtained by or for a governmental entity

using government methods of access to such protected information, or (2) to discover or
introduce evidence or information concerning government methods of access to such protected
information, if such evidence or information is sought or obtained from a governmental entity or a
past or present agent thereof, an attorney for the government (as that term is defined in the
Federal Rules of Criminal Procedure), whether or not the government is a party, may file an
application requesting that the court enter an order pursuant to subsection (b) protecting the
confidentiality of the technique or mechanism that provided access to that evidence or
information.

“(b) Confidentiality orders.--If the court finds that disclosure of a technique or
mechanism used by a governmental entity to obtain access to information protected by encryption
or other security techniques or devices, or of a trade secret relating to such technique or
mechanism—

“(1) is likely to:
“(A) jeopardize an on-going investigation;
“(B) compromise the technique or mechanism for the purposes of future
investigations;
“(C) result in physical injury to any individual; or
(D) seriously jeopardize public health and safety; or
“(2) could reasonably be expected to affect the national security;
then the court shall enter such orders and take such other action as may be necessary and

appropriate to preserve the confidentiality of the technique used by the governmental entity or the
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trade secret, consistent with constitutional principles. A confidentiality order under this
subsection entered in a civil or criminal case may direct the use of special procedures, as
appropriate, relating to the admissibility of evidence obtained through such technique used by a
governmental entity. An interlocutory appeal by the United States shall lie from a decision or
order of a district court with respect to a request for an order under this subsection.

“(¢) Nondisclosure of trade secrets.--Notwithstanding any other provision of law, trade
secrets (as that term is defined in section 1839 of this title) disclosed to a governmental entity
pursuant to section 2518 of this title, or otherwise disclosed to a governmental entity to assist it in
obtaining access to information protected by encryption or other security techniques or devices,
shall not be disclosed by any governmental entity unless such disclosure is to another
governmental entity, is necessary to implement such methods of access, is with the consent of the
person or entity that owns the trade secret, is ordered by a court of competent jurisdiction
pursuant to a request of the disclosing governmental entity, or is required to be disclosed to a
defendant in a criminal case after giving an attorney for the government an opportunity to seek an
order pursuant to subsection (b).

“(d) Interaction with the Classified Information Procedures Act.--Nothing in this
section shall be deemed to affect the Classified Information Procedures Act, Pub. L. 96-456, 94
Stat. 2025 (1980), or as hereafter amended.

“§ 2717. Foreign intelligence information

“Sections 2711, 2712, 2713, and 2714 of this title shall not apply to the acquisition by the

United States of foreign intelligence information as defined in section 101(e) of the Foreign

Intelligence Surveillance Act of 1978 or otherwise affect any lawfully authorized intelligence
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activity of an officer, agent or employee of the United States, or a person acting pursuant to a

contract with the United States.”.

SEC. 204. DEFINITIONS.
Section 2718 of title 18, United States Code, as redesignated by section 201 of this Act, is
amended —
(a) in paragraph (1), by striking “and”;
(b) in paragraph (2), by striking the period and inserting a semicolon; and
(¢) by adding at the end the following:
“(3) the term ‘encryption’ means the electronic transformation of data (including
communications) in order to obscure or hide their content;
“(4) the term ‘decryption’ means the electronic retransformation of data (including
communications) that have been encrypted into the data’s form prior to encryption;
“(5) the term ‘plaintext” means decrypted or unencrypted data (including
communications);
“(6) the term ‘recovery information” means a parameter that can be used with an
algorithm, or other data or object, that can be used to decrypt data or communications;
“(7) the term ‘stored recovery informatgon’ means recovery information held by a
recovery agent on behalf of a person or entity who is not an officer, agent, or employee of
the recovery agent acting in that capacity, which information--
“(a) can be used to decrypt the data or communications of that person or

entity;

17
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1 *“(b) remains the exclusive property of that person or entity, and must be
2 returned to suéh person or entity by the recovery agent on that person or entity’s
3 demand; and
4 “(c) except as provided otherwise by this chapter, can be disclosed or used
5 in any manner by the recovery agent only with the consent of that person or entity
6 or such person or entity’s agent;
7 “(8) the term ‘recovery agent” means a person or entity who provides recovery
8 information storage services in the United States to the public, or is a person or entity,
9 other than an individual, who provides recoi'ery information storage services in the United
10 States to more than one other person or entity as a businéss practice, and includes any
11 officer, employee, or agent thereof;
12 “(9) the term ‘governmental entity’ includes the Government of the United States
13 and any agency or instrumentality thereof, and any State as defined in section 2510(3) of
14 this title, and any agency, instrumentality, or political subdivision thereof,
15 “(10) the term ‘court of competent jurisdiction’ has the meaning assigned by
16 section 3127 of this title, and includes any federal court within that definition, without
17 geographic limitation.”.
18

19 SEC. 20S. TECHNICAL AMENDMENTS
20 (a) Chapter title.--The title of chapter 121 oftitle 18, United States Code, is amended by

21 adding “AND RECOVERY INFORMATION ACCESS” to the end thereof.
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(b) Chapter analysis.--The chapter analysis for chapter 121 of title 18, United States

Code, is amended by striking the last item and inserting the following:

“2711. Disclosure or use of stored recovery information and customer information by recovery

agents; notification of storage location.

“2712. Requirements for governmental access to, use of, and disclosure of stored recovery
information.

“2713. Use, disclosure, and destruction of recovery information obtained by a governmental entity

by compulsory process.

“2714. Notice of access to recovery information held by third parties and obtained by a
governmental entity.

“2715. No cause of action against a provider or recovery agent fo_r compliance with legal
demands.

“2716. Protection of confidential information.

“2717. Foreign intelligence information.

“2718. Definitions for chapter.”.
(c) Part analysis.--The part analysis for Part I of title 18, United States Code, is amended

by inserting “and recovery information access” after “access” in the item for chapter 121.
SEC. 206. CONFORMING AMENDMENT

Section 227(a)(2) of the Victims of Child Abuse Act of 1990 (42 U.S.C. 13032(a)(2)) is

amended by striking “2711” and inserting “2718”.
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SEC. 207. FBI TECHNICAL SUPPORT

There are authorized to be appropriated for the Technical Support Center in the Federal
Bureau of Investigation, established pursuant to section 811(a)(1) of the Antiterrorism and
Effective Death Penalty Act of 1996 (Public Law 104-132), a total of $80 million for fiscal years

2000 - 2003.

TITLE INI-INTERCEPTION OF INFORMATION

SEC. 301. MODIFICATION OF SECTION 2516 OF TITLE 18, UNITED STATES
CODE, TO PERMIT INTERCEPTION OF INFORMATION IN CERTAIN
CASES.

Section 2516(1)(c) of title 18, United States Code, is amended by inserting , a felony
violation of section 1030 (relating to computer fraud and abuse)” after “section 1341 (relating to

mail frand)”.

TITLE IV-- MISCELLANEOUS PROVISIONS

SEC. 401. DIRECTIVES TO THE SENTENCING COMMISSION.

(2) Amendment of séntencing guidelines.--Pursuant to its authority under
section 994(p) of title 28, United States Code, the United States Sentencing Commission shall
review the federal sentencing guidelines and, if appropriate, shall promulgate guidelines or policy

statements or amend existing guidelines or policy statements to--
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(1) ensure that the guidelines provide sufficiently stringent penalties to deter and
punish persons who knowingly use encryption in connection with the commission or
concealment of criminal acts sentenced under the guidelines;

(2) provide appropriate penalties for persons who violate this Act; and

(3) address any other factor the Commission considers appropriate in connection
with this Act.

(b) Emergency authority.—-The Commission may promulgate the guidelines or
amendments provided for under this section in accordance with the procedures set forth in
section 21(a) of the Sentencing Act of 1987, as though the authority under that Act had not

expired.

SEC. 402. PROCUREMENT.

Notwithstanding any other provision of law, if the head of a federal law enforcement
agency determines that disclosure of agency needs pertaining to procu;'erl;ent of sensitive
equipment, goods, or services associated with access to the plaintext of data and communications,
might reasonably jeopardize an ongoing or future investigation or the use of such equipment,
goods, or services by the agency, then the agency head may limit the number of sources from
which the agency solicits bids or proposals, but should use best efforts to solicit bids from at least
two sources, and the agency is not required to advertise the solicitation of such equipment, goods,

or services.
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SEC. 403. PERSONNEL EXCHANGE PROGRAMS
Section 3371(4) of title 5, United States Code, is amended--
(a) by striking “or” at the end of subparagraph (C);
(b) by striking the period at the end of subparagraph (D) and inserting “; or” and
(¢) by adding at the end the following new subparagraph:
“(E) a provider of wire, electronic communications or data encryption or related
services, or a recovery agent, or any other entity, for the limited purpose of carrying out
the duties and furthering the purposes set forth in the Cyberspace Electronic Security Act

of 1999.”.

SEC. 404. SEVERABILITY.
If any provision of this Act, or the application thereof, to any person or circumstance, is
held invalid, the remainder of this Act, and the application thereof, to other persons or

circumstances shall not be affected thereby.

22



25

ANALYSIS
THE CYBERSPACE ELECTRONIC SECURITY ACT OF 1999

The Cyberspace Electronic Security Act of 1999 (CESA) updates law enforcement and
privacy rules for our emerging world of widespread cryptography, which is a tool to protect the
confidentiality of wire and electronic communications and stored data. Cryptography has many
legitimate and important uses. It also is increasingly used as a means to facilitate criminal activity,
such as drug trafficking, terrorism, white collar crime, and the distribution of child pornography.
The Act responds to both the legitimate and unlawful uses of cryptography, building a legal
infrastructure for these emerging issues.

CESA recognizes that the use of cryptography for legitimate purposes should be
protected. Currently there are no federal statutory protections for the privacy of decryption keys
per se. CESA would create such protections, limiting in many cases the disclosure of decryption
keys to both public and private entities. In particular, CESA recognizes the role of “recovery
agents” in today’s information age. Recovery agents provide storage services for keys that can be
used to decrypt data and communications. Such storage services play an important role in
protecting encrypted data because of the possibility, for example, that a person who encrypts data
will lose the decryption key and later need it to decrypt the data, or that such person’s heirs will
require a decryption key for legitimate purposes. When a person stores a decryption key or other
recovery information with a recovery agent, the Act creates new protections. It prohibits the
recovery agent from disclosing such information or using it to decrypt data except under fimited
circumstances, such as with the consent of the person who stored the key or under a court order.
The Act also promotes privacy and security by prohibiting a recovery agent from selling or
otherwise disclosing its customer lists to other parties.

While decryption keys must be protected from improper disclosure, CESA recognizes the
need for government access to keys for legitimate law enforcement purposes. The Act, therefore,
authorizes a recovery agent to disclose stored recovery information to the government, or to use
stored recovery information on behalf of the government, in a narrow range of circumstances, for
example, pursuant to a search warrant or in accordance with a court order under the Act. Sucha
court order must be based on a finding that, among other things, there is no constitutionally
protected expectation of privacy in the plaintext of encrypted data or that the privacy interest
created by such expectation has been overcome by consent, warrant, order, or other authority.
Thus, CESA reflects a careful balancing of the interests of public safety and privacy. Currently, in
the absence of statutory protections for the privacy of stored recovery information, the
government may be able to obtain stored recovery information from a recovery agent with, for
example, a grand jury subpoena. CESA makes clear that the government may not seek stored
recovery information from a recovery agent through such a mechanism, standing alone.

CESA also recognizes that law enforcement personnel may need the plaintext of encrypted
data when a decryption key for the data is not held by, or is not obtained from, a recovery agent.



26

In the pre-encryption world, this problem did not arise. Today, when law enforcement personnel
obtain written materials, they can normally read them. In the future, as encryption becomes more
widespread, “written” materials may often not be readable without a decryption key, and, when
the key is not stored with a recovery agent, the government will need another way to obtain
decryption keys or plaintext. The government, using existing legal authorities, will have to
attempt to use techniques to obtain usable evidence in such cases; however, those techniques are
likely to be of little use if they are revealed because informing criminals about government
investigative methods will provide a road map showing how to avoid authorized law enforcement
activity. Therefore, in order to permit the continued use of such techniques, CESA provides for
the issuance of court orders to protect the confidentiality of such techniques under specified
circumstances (such as upon a finding that disclosure is likely to compromise a technique for
purposes of future investigations or to result in injury to any person) and requires such orders to
be consistent with constitutional principles.

While CESA reflects the need for law enforcement access to recovery information, it also
provides limitations on the use and disclosure or such information obtained through compulsory
process. For example, CESA requires that a court order authorizing government access to stored
recovery information specify the categories of data and communications that may be decrypted
using the recovery information. In addition, CESA requires the eventual destruction of recovery
information obtained through compulsory process. The limitations on the use and disclosure of
recovery information obtained through compulsory process and the requirement for the
destruction of such information reflect CESA’s balancing of the need for privacy against the need
for law enforcement access in appropriate circumstances to such information.

Section 201

Section 201 of CESA redesignates the definitional provision of chapter 121 of title 18,
United States Code, which concerns stored wire and electronic communications and transactional
records access. Currently, the definitional provision is in section 2711 but would be expanded
and redesignated as section 2718 by CESA.

Section 202

Section 202 amends sections 2703(d) of title 18, United States Code, which concerns
government access to the contents of electronic communications held by an electronic
communications service or a remote computing service and to subscriber information and related
records held by such entities. Currently, under section 2703(d) a court order for disclosure may
be issued by a federal district court (including a magistrate of such court) or a federal court of
appeals. Under the amendment such an order could be issued by any "court of competent
jurisdiction." Section 2718 defines this term to include both a court of general criminal
jurisdiction of a State authorized by State law to enter orders authorizing the use of a pen register
or trap and trace device and also a federal court in the categories specified under current law,
without geographic limitation. Thus, the amendment provides that a State court can issue an
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order under section 2703(d), and it clarifies that any federai court may issue an order under that
section, not just a federal court in the district of the entity served with the order.

Section 202 of CESA also amends section 2707 of title 18, United States Code,
concerning civil actions for persons aggrieved by a violation of chapter 121 of that title. First, this
amendment makes a conforming change to recognize the exception to civil liability provided in
proposed section 2715, discussed below. It also amends subsection (e) of section 2707 to add
two new bases for a defense to civil or criminal liability. The first is a good faith reliance on a
request of a governmental entity under section 2703(f) for a provider of wire or electronic
communication services or a remote computing service to preserve records and other evidence in
its possession pending the issuance of a court order or other process. The second is a good faith
reliance on an emergency request under proposed section 2712(a)(4) for the disclosure to a
governmental entity by a recovery agent of stored recovery information or the use of it to decrypt
data or communications (discussed below in the analysis of proposed section 2712). This
amendment is parallel to the existing defense in section 2707(e) based on a good faith reliance on
an emergency request under the wiretap statute, 18 U.S.C. § 2518(7). While requests under
section 2703(f) or proposed section 2712(a)(4) are already included in the good faith defense
because each provides a “statutory authorization” under section 2707(e)(1), this amendment
makes the existence of such defense clear.

Section 203

Section 203 adds a number of new provisions to chapter 121 of title 18, United States
Code, to address decryption keys and other recovery information.

Proposed 18 U.S.C. § 2711

New section 2711 in title 18 addresses the disclosure or use of stored recovery
information, such as decryption keys that can be used to decrypt data or communications, and
notification of storage location. This proposed section prohibits a recovery agent! from disclosing
decryption keys and other stored recovery information,? from using such information to decrypt

! A “recovery agent” is defined in proposed section 2718 as a person who provides recovery
information storage services in the United States to the public, or as a person, other than an
individual, who provides recovery information storage services in the United States to more than
one other person as a business practice. Thus, it includes both entities that provide storage
services to the public and, for example, a trusted company that stores recovery information as a
business practice for more than one other company with which the former does business, but that
does not provide such storage services to the public at large.

% “Recovery information” is defined in proposed section 2718 to mean a parameter that can be
used with an algorithm, or other data or object, that can be used to decrypt data or
communications, and “stored recovery information” is defined to mean recovery information held

3
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data or communications, .and from disclosing any other information or record that identifies a
person or entity for whom the recovery agent holds or has held stored recovery information,
except as specifically provided. Proposed section 2711 also prohibits a person from knowingly
obtaining stored recovery information from a recovery agent if the. person knows or has reason to
know. he or she has no lawful authority to do so. In addition, this section requires a recovery
agent to inform any person who stores recovery information with that-agent of the location or
locations where the recovery information is stored--i.e., the country and/or state in which the
recovery information is stored, but not the actual physical address.

The confidentiality of decryption keys stored with recovery agents is increasingly
important as the use of encryption grows. The public must have confidence that storage is safe,
much the same as the public must have confidence in the protection provided to papers stored in a
safe deposit box at a bank. However, in limited circumstances third parties must be able to obtain
access to decryption keys. Thus, proposed section 2711(b)(1)(A)ii) authorizes the disclosure or
use of stored recovery information by a recovery agent in the case of a person who is determined
by a court to be legally entitled under generally applicable law to receive, possess, or use stored
recovery information (e.g., an heir who is determined by a court to be legally entitled to obtain a
decedent’s stored recovery information). In addition, a recovery agent may disclose or use stored
recovery informatien with the consent of the person who stored the recovery information or that
person's agent. Both of these permitted disclosures oruses apply when the disclosure is to, or use
is on behalf of, any person or entity, including a governmental entity. Proposed
section 2711(b)(1)(B) also authorizes disclosure or use in the case of a governmental entity
pursuant to a search warrant or other means set forth in proposed section 2712, discussed below.

It is important to note that a governmental entity need not seek access to recovery
information under section 2712, but can also seek access based on the consent or “generally
applicable law” provisions of section 2711(b)(1)(A). “Generally applicable law” is intended to
include any law that generally covers ownership, control, or use of‘property or information, such
as contract, agency, property, and estate laws, but:does not include laws specifically addressing
ownership, control; or use of recovery information only, or laws that support access to
information in criminal investigations only. .Therefore, the “generally applicable law” provision
would not allow a State to pass a law lowering standards of access below those set by new
section 2712.

It is also important to recognize that the definition of “recovery agent” in proposed section
2718 includes officers, employees and agents of the recovery agent. A disclosure to such persons
is not prohibited by the Act, for example, as might occur incidentally in testing the security of the
recovery agent’s systems, because there is no disclosure to a person other than the recovery
agent.

in a confidentiality arrangement as described in proposed section 2718 by a recovery agent on
* behalf of a person who is not an officer, agent, or employee of the recovery agent acting in that
capacity.
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As noted above, section 2711, in order to protect privacy and to restrict the ability of
criminals to target particular recovery agents, also limits the disclosure by a recovery agent of
other information about those persons who store “stored recovery information™ with the recovery
agent. Section 2711(b)(2) allows a recovery agent to disclose information or a record, other than
stored recovery information, that identifies a person or entity for whom the recovery agent holds
or has held stored recovery information, only with consent, as is necessarily incident to the
rendition of the service provided to that person or entity or to the protection of the rights or
property of the recovery agent, in response to a court order based on compelling need and after
notice to the person who stored the recovery information and an opportunity for him to be heard,
or to the government in response to a warrant, a court order, or a subpoena. No notice is
required to the subscriber when providing such information to the government, and any notice can
be delayed upon a showing of good cause.

Proposed section 2711 includes a confidentiality provision in subsection (c) that prohibits
a recovery agent from disclosing the fact that a governmental entity has required a recovery agent
to disclose or use stored recovery information. It also prohibits a recovery agent from disclosing
to any other person any decrypted data or communications provided to the governmental entity.
Without such a prohibition investigations that utilize stored recovery information obtained by the
government under CESA could be jeopardized when the person who stored a decryption key with
a recovery agent learns of the disclosure to the government and re-encrypts using a new key or
takes other action intended to thwart the government’s efforts.

Proposed section 2711(d) provides exclusions. First, it clarifies that nothing in
section 2711 or 2712 prohibits a recovery agent from using or disclosing plaintext in its
possession, custody, or control (except as provided in subsection (c)). This is self-evident--CESA
is not intended to affect the standards for government access to plaintext in the hands of a person
receiving appropriate process. In this regard, it is also appropriate to note that CESA does not
prohibit or limit the ability of a person to respond to an authorized demand for plaintext
information if such person has custody or control of the plaintext information, but maintains that
same information in encrypted form. Thus, if an entity (which could be a recovery agent, or not)
encrypted its own records and stored the recovery information with a recovery agent, CESA
would not restrict the ability of the government to subpoena those records in plaintext form from
the first entity — the one who owned the records — because the government would only be
demanding the production of plaintext information from the custodian of that information. In
other words, CESA does not require an enhanced legal showing for the government to obtain
records from the owner of the records, even if that entity happens to be a recovery agent.

Section 2711(d) also clarifies that nothing in proposed section 2711 or 2712 prohibits a
recovery agent from using or disclosing recovery information that is not “stored recovery
information” held by it under the circumstances described in the definition of this term in
proposed section 2718(7). The distinction between “recovery information” and “stored recovery
information” is important. As provided in proposed section 2718, the former is merely a key or
other data or object that can be used to decrypt data or communications. Stored recovery
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information differs in two particulars. It must be: 1) held by a recovery agent on behalf of
someone else, and 2) stored under a confidentiality arrangement.

Each of the above two elements must be present for recovery information to qualify for
the enhanced protections of stored recovery information. This is so because no new restrictions
are necessary regarding a person’s disclosure or use of his or her own recovery information,
including when the government seeks it from the user, since the Fourth and Fifth Amendments to
the Constitution provide protections applicable to a person’s own recovery information in his or
her possession. Moreover, there is no constitutionally protected expectation of privacy in
recovery information held by a third party but not under a confidentiality arrangement. For
example, if a person gives his or her recovery information to another with no limitations on its
use, then the former has no reasonable expectation that the recovery information will be protected
from further disclosure. In addition, if a person stores plaintext with a third party, such as an
electronic communications service, who on its own initiative encrypts the information to protect
it, the person who stores the plaintext has no enhanced expectation of privacy unless the
electronic communications service agrees:that it will decrypt the information only as instructed by
the person who stored the plaintext. For these reasons, “stored recovery information,” as defined
in proposed section 2718, requires confidentiality. It remains the exclusive property of the person
who arranged for its storage with a recovery agent and, except as provided by CESA, may be
disclosed or used by the recovery agent only with the consent of that person or that person’s
agent.

It should be noted that while the distinction between “recovery information” and “stored
recovery information” is important with respect to the prohibition against disclosure or use by
recovery agents, including disclosure to government entities, other aspects of CESA do not make
such a distinction and protect “recovery information” that is-not “stored recovery information” in
other ways. For example, CESA includes notification requirements for both recovery information
and stored recovery information when obtained by a governmental entity by compulsory process
from a third party who holds it on behalf of another, as explained below. (See discussion of
proposed sections 2712(c) and 2714.)

Proposed section 2711(d)(3) specifically addresses “stored recovery information” and
clarifies another exception to prohibited disclosure. It states that nothing in section 2711 or 2712
prohibits a recovery agent from using stored recovery information to decrypt data.or
communications if applicable statutes, regulations, or other legal authorities otherwise require the
recovery agent to provide such data or communications to a governmental entity in plaintext or
similar form. For example, CESA is not intended to limit any disclosure requirements of the Bank
Secrecy Act and other laws that require institutions to disclose records to the government or to
maintain records for government inspection. . Proposed section 2711(d)(3) is important in order to
clarify that institutions required by law to disclose or maintain.records for government inspection
may not evade those obligations by encrypting the records.
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Proposed section 2711(e) would establish criminal penalties, with a one-year maximum
prison term, for violations of the disclosure prohibitions of section 2711.

Proposed 18 US.C. §2712

Section 203 of CESA also creates a new section 2712 in title 18, United States Code,
which sets forth special requirements for governmental access to stored recovery information.
This section provides protections for persons who store recovery information with a recovery
agent since the section limits the means of governmental access to such information.® Existing
means of government access to stored recovery information will no longer apply unless they are
authorized. For example, a governmental entity will not be able in a criminal investigation to
compel disclosure of stored recovery information from a recovery agent through a grand jury
subpoena, unless disclosure is permitted by section 2711(b)(1)(A)(i), which requires the consent
of the person or entity who stored the recovery information.

It is important to note that new section 2712 reaches only the disclosure or use of “stored
recovery information” (discussed above in connection with proposed section 2711(d)). Just as
CESA does not prohibit the use or disclosure either of recovery information that is not “stored
recovery information” or of plaintext that is in the recovery agent’s possession, custody, or
control, CESA does not present any obstacles to a governmental entity’s obtaining such
information. Further, section 2712 does not restrict the government’s access to recovery
information held by someone who is not a recovery agent, such as a neighbor or friend who holds
another person’s decryption key for safekeeping. A governmental entity may use exnstmg means
to obtain such plaintext or recovery information.

CESA recognizes that in certain circumstances the privacy interest of a person who has
stored a decryption key with a recovery agent must give way to the public interest in effective law
enforcement. Proposed section 2712 allows a governmental entity to require a recovery agent to
disclose stored recovery information or to decrypt data or communications using stored recovery
information, but section 2712 authorizes compelling such disclosure or decryption through four
mechanisms only: (1) pursuant to a search warrant or wiretap order;, (2) under federal or State
process to compel disclosure that is permitted by section 2711(b)(1)(A)(i), which requires the
consent of the person or entity who stored the recovery information; (3) in accordance with a
court order under proposed section 2712(b); or (4) pursuant to a determination by a qualifying
law enforcement officer that a specified type of emergency situation exists.

The first and fourth mechanisms for governmental access to stored recovery information
are set forth in proposed section 2712(a)(1) and (4) and are straightforward. The first is through
a warrant under the Federal Rules of Criminal Procedure or an equivalent State warrant or
through a wiretap order under section 2518 of title 18, United States Code. The fourth

* Of course, a governmental entity may stilt proceed under proposed section 2711(b)(1)(A)
if the requirements of that provision are met.
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mechanism, the emergency authority provision, is modeled after a similar provision of the wiretap
statute, 18 U.S.C. § 2518(7), and a similar provision of the pen register/trap and trace statute, 18
U.S.C. § 3125. The proposed provision recognizes that an emergency situation may arise in
which there is insufficient time to obtain a court order for the disclosure ofistored recovery
information or decryption by a recovery agent, for example, where there is immediate danger of
death or serious physical injury to any person. However, disclosure is carefully restricted: the
emergency basis may be determined only by a law enforcement officer specifically listed in the
proposed amendment; there must be grounds upon which a court order under section 2712 could
be entered, and such an order must be sought within 48 hours after the stored recovery
information has been released or decryption has occurred.

The second and third approaches for governmental access to stored recovery information
or decryption of data or communications, as outlined in proposed section 2712(a)(2) and (3),
reflect a careful balancing of the interests of public safety and privacy. Currently there are no
federal statutory protections for the privacy of stored recovery information per se. Thus, for
example, a grand jury subpoena may provide a mechanism for law enforcement personnel to
obtain such information from a recovery agent, without any independent basis for disclosure.
CESA creates privacy protections in this regard that do not exist under current law. Under
proposed section 2712(a)(2) a grand jury or other subpoena only provides a mechanism for a
governmental entity to require a recovery agent to disclose or use stored recovery information in
the limited circumstances in which disclosure is permitted by section 271 1{(b)(1)(A)(i), which
requires the consent of the person or entity who stored the information, or such person’s or
entity’s agent. In an unusual case a recovery agent may refuse to disclose stored recovery
information to a governmental entity even though the person who stored the information has
consented to disclosure. In such a case CESA authorizes the use.of a subpoena or other process
under federal or State law to compe! disclosure of stored recovery information or the use of
stored recovery information to decrypt data or communications. Thus, CESA strictly limits the
use of subpoenas with respect-to stored recovery information.

Not only does.the restricted use of a subpoena under CESA reflect a careful balancing of
privacy and public safety interests, so does the court-order approach to governmental access to
stored recovery information set forth in proposed section 2712(a)(3). ‘It authorizes a
governmental entity to require a recovery agent to disclose stored recovery information or to use
stored recovery information to decrypt data or communications pursuant to a court order that
meets the requirements of section 2712(b). This provision sets forth four criteria for a court
order: (1) the use of the stored recovery information is reasonably necessary to allow access to
the plaintext of data or communications; (2) access is otherwise lawful; (3) the governmental
entity will seek access within a reasonable time; and (4) there is no constitutionally protected
expectation of privacy in the plaintext, or the privacy interest created by the expectation has been
overcome by consent, warrant, order, or other authority. A court must issue an order under
section 2712(b) if it finds, based on “specific and articulable facts,” that the above criteria are
satisfied.
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It is important to recognize that the key requested must, under section 2712(b)(1), be
“reasonably necessary” to allow access to the plaintext of the relevant data and communications.
To make clear that this authorization must be limited to the extent possible to the information
which is actually necessary to obtain the relevant plaintext, section 2712(b) also provides that an
order under that section directing the disclosure of stored recovery information shall be limited to
the extent practicable to directing the disclosure of only that stored recovery information that is
necessary to allow access to the plaintext of the relevant data and communications.

The third criterion of section 2712(b) (proposed section 2712(b)(3))--that the
governmental entity will seek access to the plaintext within a reasonable time--is a protection
designed to eliminate the possibility that governmental entities could obtain decryption keys under
CESA’s court-order provision and warehouse them for future use with respect to encrypted data,
including data other than that for which the key was obtained. The fourth court-order criterion
outlined above (proposed section 2712(b)(4), that there must be no constitutionally protected
expectation of privacy in the plaintext the governmental entity is seeking through use of a key or
through decryption by the recovery agent, or that the privacy interest created by such expectation
has been overcome) is necessary to assure that the governmental entity’s use of a stored
decryption key, or a recovery agent’s disclosure of plaintext obtained by using a stored key,
would pass constitutional muster. In other words, the government may request a key under this
provision only if it may use the key to decrypt the encrypted information, without violating a
person’s constitutionally protected expectation of privacy. The requirement would likely be met,
for example, where the governmental entity had obtained a search warrant that applies to the
plaintext itself and later sought a court order for disclosure of the stored key. Under this theory
the use of the key to obtain plaintext is authorized by the search warrant for plaintext.

Another feature of proposed section 2712 is the notice requirement in subsection (c).
Within 90 days after receiving stored recovery information or decrypted data from a recovery
agent, the governmental entity must notify the person, if known, who stored the recovery
information that stored recovery information was disclosed or used by the recovery agent. Delay
in notice is permitted for good cause.

Proposed section 2712(d) provides for cost reimbursement to the recovery agent of costs
that are reasonably necessary and directly incurred in providing stored recovery information or
decrypting data or communications. However, this section is applicable only when the
government proceeds under section 2712(b), requiring by order that a recovery agent provide
stored recovery information (which must the decryption key of another person or entity) or use
such information to decrypt data and communications. Because of the definition of “stored
recovery information,” which requires that the information disclosed or used (the decryption key)
be of another, and as made clear by the exclusions of section 2711(d), no person may obtain
reimbursement under this section for production of its own recovery information or for decrypting
its own records, even if that person happens to be a recovery agent. In each case, no order under
section 2712(b) is required.
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Proposed section 2712 also contains a provision aimed at assistance to foreign
governments. The last paragraph of subsection (a) clarifies that a federal governmental entity--on
behalf of and for the benefit of a foreign government--may require a recovery agent to disclose
stored recovery information to it or another federal governmental entity, or to use stored recovery
information to decrypt data or communications; pursuant to one of.the.mechanisms set forth in
this subsection (warrant, subpoena or other process under limited circumstances, court order, or
emergency determination) and pursuant to a request of the foreign government under applicable
legislation, treaties, or other international agreements. For example, under this provision a foreign
government could request the assistance of the federal government, which could then seek a court
order to require a recovery agent to disclose stored recovery information to the federal entity or
to.use stored recovery information to decrypt data that would ultimately benefit the foreign
government.

The foreign government’s request for assistance to the federal government need not be
limited to a formal request under a mutual legal assistance treaty but may be any request made by
a foreign government consistent with applicable legislation, treaties, or other international
agreements. For example, the United States has entered into and the Senate has ratified many
mutual legal assistance treaties under whichthe United States gives and receives legal assistance
to and from foreign sovereigns. Foreign sovereigns also may seek assistance under an older
letters rogatory regime that is supported by statute (see below), or under other international
agreements not ratified by the Senate, including executive agreements between corresponding
executive authorities in the United States and a foreign state. Such executive agreements are
limited in scope by Congress' grant of authority to the relevant agency. Long standing United
States law governs the execution of any such request and effectively protects individual civil
liberties.

Specifically, a well-established body of law and the relevant federal statute governing the
execution of all foreign assistance requestsbar the compelled production of anything "in violation
of any.legally applicable privilege." 28 U.S.C. § 1782 (emphasis added). Moreover, the mutual
legal assistance treaties ratified by the Senate'(which have the force of law) explicitly refer to the
obligation of the United States to protect the legal and constitutional rights of United States’
persons. ‘Other international agreements similarly include such "essential interests” clauses. The
United States has assisted, and will continue to assist, other sovereigns while simultaneously
guarding civil liberties. '

For example, a foreign sovereign may not share the United States’ essential interest in free
speech under the First Amendment, and could seek to investigate constitutionally protected
activity. In such a case, whether the request is made under a treaty or other international
agreement, the United States asserts its essential interest in the protection of speech and refuses to
provide the assistance sought.

The foreign government provision is needed because the ability of the United States to
assist foreign governments in appropriate cases puts the United States in the best position to seek
and obtain assistance that it will need to pursue its own critical investigations and interests. The

10
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nature of international commerce and crime is such that encrypted data containing information
important to a domestic interest, such as a United States criminal prosecution, may be decrypted
with a key held in another country. Obtaining that key may be critical to the United States
prosecution. Further, the United States has an independent interest in assisting foreign authorities
in enforcing their criminal laws and other enforcement schemes. For example, German
investigators may be unable to uncover crimes by a computer hacker in Germany if that hacker
has encrypted his or her communications and stored the key with a recovery agent in the United
States. Assistance to foreign officials in such a case is important so that international borders do
not impose insuperable burdens on criminal investigations.

While proposed section 2712(a) specifies its applicability in the context of assistance to a
foreign government, this provision is not intended to limit the applicability of other provisions of
law upon which the federal government relies in assisting foreign governments to obtain other
types of information (i.e., information other than that addressed by proposed section 2712) or in
providing other types of law enforcement support to foreign governments. That is, the absence of
such provisions in other statutes does not imply that the United States lacks authority to use those
provisions to assist foreign governments. Proposed section 2712(a) merely clarifies that recovery
agents may be required to disclose stored recovery information or to decrypt data or
communications when a federal governmental entity seeks such information for the benefit of a
foreign government. By providing explicitly for foreign government assistance, the United States
ensures that it will not become a data haven for those who would circumvent their national laws
by storing recovery information in the United States.

Proposed 18 U.S.C. § 2713

Proposed section 2713 provides limitations on the use and disclosure of recovery
information obtained by a governmental entity by compulsory process and also requires
destruction of such information. The protections established by this provision are broad in scope
and apply to recovery information obtained from a recovery agent, as well as to recovery
information obtained from other sources. Thus, proposed section 2713 has broader scope than
section 2712, which only addresses government access to stored recovery information (which, by
definition, is held by a recovery agent).

The breadth of subsection (a) is reflected in its two paragraphs. Paragraph (1) limits the
use of recovery information obtained by a governmental entity from a recovery agent under
proposed section 2712 by requiring that an order or other authorization for access under that
section must specify the categories of data and communications that may be decrypted. A further
court order would be necessary for any additional uses. Paragraph (2) addresses recovery
information obtained by a governmental entity through compulsory process other than under
section 2712, Tt authorizes the use of such information only in connection with the matter for
which the recovery information was obtained and related matters, and only if the decryption is
appropriate to the proper performance of the official functions of the governmental entity. Thus,
for example, a governmental entity that uses a grand jury subpoena to obtain recovery information
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from a person who is not a recovery agent would be limited by subsection (a)(2) in its use of the
recovery information obtained. A court of competent jurisdiction may permit further uses.

Subsection (b) of proposed section 2713 imposes limitations on the disclosure and
subsequent use of recovery information obtained by a governmental entity through compulsory
process. This provision applies to recovery information obtained from a recovery agent under
proposed section 2712, and to recovery information obtained through any other compulsory
process, such as a grand jury subpoena issued to a third party key-holder who is not a recovery
agent. Subsection (b) allows disclosure of recovery information obtained by the governmental
entity only to the extent such disclosure is in connection with the matter for which the recovery
information was obtained and any related matters, and only if the disclosure is appropriate to the
proper performance of the official functions of the disclosing governmental entity. Further use by
the receiving entity is govemned by the limitations in subsection (a), and further disclosure by the
receiving entity is also prohibited. As in subsection (a), subsection (b) allows exceptions in
accordance with an order of a court of competent jurisdiction.

Subsection (c) of proposed section 2713 concerns the destruction of recovery information.
The scope of information to which it applies is as broad as that to which subsection (b) applies.
Subsection (c) requires the destruction of recovery information obtained by compulsory process
at a time specified by this provision and applies to a governmental entity, a recovery agent
assisting a governmental entity, and any other person or-entity that has received disclosure under
section 2713. Any exception to these requirements must be authorized by an order of a court of
competent jurisdiction.

Proposed 18 U.S.C. § 2714

Proposed section 2714 requires notice of access to recovery information held by third
parties and knowingly obtained by a governmental entity by compulsory process, other than-under
proposed.section 2712, which contain their own notice provisions. For example, under
section 2714 a governmental entity would be required to notify a person who had asked a friend
to hold a decryption key on the former's behalf if the governmental entity had knowingly obtained
the key by compulsory process, such as through a grand jury subpoena. Thus, whether a person
chooses a recovery agent or a friend to hold a decryption key on his or her behalf, notice must be
provided to such person of the government's access to the key. The notice must be provided
within 90 days of the date on which the gevernment obtains the key, unless the date is postponed
by a court of competent jurisdiction on a showing of good cause.

Proposed 18 U.S.C. § 2715

Another amendment contained in section 203 of CESA is the addition of proposed
section 2715 to title 18, United States Code. This section would ban a cause of action against a
provider of wire or electronic communications service or recovery agent and others for providing
information, facilities, or assistance in accordance with the terms of a court order, emergency
request, grand jury subpoena, warrant, or other process under.proposed section 2711 or 2712, or
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for disclosing information to a governmental entity to assist it in obtaining lawful access to
information protected by encryption or other security techniques or devices, unless the disclosure
is otherwise prohibited by chapter 121, as amended. This provision serves as an exception to the
cause of action provided for in 18 U.S.C. § 2707 (amended by section 202 of CESA) and in effect
parallels section 2703(e) of current law, which places a similar ban on a cause of action against a
provider of wire or electronic communication service for specified actions that accord with
Chapter 121 of title 18, which is amended by CESA. The second part of this provision is
necessary to protect those entities that assist governmental entities in obtaining access to
plaintext, particularly by sharing trade secret information pursuant to proposed section 2716, from
litigation based on actions they take in interests of public safety.

Proposed 18 U.S.C. § 2716

Section 203 of CESA also contains a provision designed to protect, in appropriate
circumstances, against disclosure in court proceedings of government methods of access to
information protected by encryption or other security techniques or devices. Proposed
section 2716(a) of title 18, United States Code, would allow an attorney for the government to
file an application requesting the court to enter an order protecting the confidentiality of a
technique that provided access to such information. Section 2716(b) requires the court to enter
such an order if the court finds that disclosure is likely to jeopardize an ongoing investigation,
compromise the technique for the purposes of future investigations, result in physical injury to any
individual, or seriously jeopardize public health and safety, or if the court finds that disclosure
could reasonably be expected to affect the national security. (Such an order may also be entered
by a court in order to protect trade secrets associated with access to plaintext, see below.) As the
proposed statute makes clear, any such order must be consistent with constitutional requirements
and limitations. Proposed section 2716(b) specifically provides that a confidentiality order under
this section may direct the use of special procedures, as appropriate, relating to the admissibility
of evidence obtained through an access technique that the government seeks to protect from
disclosure. Thus, for example, a court can devise procedures that guard a defendant’s Sixth
Amendment right to the confrontation of witnesses while also preserving the confidentiality of the
government’s access techniques.

In ruling on applications for orders under section 2712(b), the court must, of course, be
careful not to require the disclosure of the confidential information that the government is
attempting to protect. Therefore, using their existing authority, courts should permit the use of
procedures, including in camera and sealed filings and ex parte hearings, as appropriate, with
notice to the defendant, in ruling on requests for orders under this subsection.

Section 2716 applies to any civil or criminal case, whether or not the government is a
party. In addition, although proposed section 2716(a) authorizes that such a request be filed by
an “attorney for the government” as that term is defined in the Federal Rules of Criminal
Procedure (see Rule 54), which generally limits the term to federal prosecutors, the court order
under subsection (b) may protect the confidentiality of access techniques used by any
“governmental entity.” This term includes State and local governments under proposed section
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2718. Thus, for example, access techniques used by a State investigator and later disclosed to
federal investigators for purposes of federal prosecution will be eligible for a court order of
protection.

Proposed section 2716 also generally-prohibits the government from disclosing trade
secrets disclosed to it to assist it in obtaining access to information protected by encryption. This
section provides exceptions where disclosure is to another governmental entity, is necessary to
implement methods of access, is with the consent of the person or entity that owns the trade
secret, or is ordered by a court of competent jurisdiction pursuant to a request of the disclosing

-governmental entity. In addition, in certain cases defendants in criminal cases may demand that
the government disclose such trade secrets during the course of criminal proceedings. In such a
case, the government must be given an opportunity to request a confidentiality order under
subsection (b), as described above. If the government meets the standard described above, then
the court shall enter:such orders as may be necessary and appropriate to protect the trade secret,
consistent with constitutional principles.

Finally, section 2716 also provides that it shall not be-deemed to affect the Classified
Information Procedures Act.

Proposed 18 U.S.C. § 2717

The next provision in section 203 of CESA is proposed section 2717 of title 18, United
States Code, which addresses foreign intelligence information. It provides that sections 2711
through 2714 shall not apply to-the-acquisition by the United States of foreign intelligence
information as defined in section 101(e) of the Foreign Intelligence Surveillance Act of 1978, or
otherwise affect any lawfully authorized intelligence activity of an officer, agent, or employee of
the United States, or a person acting pursuant to acontract with the United States. For-example,
under existing authorities, such.as the Foreign Intelligence Surveillance Act, 50 U.S.C. § 1801 et
- seq., the government is-authorized to engage in electronic surveillance for the purpose of
collecting foreign intelligence and foreign counterintelligence information. These authorities
permit the government to direct others to provide technical cooperation that the government
deems necessary to obtain the plaintext of communications and data. Section 2717 makes clear
that the government's existing authority to secure such cooperation for the purpose of collecting
foreign intelligence and counterintelligence information is in no way impaired, burdened, or
otherwise restricted by any provision of CESA. Appropriate restrictions on the use of
information derived from and related to such intelligence and counterintelligence investigations
~are already implemented under existing authorities.

Section 204

Proposed 18 US.C _§ 2718

Section 204 of CESA contains definitions for Chapter 121 of title 18, United States Code.
The definitions currently in this chapter, 18 U.S.C. § 2711, would be retained as new
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section 2718(1) and (2), and many new definitions would be added. The distinction between
“recovery information” and "stored recovery information" is discussed in the analysis of proposed
section 2711(d).

Sections 205 and 206
Sections 205 and 206 provide technical and conforming amendments.
Section 207

Section 207 authorizes appropriations for the Technical Support Center in the Federal
Bureau of Investigation. This center was established pursuant to section 811(a)(1) of the
Antiterrorism and Effective Death Penalty Act of 1996, and will serve as a centralized technical
resource for Federal, State and local law enforcement in responding to the increasing use of
encryption by criminals.

Section 301

Section 301 would amend section 2516(1)(c) to add felony violations of 18 U.S.C.
§ 1030, relating to computer fraud and abuse, to the list of offenses for which an order to
intercept wire or oral communications may be sought. This amendment is needed because
violations of section 1030 are sufficiently similar to and as serious as the other specified predicate
offenses, e.g., violations of 18 U.S.C. § 1029. In addition, in order to obtain access to decryption
keys used by persons engaged in computer intrusions--who are among those criminals most likely
to use encryption to hide criminal activity--the government may find it necessary to intercept wire
or oral communications.

Section 401

Section 401 creates a directive to the United States Sentencing Commission, among other
things, to review the sentencing guidelines and, if appropriate, to amend them to ensure that they
provide sufficiently stringent penalties to deter and punish persons who knowingly use encryption
to conceal their criminal activities. This directive establishes emergency authority for such a
change.

Section 402

Section 402 of CESA permits the head of a federal law enforcement agency to limit the
number of sources from which it solicits bids or proposals if he or she determines that disclosure
of agency needs pertaining to the procurement of sensitive equipment, goods, or services
associated with obtaining plaintext might reasonably jeopardize an ongoing or future investigation
or the use of such equipment, goods, or services by the agency.
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Section 403
Section 403 amends section 3371 of'title 5, United States Code, to provide for personnel
exchange programs between industry and the federal government to further the purposes of
CESA.
Section 404

Section 404 of CESA concerns severability and provides that if any provision of the Act is
held invalid, the remainder of the Act shall not be affected.
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