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ESTABLISHING A FEDERAL CIO: INFORMA-
TION TECHNOLOGY MANAGEMENT AND AS-
SURANCE WITHIN THE FEDERAL GOVERN-
MENT

TUESDAY, SEPTEMBER 12, 2000

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON GOVERNMENT MANAGEMENT,
INFORMATION, AND TECHNOLOGY,
COMMITTEE ON GOVERNMENT REFORM,
Washington, DC.

The subcommittee met, pursuant to notice, at 10 a.m., in room
2154, Rayburn House Office Building, Hon. Stephen Horn (chair-
man of the subcommittee) presiding.

Present: Representatives Horn, Davis, and Turner.

Staff present: J. Russell George, staff director/chief counsel; Ran-
dall Kaplan, counsel; Ben Ritt, professional staff member (GAO);
Bonnie Heald, director of communications; Bryan Sisk, clerk; Eliza-
beth Seong, staff assistant; George Fraser, intern; Trey Henderson,
minority counsel; and Jean Gosa, minority assistant clerk.

Mr. HORN. A quorum being present, this hearing of the Sub-
committee on Government Management, Information, and Tech-
nology will come to order.

While we’re having you all stand why don’t we take the oath of
office, as you know, for your testimony.

[Witnesses sworn. ]

Mr. HORN. The clerk will note that all of the witnesses have af-
firmed the oath.

I'll now make an opening statement, followed by the ranking
member, the gentleman from Texas, Mr. Turner; and then we’ll go
down the line.

I might say to you what we said to the witnesses yesterday, you
put wonderful statements in before us. We and the staff have had
a chance to read it; and we're very grateful to you for—especially
some of the ones that are out of town here. I think with the CIOs
at the States that was very useful information. But we’d like you
to summarize it in 5 minutes. Because what we want is a dialog
here between the Members and between you. That way we get the
best information out of it. So try to think about what are your key
points after we start the opening statement.

Yesterday, this subcommittee examined the government’s efforts
to protect its computers and the sensitive information they contain.
We heard testimony from the General Accounting Office that wide-
spread deficiencies in computer security exists at a large number
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of Federal departments and agencies. Some of the problems include
poor implementation of policy and procedures and the lack of a co-
ordinated security program among the departments and agencies.

Within recent memory two government agencies, the Federal
Aviation Administration and the Internal Revenue Service, wasted
more than $7 billion on huge new computer systems that were ulti-
mately scrapped because they could not deliver the services that it
promised. Taxpayers cannot afford to have those management mis-
takes and the flagrant losses repeated.

We will examine two bills today that would establish a Federal
Chief Information Officer and centralize management of the gov-
ernment’s vast information resources: H.R. 4670, introduced by the
subcommittee’s ranking minority member, Representative Jim
Turner of Texas; and H.R. 5024, introduced by subcommittee mem-
ber Representative Tom Davis from Virginia.

I look forward to learning more about both proposals, and I'd like
to welcome our witnesses today and look forward to their testi-
mony.

I now yield time for an opening statement from the gentleman
from Texas, Mr. Turner.

Mr. TURNER. Thank you, Mr. Chairman. I want to thank you for
allowing us to have this hearing on this issue that I think is of ut-
most importance.

The information technology revolution of the last decade has had,
as we all know, a profound impact on almost all aspects of our soci-
ety. While the private sector has been quick to capitalize on the
new opportunities created by the digital revolution, it is widely ac-
knowledged that the Federal Government is behind the curve. The
fact is, information technology offers as much to our government as
it does to the private business. Among other advantages, it will
allow us to literally put government at the fingertips of our citi-
zens. A working e-government will mean that citizens can finally
go online quickly and easily, instead of spending hours standing in
long lines or waiting on hold to get the answers they need from
government.

E-government can make government more customer friendly and,
if we do it right, more cost-effective, saving millions of dollars for
our taxpayers.

The information technology revolution also presents the Federal
Government with one of the greatest management challenges we
have ever seen. There is no doubt, however, that here in Washing-
ton we can misspend large amounts of money in incorrectly ad-
dressing the challenge. Just yesterday this subcommittee held a
hearing on computer security, and numerous witnesses stressed the
need to have cross-agency initiatives put in place rather than rely
i)n each separate agency to duplicate the investment in finding so-
utions.

With the enactment of the Clinger-Cohen Act in 1996, all individ-
ual Federal agencies have a CIO, but the Federal Government as
a whole does not. As the individuals responsible for providing infor-
mation technology advice and policy recommendations, developing
and facilitating information systems as well as evaluating and as-
sessing those systems, the Federal Chief Information Officers play
an essential role in fostering a digital government. The role of the
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agency CIOs has been very positive. However, because of a lack of
central authority and funding, there is little agency coordination
when it comes to establishing crosscutting digital government ap-
plications.

We hear a lot today about the digital divide. In the Federal Gov-
ernment there is a different kind of digital divide where each sepa-
rate agency pursues the application of information technology with-
out the benefit of significant government wide leadership.

In an effort to close the Federal Government’s digital divide I've
introduced H.R. 4670, which would create a framework for a Fed-
eral Chief Information Officer located in the Executive Office of the
President. The position would report directly to the President and
direct the process of developing an aggressive digital government
conversion plan. He or she would have a small staff and a budget
independent of individual agencies to help drive the next genera-
tion of digital government, much of it involving cross-agency appli-
cations.

The Federal CIO would also take the lead in shaping the admin-
istration’s policy regarding the Internet and computer security. The
Federal CIO would select the best ideas for e-government, develop
pilot programs and test them in selected agencies and establish pri-
orities for the application of information technology to improve gov-
ernment. The Federal CIO would be the lead coordinator to forge
stronger digital partnerships with State and local governments.

I commend the chairman for having this hearing; and I commend
my colleague, Tom Davis of Virginia, who has introduced his own
bill on this topic.

I realize that there are issues surrounding where the Federal
CIO will be located and what specific statutory authority he or she
may be given. This discussion requires careful consideration of the
current statutory responsibility of the Office of Management and
Budget and an analysis of the current role of the OMB’s Deputy
Director for Management, who’s here today. We appreciate the
good work and input that Ms. Katzen has given us and OMB’s Of-
fice of Information and Regulatory Affairs.

OMB’s budget and oversight role over all executive functions
clearly includes information technology, and it is not my intent to
fail to acknowledge the fine work the office has done. Rather, with
this legislation I seek to enhance the capability for leadership and
the effective and timely application of information technology to
government.

There are several points that I believe are essential to the suc-
cess of a Federal CIO. These include a high-profile leadership role
to elevate the visibility and focus of information technology and
who reports directly to the President.

Second, the establishment of a good working relationship with
OMB and the Federal agency CIOs.

And, third, direct access to funds to ensure the capability to
carry out meaningful initiatives.

This hearing affords the first opportunity in this Congress to con-
sider the concept of a Federal CIO. Both Presidential candidates
have publicly expressed their support for a new position with a de-
fined focus on e-government. This is clearly an idea whose time has
come. It is my hope that this hearing will move us forward on this
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idea, solidify our resolve to maximize the potential of information
technology in government and more clearly define the structure
that this position should take to maximize its effectiveness.

In government, we have a clear need to meet the challenge of the
digital age. It is not just a matter of resolving conflict; it is a ques-
tion of whether or not we will take advantage of the phenomenal
growth of information technology, whether we will make dot-gov as
commonplace as dot-com.

Again, I commend the chairman for the opportunity to have this
hearing, and I look forward to hearing from each of our witnesses.

Mr. HorN. I thank the gentleman and now yield opening time for
the gentleman from Virginia, Mr. Davis, who has another proposal
in this area; and I'd like him to expand on that now.

Mr. Davis. Thank you. Mr. Chairman, I want to, first, thank you
for your responsiveness in holding this hearing today to examine
the merits of establishing a Chief Information Officer for the Fed-
eral Government based on proposals introduced by both myself and
my colleague Mr. Turner.

I also want to express my deep appreciation to our ranking mem-
ber for his foresight in focusing on an issue which I believe is criti-
cal to improving the ability of government to be an efficient user,
coordinator, manager, disseminator and protector of information re-
sources, particularly with respect to information technology.

I'll spend my few minutes highlighting the dominant themes
which shaped my proposal, the Federal Information Policy Act, to
create a Federal CIO who is vested with the primary authority to
coordinate information resources management within and amongst
all Federal agencies, including the implementation of effective,
mandatory controls over government information security through
a new Director of Information Security and Technical Protection.

A decade ago, technology stood as one of many factors important
to the mission and performance objectives of the Federal Govern-
ment. But no longer is technology one of many. Instead, the Infor-
mation Revolution and the ever-evolving technologies that support
its collection, assimilation and communication have become inte-
gral to the functioning of our government. The past 5 years alone
are testimony to a remarkably fast-paced change in the ability of
Americans to communicate and access information through the per-
sonal computer and the Internet.

It’s the responsibility of the Federal Government to adapt its in-
stitutional processes of the old age to the new economy and become
a national model for information resources management and infor-
mation security practices through the acquisition and use of infor-
mation technology.

The current processes appear to lack a focused, coordinating body
to implement effective IRM policies and develop a common strategy
for interagency efficiency and cooperation. Although the Office of
Management and Budget has responsibility for information re-
sources management governmentwide, I'm deeply concerned that
OMB, through the Office of Information Regulatory Affairs, is sim-
ply unable to devote the attention needed for carrying out effective
information resources management as directed under current law.
For instance, in July 1998, the General Accounting Office [GAO],
examined two of the IRM-related responsibilities assigned to OMB
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in the Paperwork Reduction Act and delegated to OIRA but found
that OIRA had not satisfied either of them. Those responsibilities
were developing a governmentwide IRM plan and periodically re-
viewing a selected agency’s IRM activities. And last year the GAO
found that improvements in broad IT management reforms will be
difficult to achieve without effective agency leadership, highly
qualified and experienced CIOs and effective OMB leadership and
oversight.

If we can’t get the management of our information resources in
order, how are we ever going to be able to implement the electronic
government initiatives supported by this subcommittee and the
Congress, as well as by the administration, that will allow Amer-
ican citizens to communicate more easily with their government?

A critical component of protecting information resources is the
governmentwide coordination and implementation of proven infor-
mation security practices. Currently, responsibility for overseeing
computer security procedures and reviews is handled by a number
of agencies including OMB, the National Institute of Standards and
Technology, the General Services Administration, and the National
Security Agency. Notwithstanding the number of agencies involved
in various aspects of information security, there is an abundance
of evidence highlighting the vulnerabilities of Federal computer
systems in both internal and external intrusions.

First and foremost is the portrait that emerged as a result of the
subcommittee’s hearing yesterday in computer security in which
the Federal Government received an overall grade of D minus. As
well, at a March 29th hearing, GAO cited earlier findings that 22
of the largest Federal agencies were providing inadequate protec-
tion for critical Federal operations and assets from computer-based
attacks. GAO reported that within the past year it was able to
identify systemic weaknesses in the information security practices
of the Department of Defense, the National Aeronautics and Space
Administration, Department of State, and the Department of Vet-
erans Affairs. In each instance sensitive data and/or mission-criti-
cal systems were penetrated by unauthorized users.

In early August, the Washington Post reported that the State
Department had to warn its employees about downloading large
MP3 sound files on their workstations and the, “adverse effect on
the networks as these files enter the e-mail system.” Part of the
best information security practices is endowing your employees
with the necessary awareness of methods for security intrusions,
such as downloading unknown files and introducing them into a
computer network.

Two days later, in discussing the persistent threat of computer
hackers to the Department of Defense, the Washington Post re-
ported that it is highly—it was highly probable that at least some
of the 22,000 attacks last year were mounted by foreigners probing
U.S. security gaps. These facts alone prompt serious concerns about
the integrity of the most basic access controls for Federal informa-
tion systems.

Mr. Turner and I have established a strong basis for working to-
gether with the members of the subcommittee, the administration,
and the private sector to secure the ability of our Federal Govern-
ment to better manage its information resources and fully utilize
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information technology to better serve American citizens. Our legis-
lation is similar in that each bill gives the CIO top-level authority
arlld direct access to the President and also codifies the CIO Coun-
cil.

While Mr. Turner’s bill envisions the Federal CIO as acting as
an advisor, resource and visionary for information technology man-
agement, my legislation goes several steps beyond and further en-
compasses all the information resources management functions
that rely on IT and which are critical to building a government
that can serve its citizens in a digitally driven world.

The Federal Government is fast falling behind the curve, and I
strongly believe that establishing an empowered CIO is essential to
achieving that goal.

I want to welcome our panel of witnesses today and look forward
to hearing their perspectives and suggestions for succeeding in
making the Federal Government a leader and innovator in the
management, promotion and protection of government information
systems. Thank you.

Mr. HORN. We thank you.

We now move toward our witnesses.

The first witness will be the Honorable Sally Katzen, the Deputy
Director for Management, Office of Management and Budget. We’ll
give the administration 2 extra minutes as a matter of reciprocity
and curtesy. So we’re glad to see you here.

STATEMENT OF SALLY KATZEN, DEPUTY DIRECTOR FOR
MANAGEMENT, OFFICE OF MANAGEMENT AND BUDGET

Ms. KATZEN. I'm glad to be here. I'm delighted to be here. I have
waited a long time for the opportunity to return to testify before
you and, as in the past, you've picked a great issue to focus on.

As Mr. Turner noted, there is no doubt that IT plays a fun-
damental role in our endeavor to create a government that’s more
accessible and more responsive to the public. Nor is there any
doubt about the other types of advantages that IT can bring. It can
also bring significant challenges such as security and privacy and
accessibility.

So today the questions of how to manage and fund Federal infor-
mation technology enterprise are among the most critical facing
Federal managers. And unlike the Y2K problem, which is the back-
ground for suggestions, from some people at least, about a Federal
CIO, dimensions of information policy and technology oversight re-
sponsibilities are ever-expanding and involve every aspect of the
government’s operations—or at least they should involve every as-
pect of the government’s operations.

Now in my written testimony I devote many pages to the admin-
istration’s record of managing the IT effort, and I won’t repeat that
here. I do want to make three observations.

One, while we do not have someone with the title Federal CIO,
many if not all of the responsibilities identified have been carried
out through OMB, through the Office of the DDM, through the Of-
fice of the Administrator of the Office of Information and Regu-
latory Affairs; and I think we’ve done a very good job.

Over the last 72 years, we—with support from the President
and the Vice President, we have focused on what have been the
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most important issues at the time. The early part of the decade we
were focusing on systems, and the FAA and the IRS that the chair-
man cited have been turned around as we focus on customer off-
the-shelf types of things, modular development, “Raines rules” that
we have been using.

We then turned our attention, as this subcommittee well knows,
to Y2K. And despite initial concerns that we would never meet the
date change and some very bad grades on report cards, we were
highly successful in that effort with your help and with the help
of others.

And, finally, we have turned in the last year to focus on some
of the other issues, the paramount one being e-government but also
computer security. Capital planning, data sharing are subjects
which we will probably come up with.

The second point is while I think we have been very successful
we have done a lousy job of communicating how much progress
we've made. People are often surprised when they make a sugges-
tion and learn we’re already doing it. I listen to some of the things
that have been cited as we need to do and I think to myself, we
are doing it. We're just not being very effective in telling people
about it. Whether it’s management tools like sharing savings,
whether it’s spacial types of data, the FirstGov, the digital signa-
tures, and indeed the CIO Council, which you’ll hear more from
Mr. Flyzik, every agency is not reinventing the wheel. We have an
effective forum for sharing best practices and carrying forward. We
are not doing a very good job of telling people about it.

And the third point that I'd like to make is that our success is
due not only to leadership from the top, and I'm referring here to
the President and Vice President, and from leadership from the
Congress, and your committee has been outstanding in that regard,
but also because of the hard work of the many people at the agen-
cies and their leaders who understand how IT fits into their mis-
sion and programs to provide a better and more effective govern-
ment. This was a salient fact of Clinger-Cohen which gave the
agency head responsibility for investment decisions of IT because
they know how IT fits with their missions.

Now, with respect to the subject of this hearing, everybody
agrees on the importance of promoting and managing Federal IT;
and everyone agrees that there should be a higher level of visibility
and a more enhanced effort. There are different views about how
to get the job done.

As the chairman mentioned, one that has some currency now is
to enact legislation that would create a new Federal CIO. As my
testimony indicates, I think the real questions go to what the lead-
ers of the Federal IT enterprise should do and how they should do
it.

I thought Mr. Turner asked all the right questions. I hope we’ll
have a chance later to start explaining what it is that we are doing
in that area.

But because IT is integral to every operation of government, we
think IT leadership must be part and parcel of the government’s
budget and program decisionmaking process. In other words, the
strategic management of Federal IT resources should not be sepa-
rated from other management and budget concerns. It must be in-
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tegrated. It is imperative, we believe, that officials with account-
ability for IT have direct influence over the spending and execution
of IT investments.

Severing the tie between responsibility for oversight of IT and
budgeting for IT would undermine both and retard the progress
that both the Congress and the executive branch recognize as es-
sential. Indeed, separating the Office of Management and Budget
from the management and budgeting for Federal IT is like taking
the oranges out of orange juice. What’s left is drinkable, but it’s
neither tasty nor nutritious. OMB’s strength is its governmentwide
authority, combined with expertise in individual agency mission
budgets and programs. We set policy governmentwide and oversee
implementation on a case-by-case basis. This is our strength. We
are urged to play our strength.

I cannot emphasize enough how important this function is at
OMB. The OMB Director devotes significant time to IT manage-
ment issues, and his leadership has energized our efforts. OMB
also deals with critical information policy issues such as access dis-
semination in FOIA as well as computer security and privacy. The
DDM manages these efforts both within OMB and across the gov-
ernment.

The DDM has strong support from the OIRA administrator. As
a former Administrator of OIRA, I can tell you how important and
significant a component that is. Now we recognize there could well
be enhanced efforts for OMB to promote and lead agency IT efforts.
We have started this effort, and we welcome a dialog with this
committee and with others here at the table as to what we should
be doing to improve our efforts.

Mr. Chairman, as I noted in my testimony at the end, I offer
these views based on 6 years experience of managing information
technology in the Federal Government but also in recognition that
we’re only 2 months before an election and 5 months before a tran-
sition to a new President. As Mr. Turner mentioned, both major
candidates have made Federal IT an important program in their
agendas and both share your goal and ours of continually looking
at ways to improve Federal IT management.

The two bills you’ve asked me to comment on both speak to what
is essentially a management issue: How to organize oversight of
the government’s most important function. And I suggest that leg-
islation now would only tie the new President’s hands. We ought
to give the new administration an opportunity to consider the ap-
proaches in these two bills and other approaches to IT and man-
agement and give us their recommendations before any action is
taken.

Again, I join those who recognize and applaud this committee’s
interest in how government manages and uses IT. We think that
hearings such as this are extraordinarily helpful to keep us all fo-
cused on how best to achieve those goals. We have full confidence
that this partnership will ensure that the next administration can
build on our progress to deliver the American people the quality of



government they expect.

Thank you very much, Mr. Chairman.

Mr. HORN. We thank you for your diligence and are glad to see
you back doing all this.

[The prepared statement of Ms. Katzen follows:]
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EXECUTIVE OFFICE OF THE PRESIDENT
OFFICE OF MANAGEMENT AND BUDGET
WASHINGTON, D.C. 20503

DEPUTY DIRECTOR STATEMENT OF THE HONORABLE SALLY KATZEN
FOR MANAGEMENT DEPUTY DIRECTOR FOR MANAGEMENT
OFFICE OF MANAGEMENT AND BUDGET
BEFORE THE
COMMITTEE ON GOVERNMENT REFORM
SUBCOMMITTEE ON GOVERNMENT MANAGEMENT,
INFORMATION, AND TECHNOLOGY
U.S. HOUSE OF REPRESENTATIVES
September 12, 2000

Mr. Chairman and Members of the Subcommittee:

Thank you for inviting me here today to share my views on how best to lead the
government’s information technology enterprise. We welcome your interest and more
importantly your leadership in this area, and the opportunity to begin working with you on these
very important issues.

OMB shares this Subcommittee's interest in taking full advantage of information
technology (IT) to improve government. There is no doubt that IT plays a fundamental role in
our endeavor to create a government that is more accessible and more responsive to the public.
Nor is there any doubt of the advantages that IT can bring. It can also bring significant
challenges, such as privacy, security, and accessibility.

Today, information technology is one of the most critical issues facing Federal managers.
Unlike the Year 2000 problem, dimensions of information policy and technology oversight
responsibilities are ever-expanding and involve every aspect of the government's operation. The
Office of Management and Budget is working hard to ensure that agencies deliver results in this
area. The Clinger-Cohen Act places the responsibility for managing information technology
investments on agency heads. At the same time it provides for centralized leadership by giving
OMB the responsibility to improve the acquisition, use, and disposal of information technology
by the Federal government in orler to improve the productivity, efficiency, and effectiveness of
Federal programs. Clinger-Cohen authority is implemented through the Deputy Direciui of
Management (DDM), who also chairs the CIO Council.

Your letter of invitation raises questions about various proposals to create a Federal Chief
Information Officer (CIO), such as whether there should be a Federal CIO, where the CIO
should reside, and how the CIO would be empowered. The letter also asks for our views on two
proposed bills, H.R. 5024 and H.R. 4670, both of which would create a Federal CIO in different
ways. I would like to put our views on the issues you have raised in context, by first describing
how this Administration has exercised leadership in information technology, and then what those
experiences teach us about future management challenges.
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The Administration's Record of IT Leadership

The President and the Vice President have repeatedly emphasized the importance of IT in
creating a government that is more accessible and responsive to citizens. Our early efforts in
this Administration focused on the management of specific agency systems. Historically,
Federal agency systems were custom built, frequently came in over budget, and were so delayed
as to be almost obsolete by the time they were fully implemented. We changed this by
emphasizing off the shelf technology, open architecture, and modular development. We began to
see dramatically improved results. Our efforts were erthanced by the passage of the Clinger-
Cohen Act, where we worked with the Congress on a bipartisan, bicameral basis.

To aid agency implementation of Clinger-Cohen, former OMB Director Frank Raines
issned an OMB Memorandum titled "Funding Information Systems Investments," commonly
referred to as “Raines’ Rules”. This Memorandum established the decision criteria OMB uses to
evaluate all major information system investments proposed in the President's budget. These
rules initiated fundamental change in the management of Federal IT management.

As this Subcommittee well knows, over the next few years we focused on the Year 2000
problem. This involved a massive government-wide push to meet, and ultimately beat, the date
change. The work was done by thousands of dedicated Federal employees and contractors, with
OMB responsible for overseeing Federal systems. The Y2K Council vigorously engaged in
outreach to state, local, and tribal governments, as well as the private sector, both domestic and
international. The Chair of the Y2K Council was John Koskinen -- not a CIO, but rather
someone who had just stepped down as DDM of OMB.

In the last year, we have shifted our focus to a number of other important IT initiatives
which are included in the President's FY2001 budget as priority management objectives (PMOs).
Over the past several years, OMB has identified significant management challenges that
warrented senior level attention as PMOs. The current PMOs that focus on the management of
information technology and policy include strengthening capital planning, improving computer
security, expanding data sharing, and promoting electronic government.

The PMO for capital planning manages and reports on the health of the government's IT
portfolio by focusing on improving acquisition and use of information systems across the
government. Capital planning and investment control allow agencies to plan, budget, and execute
IT investments in a way that contributes to the agency's missions and accounts for risks, benefits,
and cosis throughout the life of the investments. In the last year, we have made much progress in
this area by partnering with the agencies, assessing their processes, and providing specific
feedback throughout the budget process to ensure that the information technology investments
are tied to mission objectives and achieve their cost, schedule and performance goals. Although
the implementation of Clinger-Cohen continues to be uneven across the agencies, we are
working with the agencies using this framework and the overall IT portfolio to better manage
information technology in the Federal government -- and we are seeing real results.

You heard yesterday about computer security from the OIRA Administrator, John
Spotila. The PMO for computer security and critical infrastructure focuses on the reliance on
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computer systems to support critical functions. In order to enhance the security of Federal
information systems and critical infrastructures, we need to counter risks to increasingly
interconnected computer networks in government and critical industry sectors. We havea
number of projects under way to accomplish this goal. For example, OMB is currently assessing
agency responses to a questionnaire on the security of systems that support the 43 high-impact
programs. We will highlight for agencies the areas of concern, and will work within OMB and
the agencies to correct deficiencies.

Through the PMO on data sharing, we are working to encourage that the right person gets
the right benefit. We encourage agencies to first determine whether they have significant
erroneous payments and, if so, to then use data sharing opportunities to reduce those erroneous
payments -- ideally up-front before they are disbursed. Our efforts here also focus on ensuring
that proper privacy and security safeguards are in place in data sharing programs. As agencies
increase electronic information collection pursuant to the Government Paperwork Elimination
Act and other programs, there are more opportunities to engage in data sharing via automated
computer matches.

Another PMO, "Implementing Electronic Government," is a major priority for OMB.
Electronic government offers a unique opportunity to improve the way we govern. It has the
potential to affect virtually every Federal activity. Success will require leadership and
coordination across the Federal government.

Electronic Government

To accelerate and focus the Federal government's work, last December the President
issued 2 Memorandum to the Heads of Executive Department and Agencies regarding Electronic
Government. The Memorandum calls for a number of actions, including:

1. Establishing a "one-stop" gateway to government information available on the
Internet. The information will be organized by the type of service or information
that people are seeking, rather than by agency. This effort is called FirstGov.gov
and I will return to it later in the testimony.

2. Identifying forms for the top 500 Government services used by the public and
making them available online this year.
3. Implementing the Government Paperwork Elimination Act by gathering and

making information available electronically.

4, Building good privacy practices into Federal web sites.

5. Creating public email addresses for citizens to contact agencies.

6. Ensuring accessibility for the disabled.

7 Using the web to improve procurement.

8 Fostering the use of digital signatures by agencies and the public, with at least
100,000 issued this year.

9. Developing a strategy for Internet use that enables agencies to become more open,
efficient, and responsive, so they may carry out their missions more effectively.
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As DDM, I chair the President’s Management Council (PMC), which is comprised of the
Chief Operating Officers from the major Departments and agencies. The PMC adopted as one of
its three goals for the year 2000 "Promoting Electronic Government," and it has adopted four
priorities that build upon the President's Memorandum:

1. The placement of forms and other information online under a single access point
(FirstGov);

2. The development of customer-centric web sites for specific purposes like exports
and procurement;

3 The widespread use of digital signatures; and

4. The adoption of at least one electronic government process in every agency.

In addition, in leading the transition to electronic government, OMB has organized the
many interagency efforts that have evolved to promote e-gov. We do not want to stifle any
initiatives but we also do not want to duplicate efforts. For that reason, each interagency effort is
to be undertaken under the auspices of an existing management council, including the Chief
Information Officers’ Council (CIOC), the Chief Financial Officer's Council (CFOC), and the
Procurement Executive Council (PEC). As DDM, I chair monthly meetings of representatives
from these councils, sorting through proposed e-government initiatives, coordinating interagency
efforts, and setting priorities when necessary.

Furthermore, on May 2, 2000, OMB issued guidance for implementing the Government
Paperwork Elimination Act (GPEA), another example of successful collaboration on legislation
between the Executive and Legislative Branch. The guidance will help agencies remove barriers
to interacting electronically with citizens. It addresses electronic signatures, system security, risk
management, and privacy. In addition, Treasury, Commerce, NARA, and Justice are issuing
topic specific agency guidance under GPEA. As you know, GPEA requires Federal agencies to
allow individuals or entities that deal with the government the option of submitting information
or transacting with the agency electronically, when practicable, by October 0£ 2003. We are
leading agency work to meet that deadline.

While we have made much progress in many of these areas, let me focus on two that
bring transformational change: firstgov.gov and the development of an interoperable Public Key
Infrastructure (PKI).

FirsiGov.gov

Over the coming months, the Administration is going to provide the public a single,
citizen-focused web site, where they can find every on-line resource offered by the Federal
government at one easy-to-use location. The FirstGov web site, www.firstgov.gov, will have the
ability to search half a billion documents in less than one-quarter of a second, and will be able to
handle up to millions of searches a day. It will not only make it much faster and easier for
citizens to find the government information and services they are looking for, they can also do it
at anytime — 24 hours a day, 7 days a week. This could mean an end to waiting in lines or on the
phone. Additionally, the site will safeguard citizen’s communications and transactions with the
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government, protect their privacy, and will leverage a partnership with the private sector to
maximize innovation and usability.

Access to government information will be organized by type of service or topic, and will
contain single, government-wide points of entry developed for selected topics. For example,
over the coming year the Administration will make it possible for people to go online at FirstGov
and quickly learn about the vast majority of procurements and grant opportunities through a
simple online process. Through FirstGov, citizens will have easy access to sites that let you
apply for student loans, find new jobs, find the latest health research, and do much, much more.

Public Key Infrastructure (PKI)

A second key example of our work to facilitate electronic government is in the
development of a Public Key Infrastructure so that citizens can conduct business with the
government through a private and secure electronic transaction path. The General Services
Administration, in coordination with the Department of the Treasury, the Department of
Commerce, and the Chief Information Officers’ Council, is leading the effort under OMB
oversight. This is accomplished using PKI-based digital signatures from GSA’s "Access
Certificates for Electronic Services" (ACES at www.gsa.gov/aces), and building an interoperable
framework to accept signatures under the Federal Bridge Certification Authority (see gits-
sec.treas.gov). Over the next four months, the GSA Administrator will issue up to 500,000
digital signatures enabling secure communication with the government— well above the 100,000
goal in the Presidential directive. However, this goal is critically dependent on funding, and the
Administration’s requested funding of $7 million for public key infrastructure in the FY 2001
budget faces uncertain prospects for final passage.

Should we legislate a " Federal CIO?"

Everyone agrees on the importance of promoting and managing Federal IT, but there are
apparently different views as to how best to do the job. One idea that has some currency now is
to enact legislation that would create a new “Federal CIO”. The suggestion has been raised
several times in different contexts. Several years ago we discussed this issue with Congress as
we worked on the Clinger-Cohen Act. At that time, Congress and the Administration agreed that
the Director of OMB, working with agency heads, should be charged with these responsibilities.
Executive Order 13011 reinforced this authority, creating the CIO Council under the leadership
of the Deputy Director for Management. The suggestion came up again in the context of Y2K.
In that instance, the President chose to create, by Executive Order, a council chaired a former
OMB DDM, to focus on the single task of ensuring the country was ready for the date change.

More recently, on April 7, 2000, OMB Director Jack Lew spoke before this
Subcommittee on this subject. There was a long colloquy during which he reiterated the
Administration's views. He noted that the history and the future of IT have always been about
change -- we cannot just build it once and say “We are done.” We must have an active, ongoing
IT investment process, one that is institutionalized, flows from an agency's mission, and is an
essential part of its budget formulation and execution. He added that strategic management of
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Federal IT resources should not be separated from other management and budget concerns -~ it
must be integrated. It is thus imperative that officials with accountability for IT have direct
influence over the spending and execution of IT investments. Severing the tie between
responsibility for oversight of IT and budgeting for IT would undermine both, and it would
retard the progress that both the Congress and the executive branch recognize is essential.
Indeed, to separate IT leadership from OMB is to weaken the entire government's ability to get
our hands on the problem. In our view therefore, the right answer is to strengthen how we use
the existing authority and leadership responsibilities of OMB. The Director also testified that if
the perception is that OMB has not done enough, then we ought to solve the problem by stepping
up our efforts, which we have done.

These were the views of the Director of OMB in April of 2000, and these are my views
today. I believe that in the first instance agencies must manage IT investments consistent with
their missions and programs. For this reason, Clinger-Cohen is correct to require the head of
each agency to be responsible for the management of information technology investments. Ialso
believe that there is an important role for centralized leadership, and therefore again Clinger-
Cohen is correct in placing these responsibilities with OMB. OMB has budget and program
oversight responsibilities throughout the Executive branch and can work to ensure that IT
supports agency missions and policies. In addition, as DDM I chair the PMC Council as well as
the other Councils (Chief Information Officers Council, Chief Financial Officers, Procurement
Executive Council, etc.) that deal with management issues within the agencies. Successful
oversight of IT must include authority to control resource allocations and management direction.
OMB has all of this.

The OMB Director devotes significant time to IT management issues, and his leadership
has energized our efforts. In addition to the management issues I previously described, OMB
deals with critical information policy and technology issues, such as access, dissemination, and
FOIA, as well as computer security and privacy. The DDM manages these many efforts both
within OMB and across the government. The DDM also has strong support from the OIRA
Administrator, who has statutory responsibility for computer security and monitors management
of agency IT systems and IT spending. OIRA also staffed OMB's oversight of the government
wide Y2K effort. As a former Administrator of OIRA, I can confirm that IT is a significant
component of that position.

As the Director noted in his testimony, we recognize that there could well be enhanced
efforts by OMB to promote and lead agency IT initiatives. We have started this effort and
welcome a dialogue with you on how to improve our efforts.

Finally, you asked for comment on two bills that would seek to assign management
responsibilities for Federal IT to a Federal CIO. Both bills also would establish Federal CIO
offices within the Executive Office of the President -- but outside of OMB. H.R. 4670 would
create a small office modeled after the Y2K office, while H.R. 5024 would create a larger office
that would assume many of the functions currently performed by OMB. As I have said, we
believe that separating oversight of IT management from OMB’s management and budgeting
authority wilt not achieve integrated and coordinated results, but rather will have negative effects
on both IT, budgeting for IT, and programs enabled by IT.
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Interestingly, in response to the idea of a Federal CIO as outlined on the Electronic
Government web site hosted by Senators Thompson and Lieberman, and in early reactions to the
bills currently introduced in the House of Representatives, the majority of agencies -- while in
favor of strengthening existing structures -- opposed creating a new position outside the existing
structure for IT oversight. Indeed, some agencies believe that measures to strengthen the role
and effectiveness of individual CIOs within Departments is more appropriate that creating a new
Federal CIO with broad decision-making responsibilities.

Mr. Chairman, I offer these views based on over six years experience managing
information technology in the Federal government, but also in recognition that we are only two
months before an election and five months from the transition to a new President. Both major
candidates have made IT an important program in their agendas, and both share your goal and
ours of continually looking at ways to improve Federal IT management. The two bills you asked
me to comment on both speak to what is essentially a management issue -- how best to organize
oversight of one of the government’s most important functions. Legislation now would tie the
new President's hands. While consideration of this issue now may be helpful, the next
Administration should have the opportunity to consider the approaches in these bills and other
approaches to IT policy and management before any action is taken.

Moreover, it may be that legislation is not necessary. As I mentioned, we were very
successful with the Y2K effort without any statutory office being created. Indeed, with
technology changing so rapidly, legislation that mandates a particular approach may lock in
oversight structures and constrain our capacity to solve problems that are unknown to us today.
Thus while much work remains in this area, and while legislating a Federal CIO may seem like a
panacea to some now, it is not necessarily the right answer.

We recognize and applaud the Committee's interest in how the government manages and
uses IT. We think that hearings such as this one help to keep all of us focused on how best to
advance the goals we both share. And we have filll confidence that this partnership will ensure
that the next administration can build on ourprogress to deliver to the American people the
quality of government they expect and deserve

Thank you and I look forward to answering any questions.
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Mr. HorN. David McClure is the Associate Director, Govern-
mentwide and Defense Information Systems for the U.S. General
Accounting Office, part of the legislative branch. Mr. McClure.

STATEMENT OF DAVID McCLURE, ASSOCIATE DIRECTOR, GOV-
ERNMENTWIDE AND DEFENSE INFORMATION SYSTEMS, U.S.
GENERAL ACCOUNTING OFFICE

Mr. McCLURE. Good morning Mr. Chairman. Mr. Turner, Mr.
Davis, pleasure to be here.

I really want to cover three crucial points concerning this topic
of the Federal CIO this morning and expand on them briefly.

First, I think sustained and focused central leadership for infor-
mation technology management is essential for the Federal Gov-
ernment. It should enhance and not constrain similar IT leadership
and accountability in the Federal agencies.

Second, the form and the structure of the CIO position should
follow closely to the functions that you expect the office to perform.

And, third, the two legislative proposals before the Congress offer
two distinctively different approaches for elevating the visibility
and focus of Federal information management and technology.
Each proposal has its benefits, but each also will face implementa-
tion challenges.

Let me expand on each of these points briefly.

First is the need for established and focused central leadership.
Increasingly, Federal information management and technology
challenges are multidimensional, and they’re horizontal in nature.
They cut across traditional program and agency lines.

As noted in the report that we'’re issuing today to you, Mr. Chair-
man, on management lessons learned from Y2K, a Federal CIO
could be instrumental in focusing on actions that go beyond those
traditional boundaries. This necessitates governmentwide over-
sight, interagency collaboration and funding, and cooperation with
State governments, local governments, and the private sector.

Today’s critical IT issues, including IT management issues, secu-
rity, critical infrastructure protection, electronic government, and
IT human capital really all require tightly focused, constant gov-
ernmentwide leadership and direction. It’s for that reason we sup-
port the creation of a Federal CIO today, just as we did during the
deliberations of the Clinger-Cohen Act in 1995.

Agency leaders and agency CIOs should be held accountable for
their IT missions within their own agencies. But a Federal CIO can
bring a lot to the table. He or she could identify and set the agenda
for governmentwide policy issues needing attention; he or she could
focus on established priorities in ensuring that related efforts are
complementary rather than duplicative of each other; and the na-
tional CIO could direct the attention and resources to consolidating
interagency governmentwide process through shared information
technology assets.

My second point relates to the critical need for the Federal CIO
position to be structured for success. We’ve done research on suc-
cessful CIOs in both the public and the private sector. The trend
for these positions is—especially in the government—is for the
CIOs to have governmentwide responsibilities. In creating this po-
sition there are two critical success factors that are paramount:
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First, top level political support and attention to IT management;
and, second, clear roles, responsibilities, accountabilities and suffi-
cient stature to maximize CIO impact and success.

My third point involves the distinctively different models for a
Federal CIO presented by these two legislative proposals. Let me
point out, however, that they do have similarities. For example,
they both make the Federal CIO a Presidential appointee who re-
ports directly to the President with cabinet level status. The high
visibility afforded to this position should not be underestimated. It
is a clear critical success factor for all CIOs in any organizations.
Both bills also leave intact OMB’s role and responsibility to review
and ultimately approve agencies’ budgets for inclusion in the Presi-
dent’s submission.

Additionally, both bills establish the CIO Council and statute
and we believe there are tremendous benefits in doing so.

The chief differences between these two bills lie mainly with the
scope, the role, the responsibilities of the CIO. Mr. Davis’ bill vests
the Federal CIO with policy guidance and oversight responsibilities
that currently reside with OMB. This would create a single central
focus for information, management and technology. And the mul-
titude of the duties associated with the DDM position in OMB and
the regulatory burden and paperwork reduction performed by
OIRA really limit the ability of OMB to provide full-time focus and
attention to the government’s pressing IT problems.

So to sum up, let me reiterate a point that is made in Ms.
Katzen’s written statement. There is clearly no consensus if the
Federal community on the need for a Federal CIO. I think that can
be attributable to the uncertainty about the details regarding how
the position would be created, its role, its authority, its responsibil-
ity. Still we believe there’s a clear need for focused central leader-
ship to increase the government’s ability to use information re-
sources at its disposal effectively, securely and with the best serv-
ice to the American people.

Thank you, Mr. Chairman.

[The prepared statement of Mr. McClure follows:]
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Mr. Chairman and Members of the Subcommittee:

It is a pleasure to be here to participate in today’s hearing on establishing a
federal chief information officer (CIO). As you know, the rapid pace of
technological change and innovation has offered unprecedented
opportunities for both the government and commercial sectors to use
information technology (IT) to improve operational performance, reduce
costs, and enhance service responsiveness to citizens and consumers. Yet
at the same time, a range of issues have emerged about how to best
manage and integrate complex information technologies and management
processes so that they are aligned with mission goals, strategies and
objectives.

In 1999 we issued a series of reports—our Performance and Accountability
Series—that describe management challenges confronting individual -
agencies and the government as a whole.! One of the many challenges
facing the government is effectively using information technology to help
achieve program results. Since 1990, we have also periodically reported on
government operations that we have assessed as high risk because of thei
greater vulnerability to waste, fraud, abuse, or mismanagement. In the
information resources and technology management area, we have
designated information security? and four agency IT modernization efforts
as high risk.?

The government has made improverments in its IT management, such as
updating policies and guidance to reflect best practices. Moreover,
agencies are responding with concerted actions to effectively address
critical IT management shortcomings. Nevertheless, our work shows that
agencies continue to be challenged by (1) fundamental weaknesses in
information technology investment selection and management control
processes, (2) slow progress in designing and implementing information
technology architectures, (3) inadequate or immature software
development, cost estimating, and systems acquisition practices, (4) the
need to build effective chief information officer leadership and
organizations, and (5) significant computer security weaknesses.”

L Major Management Challenges and Program Risks: An Executive Summary (GAO/OCG-99-ES,
February 1999) provides an overview of this series.

2Beginning in 1997, , we also i the Year 2000 computing challenge as a high-risk area.

3High-Risk Series: An Overview (GAO/HR-95-1, February 1995), High-Risk Series: Information
Management and Technology (GAO/HR-97-9, February, 1997), and High-Risk Series: An Update
(GAO/HR-99-1, January 1999).

Page 1 GAO/T-AIMD-00-316
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Sustained and focused central leadership is key to improving the federal IT
performance track record. Two legislative proposals for helping achieve
such leadership have been introduced by members of this Subcommittee—
H.R. 4670, the Chief Information Officer of the United States Act of 2000,
introduced by Representative Turner; and H.R. 5024, the Federal
Information Policy Act of 2000, introduced by Representative Davis.

In my remarks today, I will

briefly describe the background of the federal government’s current
information resources and technology management framework,

briefly explain the structure and responsibilities of existing state and
foreign governmentwide CIO models,

discuss the federal CIO approaches proposed by the two bills, and

discuss the type of leadership responsibilities that we believe a federal
CIO should possess.

Background

The federal government’s information resources and technology
management structure has its foundation in six laws: the Federal Records
Act, the Privacy Act of 1974, the Computer Security Act of 1987, the
Paperwork Reduction Act of 1995, the Clinger-Cohen Act of 1996, and the
Government Paperwork Elimination Act of 1998. Taken together, these
laws largely lay out the information resources and technology
management responsibilities of the Office of Management and Budget
(OMB), federal agencies, and other entities, such as the National Institute
of Standards and Technology.

In general, under the government’s current legislative framework, OMB is
responsible for providing direction on governmentwide information
resources and technology management and overseeing agency activities in
these areas, including analyzing major agency information technology
investments. Among OMB's responsibilities are

ensuring agency integration of information resources management plans,
program plans, and budgets for acquisition and use of information

AThe Paperwork Reduction Act of 1995 revised the information
established under the Paperwork Reduction Act of 1980, as amended in 1986.

Page 2 GAO/T-AIMD-00-316
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technology and the efficiency and effectiveness of interagency information
technology initiatives;

developing, as part of the budget process, a mechanism for analyzing,
tracking, and evaluating the risks and results of all major capital
investments made by an executive agency for information systems;>

directing and overseeing implementation of policy, principles, standards,
and guidelines for the dissemination of and access to public information;

encouraging agency heads to develop and use best practices in
information technology acquisition;

reviewing proposed agency information collections to minimize
information collection burdens and maximize information utility and .
benefit; and

developing and overseeing implementation of privacy and security
policies, principles, standards, and guidelines.

Agencies, in turn, are accountable for the effective and efficient
development, acquisition, and use of information technology in their
organizations. For example, the Paperwork Reduction Act of 1995 and the
Clinger-Cohen Act of 1996 require agency heads, acting through agency
ClIOs, to

better link their information technology planning and investment decisions
to program missions and goals;

develop and implement a sound information technology architecture;

implement and enforce information technology management policies,
procedures, standards, and guidelines;

establish policies and procedures for ensuring that information technology
systems provide reliable, consistent, and timely financial or program
performance data; and

implement and enforce applicable policies, procedures, standards, and
guidelines on privacy, security, disclosure, and information sharing.

SThis responsibility is in addition to OMB's role in assisting the President in reviewing agency budget
iSSi and ili; he i ’s budget, as disc in31 U.S.C. Chapter 11.

Page 8 GAO/T-AIMD-00-316
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Another important organization in federal information resources and
technology management—the CIO Council—was established by the
President in July 1996. Specifically, Executive Order 13011 established the
CIO Council as the principal interagency forum for improving agency
practices on such matters as the design, modernization, use, sharing, and
performance of agency information resources. The Council, chaired by
OMB's Deputy Director for Management with a Vice Chair selected from
among its members, is tasked with (1) developing recommendations for
overall federal information technology management policy, procedures,
and standards, (2) sharing experiences, ideas, and promising practices,
(3) identifying opportunities, making recommendations for, and
sponsoring cooperation in using information resources, (4) assessing and
addressing workforce issues, (5) making recommendations and providing
advice to appropriate executive agencies and organizations, and

(6) seeking the views of various organizations. Because it is essentially an
advisory body, the CIO Council must rely on OMB's support to see that its
recommendations are implemented through federal information
management policies, procedures, and standards. With respect to Council
resources, according to its charter, OMB and the General Services
Administration are to provide support and assistance, which can be
augmented by other Council members as necessary.

State and Foreign
Government CIO
Models Exist But
Approaches Vary

CIO0s or equivalent positions exist at the state level and in other countries,
although no single preferred model has emerged. The specific roles,
responsibilities, and authorities assigned to the CIO or CIO-type position
vary, reflecting the needs and priorities of the particular government. This
is consistent with research presented in our Executive Guide: Maximizing
the Success of Chief Information Officers—Learning from Leading
Organizations, which points out that there is no one right way to establish
a CIO position and that leading organizations are careful to ensure that
information management leadership positions are appropriately defined
and implemented to meet their unique business needs.

Regardless of the differences in approach, the success of a CIO will
typically rest on the application of certain fundamental principles. While
our executive guide was specifically intended to help individual federal
agencies maxirnize the success of their CIOs, several of the principles
outlined in the guide also apply to the establishment of a governmentwide
CIO. In particular, our research of leading organizations demonstrated that
it is important for the organization to employ enterprisewide leaders who

SGAQ/AIMD-00-83, Exposure Draft, March 2000.
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embrace the critical role of information technology and reach agreement
on the CIO’s leadership role. Moreover, the CIO must possess sufficient
stature within the organization to influence the planning process.

‘We have not evaluated the effectiveness of state and foreign government
CIOs or equivalent positions; however, these positions appear to apply
some of these same principles. With respect to the states, according to the
National Association of State Information Resource Executives, the vast
majority have senior executives with statewide authority for IT. State CIOs
are usually in charge of developing statewide IT plans and approving
statewide technical IT standards, budgets, personnel classifications,
salaries, and resource acquisitions although the CIO’s authority depends
on the specific needs and priorities of the governors. Many state CIOs
report directly to the state’s governor with the trend moving in that
direction. In some cases, the CIO is guided by an IT advisory board. As the
president of the National Association of State Information Resource
Executives noted in prior testimony before this Subcommittee, “IT is how
business is delivered in government; therefore, the CIO must be a party to
the highest level of business decisions . . . [and] needs to inspire the
leaders to dedicate political capital to the IT agenda.”™

National governments in other countries have also established a central
information technology coordinating authority and, like the states, have
used different implementation approaches in doing so. Preliminary results
of a recent survey conducted by the International Council for Information
Technology in Government Administration indicate that 8 of 11 countries
surveyed have a governmentwide CIO, although the structure, roles, and
responsibilities varied. Let me briefly describe the approaches employed
by three foreign governments to illustrate this variety.

Australia’s Department of Communications, Information Technology and
the Arts has responsibility for, among other things, (1) providing strategic
advice and support to the government for moving Australia ahead in the
information economy and (2) developing policies and procedures and
helping to coordinate crosscuiting efforts toward e-government.

The United Kingdom’s Office of the E-Envoy acts in a capacity analogous
to a “national government” CIO in that it works to coordinate activities
across government and with public, private, and international groups to

7Tesﬁmony of Otto Doll, President, National Assoriation of State Information Resource Executives
before the U.S. House of Representatives, Committee on Government Reform, Subcommittee on
Government Management, Information and Technology, March 24, 2000. “
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(1) develop a legal, regulatory and fiscal environment that facilitates e-
commerce, (2) help individuals and businesses take full advantage of the
opportunities provided by information and communications technologies,
(3) ensure that the government of the United Kingdom applies global best
practices in its use of information and communications technologies, and
(4) ensure that government and business decisions are informed by
reliable and accurate e-commerce monitoring and analysis.

Canada’s Office of the CIO is contained within the Treasury Board
Secretariat, a crosscutting organization whose mission is to manage the
government’s human, financial, information, and technology resources.
The CIO is responsible for determining and implementing a strategy that
will accomplish governmentwide IT goals. Moreover, the CIO is to

(1) provide leadership, coordination and broad direction in the use of IT;
(2) facilitate enterprisewide solutions to crosscutting IT issues; and

(3) serve as technology strategist and expert adviser to Treasury Board
Ministers and senior officials across government. The CIO also develops a
Strategic Directions document that focuses on the management of critical
IT, information management, and service delivery issues facing the
government. This document is updated regularly and is used by
departments and agencies as a guide.

While these countries’ approaches differ in terms of specific CIO or CIO-
type roles and responsibilities, in all cases the organization has
responsibility for coordinating governmentwide implementation of e-
government and providing leadership in the development of the
government’s IT strategy and standards.

Proposed Legislation
Provides a Stronger
Central Focus to the
Government’s
Management of
Information
Technology

As you know, the Congress is currently considering legislation to establish
a federal CIO. Specifically, two proposals before this Subcommittee—H.R.
4670, the Chief Information Officer of the United States Act of 2000, and
H.R. 5024, the Federal Information Policy Act of 2000—share a common
call for central IT leadership from a federal CIO, although they differ in
how the roles, responsibilities, and authorities of the position would be
established.

Several similarities exist in the two bills:

Both elevate the visibility and focus of information resources and
technology management by establishing a federal CIO who (1) is
appointed by the President with the advice and consent of the Senate,

(2) reports directly to the President, (3) is a Cabinet-level official, and

(4) provides central leadership. The importance of such high level visibility
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should not be underestimated. Our studies of leading public and private-
sector organizations have found that successful CIOs commonly are full
members of executive management teams.?

Both leave intact OMB's role and responsibility to review and ultimately
approve agencies’ information technology funding requests for inclusion in
the President’s budget submnitted to the Congress each year. However,
both require the federal CIO to review and recommend to the President
and the Director of OMB changes to the IT budget proposals submitted by
agencies. As we have previously testified before your Subcommittee, an
integrated approach to budgeting and feedback is absolutely critical for
progress in government performance and management.® Certainly, close
coordination between the federal CIO and OMB would be necessary to
coordinate the CIO’s technical oversight and OMB'’s budget
responsibilities.

Finalty, both bills establish the existing federal CIO Council in statute. Just
as with the Chief Financial Officers’ Council, there are important benefits
associated with having a strong statutory base for the CIO Council.
Legislative foundations transcend presidential administrations, fluctuating.
policy agendas, and the frequent turnover of senior appointees in the
executive branch. Having congressional consensus and support for the
Council helps ensure continuity of purpose over time and allows
constructive dialogue between the two branches of government on rapidly
changing management and information technology issues before the
Council. Moreover, as prime users of performance and financial
information, having the Council statutorily based can help provide the
Congress with an effective oversight tool in gauging the progress and
impact of the Council on advancing effective involvement of agency CIOs
in governmentwide IT initiatives.

The two bills also set forth duties that are consistent with, and expand
upon, the duties of the current CIO Council. For example, the Council
would be responsible for coordinating the acquisition and provision of
common infrastructure services to facilitate communication and data
exchange among agencies and with state, local, and tribal governments.

8 fve Guide: ing Mission Per Through Strategic Information Management and
Technology (GAO/AIMD-94-115, May 1994) and GAQ/AIMD-00-83, Exposure Draft, March 2000

90ffice of, ‘Management and Budget: Future Challenges to Management (GAO/T-GGI/AIMD-00-141,
April 7, 2000).
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‘While the bills have similarities, as a result of contrasting approaches, the
two bills have major differences. In particular, H.R. 5024 vests in the
federal CIO the information resources and technology management
responsibilities currently assigned to OMB as well as oversight of related
activities of the General Services Administration and promulgation of
information system standards developed by the National Institute of
Standards and Technology. On the other hand, H.R 4670 generally does not
change the responsibilities of these agencies; instead it calls on the federal
CIO to advise agencies and the Director of OMB and to consult with
nonfederal entities, such as state governments and the private sector.

Appendix I provides more detail on how information resources and
technology management functions granted to the federal CIO compare
among the two bills, and with OMB’s current responsibilities.

Let me turn now to a few implementation issues associated with both of
these bills. One such issue common to both is that effective
implementation will require that appropriate presidential attention and
support be given to the new federal CIO position and that adequate
resources, including staffing and funding, be provided. As discussed
below, each bill likewise has unique strengths and challenges.

H.R. 4670: This bill creates an Office of Information Technology within
the Executive Office of the President, headed by a federal CIO, with a limit
of 12 staff. Among the duties assigned to the CIO are (1) providing
leadership in innovative use of information technology, (2) identifying
opportunities and coordinate major multi-agency information technology
initiatives, and (3) consulting with leaders in information technology
management in state governments, the private sector, and foreign
governments. OMB's statutory responsibilities related to information
resources and technology management would remain largely unchanged
under this bill.

One strength of this bill is that it would allow a federal CIO to focus full-
time attention on promoting key information technology policy and
crosscutting issues within government and in partnership with other
organizations without direct responsibility for implementation and
oversight, which would remain the responsibility of OMB and the
agencies. Moreover, the federal CIO could promote collaboration among
agencies on crosscutting issues, adding Cabinet-level support to efforts
now initiated and sponsored by the CIO Council. Further, the federal CIO
could establish and/or buttress partnerships with state, local, and tribal
governments, the private sector, or foreign entities. Such partnerships
were key to the government’s Year 2000 (Y2K) success and could be

Page 8 GAO/T-AIMD-00-316



28

essential to addressing other information technology issues, such as
critical infrastructure protection, since private-sector systems control
most of our nation’s critical infrastructures {(e.g., energy,
telecommunications, financial services, transportation, and vital human
services).

A major challenge associated with H.R. 4670’s approach, on the other
hand, is that federal information technology leadership would be shared.
While the CIO would be the President’s principal adviser on these issues,
OMB would retain critical statutory responsibilities in this area. For
example, both the federal CIO and OMB would have a role in overseeing
the government’s IT and interagency initiatives. Certainly, it would be
crucial for the OMB Director and the federal CIO to mutually support each
other and work effectively together to ensure that their respective roles
and responsibilities are clearly communicated. Without a mutually
constructive working relationship with OMB, the federal CIO’s ability to
achieve the potential improvements in [T management and cross-agency
collaboration would be impaired.

H.R. 5024: This bill establishes an Office of Information Policy within the
Executive Office of the President and headed by a federal CIO. The bill
would substantially change the government’s existing statutory
information resources and technology management framework because it
shifts much of OMB’s responsibilities in these areas to the federal CIO. For
example, it calls for the federal CIO to develop and oversee the
implementation of policies, principles, standards, and guidance with
respect to (1) information technology, (2) privacy and security, and

(3) information dissemination.

A strength of this approach would be the single, central focus for
information resources and technology management in the federal
government. A primary concern we have with OMB'’s current structure as
it relates to information resources and technology management is that, in
addition to their responsibilities in these areas, both the Deputy Director
for Management and the Administrator of the Office of Information and
Regulatory Affairs (OIRA) have other significant duties, which necessarily
restrict the amount of attention that they can give to information
resources and technology management issues.!® For example, much of
OIRA is staffed to act on 3,000 to 5,000 information collection requests
from agencies per year, review about 500 proposed and final rules each

19%nhile OMB's Director is responsible for these functions, they have generally been delegated to the
Office of Information and Regulatory Affairs, which reports to the Deputy Director for Management.
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year, and to calculate the costs and benefits of all federal regulations. A
federal CIO, like agency CIOs, should be primarily concerned with
information resources and technology management. This bill would clearly
address this concern.

Another important strength of H.R. 5024 is that the federal CIO would be
the sole central focus for information resources and technology
management and could be used to resolve potential conflicts stemming
from conflicting perspectives or goals within the executive branch
agencies.

In contrast, a major challenge associated with implementing H.R. 5024 is
that by removing much of the responsibility for information resources and
technology management from OMB, the federal CIO could lose the
leverage associated with OMB’s budget-review role. A strong linkage with
the budget formulation process is often a key factor in gaining serious
attention for management initiatives throughout government, and
reinforces the priorities of federal agencies’ management goals.

Central and Effective
Federal Information
Resources and
Technology
Management
Leadership Is Needed

Regardless of approach, we agree that strong and effective central
information resources and technology management leadership is needed
in the federal government. A central focal point such as a federal CIO can
play the essential role of ensuring that attention in these areas is
sustained. Increasingly, the challenges the government faces are
multidimensional problems that cut across numerous programs, agencies,
and governmental tools. Although the respective departments and
agencies should have the primary responsibility and accountability to
address their own issues—and both bills maintain these agency roles—
central leadership has the responsibility to keep everybody focused on the
big picture by identifying the agenda of governmentwide issues needing
attention and ensuring that related efforts are complementary rather than
duplicative. Another task facing central leadership is serving as a catalyst
and strategist to prompt agencies and other critical players to come to the
table and take ownership for addressing the agenda of governmentwide
information resources and technology management issues.

In the legislative deliberations on the Clinger-Cohen Act, we supported
strengthened central management through the creation of a formal CIO
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position for the federal government.!! A CIO for the federal government
could provide a strong, central point of coordination for the full range of
governmentwide information resources management and technology
issues, including (1) reengineering and/or consolidating interagency or
governmentwide process and technology infrastructure; (2) managing
shared assets; and (3) evaluating attention, progress evaluations, and
assistance provided to high-risk, complex information systems
modernization efforts.

In particular, a federal CIO could provide sponsorship, direction, and
sustained focus on the major challenges the government is facing in areas
such as critical infrastructure protection and security, e-government, and
large-scale IT investments. For example, to be successful, e-government
initiatives designed to improve citizen access to government must
overcome some of the basic challenges that have plagued information.
systems for decades — lack of executive level sponsorship, involvement,
and controls; inadequate attention to business and technical architectures;
adherence to standards; and security. In the case of e-government, a CIO
could (1} help set priorities for the federal government; (2) ensure that
agencies consider interagency web site possibilities, including how best to
implement portals or central web access points that provide citizens
access to similar government services; and (3) help establish funding
priorities, especially for crosscutting e-government initiatives.

The government’s success in combating the Year 2000 problem
demonstrated the benefit of strong central leadership. As our Year 2000
lessons learned report being released today makes clear, the leadership of
the Chair of the President’s Council on Year 2000 Conversion was
invaluable in combating the Year 2000 problem.!? Under the Chair's
leadership, the government’s actions went beyond the boundaries of
individual programs or agencies and involved governmentwide oversight,
interagency cooperation, and cooperation with partners, such as state and
local governments, the private sector, and foreign governments.

It is important to maintain this same momentum of executive-level
attention to information management and technology decisions within the

mproving Government: Actions Needed to Sustain and Enhance Management Reforms (GAO/
T-OCG-94-1, January 27, 1994), Government Reform: Using Reengineering and Technology to Improve
Government Performance (GAO/T-OCG-95-2, February 2, 1995), and Government Reform: Legislation
Would Federal of. ion and Te (GAO/T-AIMD-95-205, July 25,
1995).

12Year 2000 Computing Challenge: Lessons Learned Can Be Applied to Other Management Challenge
(GAG/AIMD-00-290, September 12, 2000).
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federal government. The information issues confronting the government in
the new Internet-based technology environment rapidly evolve and carry
significant impact for future directions. A federal CIO could maintain and
build upon Y2K actions in leading the government’s future IT endeavors.
Accordingly, our Y2K lessons learned report calls for the Congress to
consider establishing a formal chief information officer position for the
federal government to provide central leadership and support.

Consensus has not been reached within the federal community on the
need for a federal CIO. Department and agency responses to questions
developed by the Chairman and Ranking Minority Member of the Senate
Commnittee on Governmental Affairs regarding opinions about the need for
a federal CIO found mixed reactions. In addition, at our March 2000 Y2K
Lessons Learned Summit, which included a broad range of public and
private-sector IT managers and policymakers, some participants did not
agree or were uncertain about whether a federal CIO was needed. Further,
in response to a question before this Subcommittee on the need for a
federal IT leader accountable to the President, the Director of OMB stated
that OMB’s Deputy Director for Management, working with the head of the
Office of Information and Regulatory Affairs, can be expected to take a
federal information technology leadership role. The Director further stated
that he believed that “the right answer is to figure out how to continue to
use the authority and the leadership responsibilities at the Office of
Management and Budget to play a lead role in this [IT] area.”

In conclusion, Mr. Chairman, the two bills offered by members of this
Subcommittee both deal with the need for central leadership, while
addressing the sharing of responsibilities with OMB in different ways.
Both bills offer different approaches to problems that have been identified
and should be dealt with in order to increase the government’s ability to
use the information resources at its disposal effectively, securely, and with
the best service to the American people. Regardless of approach, a central
focal point such as a federal CIO can play the essential role of ensuring
that attention to information technology issues is sustained.

Mr. Chairman, this concludes my statement. I would be pleased to respond
to any questions that you or other members of the Subcommittee may
have at this time.
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Comparison of OMB’s Current Functions and
Those Assigned to the Federal CIO by H.R.

4670 and H.R. 5024

CIC R

Function OMB’s Current Functions®

H.R. 4670

Y
H.R. 5024

Budget Deveiop, as pait of the budget
process, a mechanism for
analyzing, tracking, and evaluating
the risks and results of all major
capital investments made by an
executive agency for information
systems.

Implement periodic budgstary
reviews of agency information
resources management activities to
ascertain efficiency and
effectiveness of IT in improving
agency mission performance.

Take actions through the budgetary
and appropriations management
process to enforce agency
accountability for information
resources management and T
invesiments, including the
reduction of funds.

Review and recommend to the
President and the Director of OMB
changes to budget and legislative
proposals of agencies.

Review and recommend to the
President and the Director of OMB
changes to budget and legislative
proposals of agencies.

Advise and assist the Director of
OMB in developing, as part of the
budget process, a mechanism for
analyzing, tracking, and evaluating
the risks and results of all major
capital investments made by an
executive agency for information
systems.

Implement periodic budgetary
reviews of agency information
resources management activities to
ascertain efficiency and
effectiveness of IT in improving
agency mission performance.

Request that the Director of OMB
take action, including involving the
budgetary or appropriations
management process, to enforce
agency accountability for
information resources managemeni
and IT investments, including the
reduction of funds.

CIC Council The Deputy Director for
Management serves as the
Chairperson of the CIO Council,
which was created by Executive
Order.

Serves as the Chairperson of the
CIO Council, established by the bill
in statute.

Serves as the Chairperson of the
CIO Council, established by the bill
in statute.

in consultation with the
Administrator of the National
Telecommunications and
Information Administraiion, develop
and implement procedures for the
use and acceptance of electronic
signatures by agencies by April 21,
2000.

Electronic records

Ensure that, no later than

October 21, 2003, agencies provide

for the option of the electronic
maintenance, submission or
disclosure of information and for
the use and acceptance of
electronic signatures, where

Advise the Director of OMB on
electronic records.”

In consuitation with the Director of
OMB and the Administrator of the
National Telecommunications and
Information Administration, develop
and implement procedures for the
use and acceptance of electronic
signatures by agencies by October
1, 2000.

Ensure that, no later than October
1, 2003, agencies provide for the
option of the electronic
maintenance, submission or
disclosure of information and for
the use and acceptance of
electronic signatures, where
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Appendix I

Comparison of OMB’s Current Functions
and Those Assigned to the Federal CIO by
H.R. 4670 and HLR. 5024

CIO Responsibility

Function

OMB’s Current Functions®

H.R. 4670

H.R. 5024

Electronic records
{cont'd)

practicable.

Develop and implement procedures
to permit private employers to store
and file electronically with agencies
forms containing information
pertaining to the employees of such
employers.

In consultation with the
Administrator of the National
Telecommunications and
information Administration study
and periodically report on the use
of electronic signatures.

practicable.

In consultation with the Director of
OMB, develop and implement
procedures to permit private
employers to store and file
electronically with agencies forms
containing information pertaining to
the employees of such employers.

In consultation with the Director of
OMB and the Administrator of the
National Telecommunications and
Information Administration study
and periodically report on the use
of electronic signatures.

Assisted by the CIO Council and
others, monitor the implementation
of the requirements of the
Government Paperwork Elimination
Act, the Electronic Signatures in
Global and National Commerce Act
and related laws.

Information
dissemination

Provide direction and oversee
activities of agencies with respect
to the dissemination of and public
access to information.

Foster greater sharing,
dissemination, and access to public
information.

Develop and oversee the
implementation of policies,
principles, standards, and guidance
with respect to information
dissemination.

Cause to be established and
oversee an electronic Government
Information Locator Service (GILS).

Agdvise the Director of OMB on
information dissemination.®

Provide direction and oversee
activities of agencies with respect
ta the dissemination of and public
access to information.

Foster greater sharing,
dissemination, and access to public
information.

Develop and aversee the
implementation of policies,
principles, standards, and guidance
with respect to information
dissemination.

Cause to be esiablished and
oversee an electronic GILS.

Information
resources
management policy

Develop, coordinate, and oversee
the implementation of uniform
information resources management
policies, principles, standards, and
guidelines.

Oversee the development and

Advise the Director of OMB on
information resources management
policy.”

Develop, coordinate, and oversee
the implementation of uniform
information resources management
policies, principles, standards, and
guidelines.

Qversee the development and
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Appendix 1

Comparison of OMB’s Current Functions
and Those Assigned to the Federal CIO by
H.R. 4670 and H.R. 5024

CIO Responsibility

Function OMB’s Current Functions® H.R. 4670 H.R. 5024
Information implementation of best practices in implementation of best practices in
resources information resources information resources

management policy
(cont'd)

management.

Oversee agency integration of
program and management
functions with information
resources management functions.

In consultation with the
Administrator of General Services,
the Director of the National Institute
of Standards and Technology, the
Archivist of the United States, and
the Director of the Office of
Personnel Management, develop
and maintain a governmentwide
strategic plan for information
resources management.

Initiate and review proposals for
changes in legislation, regulations,
and agency procedures to improve
information resources management
practices.

Monitor information resources
management training for agency
personnel.

Keep the Congress informed on the
use of information resources
management best practices to
improve agency program
periormance.

Periodically review agency
information resources management
activities.

Report annually to the Congress on
information resources
management.

management.

Oversee agency integration of
program and management
functions with information
resources management functions.

In consultation with the Director of
OMB, the Administrator of General
Services, the Director of the
National Institute of Standards and
Technology, the Archivist of the
United States, the Director of the
Office of Personnel Management,
and the C10O Council, develop and
maintain a governmentwide
strategic plan for information
resources management.

Initiate and review proposals for
changes in legislation, regulations,
and agency procedures to improve
information resources management
practices.

Monitor information resources
management training for agency
personnel.

Keep the Congress informed on the
use of information resources
management best practices to
improve agency program
performance.

Pericdically review agency
information resources management
activities.

Report annually to the Congress on
information resources
management.

Information
technology
management

In consuiltation with the National
Institute of Standards and
Technology and the General
Services Administration, develop
and oversee the implementation of

Serve as the principal adviser to
the President on matters relating to
the development, application, and
management of [T by the federal
government.

Serve as the principal adviser to
the President on matters related to
the efficient and effective
development, use, and
management of IT and other
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Appendix I

Comparison of OMB’s Current Functions
and Those Assigned to the Federal CIO by
H.R. 4670 and H.R. 5024

CiO R ibility
Function OMB’s Current Functions® H.R. 4670 H.R. 5024
[nformation policies, principles, standards, and information resources by the
technology guidelines for IT functions and Advise the President on federal government.
management activities. opportunities to use IT to improve
(cont'd) the efficiency and effectiveness of  Develop and oversee the

Ensure that agencies integrate
information resources plans,
program pians, and budgets for
acquisition and use of technology.

Provide direction and oversee
activities of agencies with respect
to the acquisition and use of IT.

Promote the use of IT by the
federal government to improve the
productivity, efficiency, and
effectiveness of federal programs.

Oversee the effectiveness of, and
compliance with, directives issued
under section 110 of the Federal
Property and Administrative
Services Act {(which established the
Information Technology Fund).

Coordinate OIRA policies regarding
IT acquisition with the Office of
Federal Procurement Policy.

Oversee the development and
implementation of computer system
standards and guidance issued by
the Secretary of Commerce
through the National Institute of
Standards and Technology.

Designate agencies, as
appropriate, to be executive agents
for governmentwide acquisitions of
IT.

Compare agency performance in
using IT.

Encourage use of performance-
based management in complying
with IT management requirements.

programs and

operations of the federal
government.

Advise the Director of OMB on IT
management.®

Report annually to the President
and the Congress on IT
management.

Promote agency investments in IT
that enhance service delivery to the
public, improve cost-effective
government operations, and serve
other objectives critical to the
President.

Direct the use of the Information
Technology Fund by the
Administrator of General Services.

Consult with leaders in state
govermments, the private sector,
and foreign governments.

implementation of policies,
principles, standards, and
guidelines for iT functions and
activities, in consultation with the
Secretary of Commerce and the
CIO Council.

Promulgate, in consultation with the
Secretary of Commerce, standards
and guidelines for federal
information systems.

Review the federal information
system standards setting process,
in consultation with the Secretary of
Commerce, and report to the
President.

Provide advice and assistance to
the Administrator of the Office of
Federal Procurement Policy
regarding IT acquisition.

Ensure that agencies integrate
information resources plans,
program plans, and budgets for
acquisition and use of technology.

Provide direction and oversee
activities of agencies with respect
to the acquisition and use of IT.

Promote the use of [T by the
federal government to improve the
productivity, efficiency, and
effectiveness of federal programs.

Establish minimum criteria within 1
year of enactment to be used for
independent evaluations of IT
programs and management
processes.

Direct and oversee all actions by
the Administrator of General
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Appendix 1

Comparison of OMB’s Current Functions

and Those Assigned to the Federal CIO by

H.R. 4670 and H.R. 5024

CIO Responsibility

Function OMB’s Current Functions® H.R. 4670 H.R. 5024

information Evaluate agency practices with Services with regard to the
technology respect to the performance of provision of any information
management invesiments made in IT. resources-related services for or on
{cont'd) behalf of agencies, including the

Direct agencies to develop capital
planning processes for managing
major IT investments.

Direct agencies to analyze private
sector alternatives before making
an investment in a new information
system.

Direct agencies to undertake an
agency mission reengineering
analysis before making significant
investments in IT to support these
missions.

acquisition or management of
telecommunications or other IT or
services.

Direct the use of the Information
Technology Fund by the
Administrator of General Services.

Oversee the effectiveness of, and
compliance with, directives issued
under section 110 of the Federal
Property and Administrative
Services Act (which established the
Information Technology Fund).

Oversee the development and
implementation of computer system
standards and guidance issued by
the Secretary of Commerce
through the National Institute of
Standards and Technology.

Designate agencies, as
appropriate, to be executive agents
for governmentwide acquisitions of
IT.

Compare agency performance in
using IT.

Encourage use of performance-
based management in complying
with IT management requirements.

Evaluate agency practices with
respect to the performance of
investments made in IT.

Direct agencies to develop capital
pianning processes for managing
major IT investments.

Direct agencies to analyze private
sector alternatives before making
an investment in a new information
system.
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Appendix I

Comparison of OMB’s Current Functions
and Those Assigned to the Federal CIO by
H.R. 4670 and H.R. 5024

CIO Responsibility

Function OMB’s Current Functions® H.R. 4670 H.R. 5024
Information Direct agencies to undertake an
technology agency mission reengineering
management analysis before making significant
{cont'd) investments in IT to support these
missions.
Innovation Conduct pilot projects with selected Provide leadership in the innovative Conduct pilot projects with selected
agencies and nonfederal entities to  use of technology by agencies agencies and nonfederal entities to
through support of expetimentation, iest alternative policies and
test alternative policies and testing, and adoption of innovative - practices.
practices. concepts and technologies,
particularly with regard to mutii- Provide leadership in the innovative
Assess experiences of agencies, agency initiatives. use of technology by agencies
state and local governments, through support of experimentation,
international organizations, and the testing, and adoption of innovative
private sector in managing IT. concepts and technolagies,
particularly with regard to multi-
agency initiatives.
Assess experiences of agencies,
state and local governments,
international organizations, and the
private sector in managing IT.
Interagency Ensure the efficiency and Identify opportunities and Ensure the efficiency and
cooperation effectiveness of interagency IT coordinate major multiagency IT effectiveness of interagency (T

initiatives.

Issue guidance to agencies
regarding interagency and
governmentwide IT investments to
improve the accomplishment of
common missions and for the
multiagency procurement of
commercial IT items.

initiatives.

initiatives.

issue guidance to agencies
regarding interagency and
governmentwide IT investments to
improve the accomplishment of
common missions and for the
muitiagency procurement of
commercial IT items.

National security
systems

Apply capitat planning, investment
control, and performance
management requirements to
national security systems to the
extent practicable.

Consult with the heads of agencies
that operate national security
systems.

Consult with the heads of agencies
that operate national security
systems.

Apply capital planning, investment
control, and performance
management requirements to
national security systems to the
exient practicable.
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Appendix I

Comparison of OMB’s Current Funections
and Those Assigned to the Federal CIO by
H.R. 4670 and H.R. 5024

Paperwork Review agency collections of Advise the Director of OMB on Provide advice and assistance to
reduction information to reduce paperwork paperwork reduction.® agencies and to the Director of
burdens on the public. OMB to promote efficient collection
of information and the reduction of
paperwork burdens on the public.
Privacy and Provide direction and oversee Advise the Director of OMB on Provide direction and oversee
security activities of agencies with respect privacy, confidentiality, security, activities of agencies with respect

to privacy, confidentiality, security,
disclosure, and sharing of
information.

Develop and oversee the
implementation of policies,
principles, standards, and
guidelines on privacy,

confidentiality, security, disclosure
and sharing of agency information.

Oversee and coordinate
compliance with the Privacy Act,
the Freedom of information Act, the
Computer Security Act, and related
information management laws.

Require federal agencies,
consistent with the Computer
Security Act, to identify and afford
security protections commensurate
with the risk and magnitude of the
harm resuiting from the loss,
misuse, or unauthorized access to
or medification of agency
information.

Review agency computer security
plans required by the Computer
Security Act.

Oversee agency compliance with
the Privacy Act.

disclosure, and sharing of
information.”

1o privacy, confidentiality, security,
security, disclosure, and sharing of
information.

Develop and oversee the
implementation of policies,
principles, standards, and
guidelines on privacy,
confidentiality, security, disclosure
and sharing of agency information.
Oversee and coordinate
compliance with the Privacy Act,
the Freedom of Information Act, the
Computer Security Act, and related
information management laws.

Require federal agencies,
consistent with the Computer
Security Act, to identify and afford
security protections commensurate
with the risk and magnitude of the
harm resulting from the loss,
misuse, or unauthorized access to
or modification of agency
information collected or maintained.

Establish governmentwide policies
for promoting risk-based
management of information
security as an integral component
of each agency’s business
operations.

Direct agencies to use best security
practices, develop an agencywide
security plan, and apply information
security requirements throughout
the information system life cycle.

Review agency computer security
plans required by the Computer
Security Act.
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Appendix {

Comparison of OMB’s Current Functions
and Those Assigned to the Federat CIO by
H.R. 4670 and H.R. 5024

Privacy and Oversee agency compliance with
security (cont'd) the Privacy Act.

Records Provide direction and oversee Advise the Director of OMB on Provide direction and oversee
management activities of agencies with respect - records management.” activities of agencies with respect

to records management activities.

Provide advice and assistance to
the Archivist of the United States
and the Administrator of General
Services to promote coordination of
records management with
information resources management
requirements.

Review agency compliance with
requirements and regulations.
Oversee the application of records
management policies, principles,
standards, and guidelines in the
planning and design of information
systems.

to records management activities.

Provide advice and assistance to
the Archivist of the United States
and the Administrator of General
Services to promote coordination of
records management with
information resources management
requirements.

Review agency compliance with
requirements and regulations.
Oversee the application of records
management policies, principles,
standards, and guidelines in the
planning and design of information
systems.

Statistical policy
and coordination

Provide direction and oversee
activities of agencies with respect
to statistical activities.

Coordinate the activities of the
federal statistical system.

Ensure that agency budget
proposals are consisient with
systemwide priorities for
maintaining and improving the
quality of federal statistics.

Develop and oversee
governmentwide statistical policies,
principles, standards, and
guidelines.

Evaluate statistical program
performance and agency
compliance with governmentwide
statistical policies, principles,
standards, and guidelines.

Promote the sharing of infarmation
collected for statistical purposes.

Coordinate U.S. participation in
international statistical activities.

Advise the Director of OMB on
statistical policy and coordination. ®

Provide ditection and oversee
activities of agencies with respect
to statistical activities.

Coordinate the activities of the
federal statistical system.

Consult with the Director of OMB to
ensure that agency budget
proposals are consistent with
systemwide priorities for
maintaining and improving the
quality of federal statistics.

Develop and oversee
govemmentwide statistical policies,
principles, standards, and
guidelines.

Evaluate statistical program
performance and agency
compliance with governmentwide
statistical policies, principles,
standards, and guidelines.

Promote the sharing of information
collected for statisticat purposes.

Coordinate the U.S. participation in
international statistical activities.
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Appendix I

Comparison of OMB's Current Functions
and Those Assigned to the Federal CIO by
H.R. 4670 and H.R. 5024

Statistical policy
and coordination
(cont'd)

Establish an Interagency Council Establish an Interagency Council
on Statistical Policy, headed by an on Statistical Policy, headed by an
appointed chief statistician. appointed chief statistician.
Provide opportunities for training in Provide opporiunities for training in

statistical policy.

stafistical poticy.

“While OMB’s Director is responsible for these functions, they have generally been
deiegated to the Office of Information and Regulatory Affairs, which reports to the Deputy
Director for Management. These functions are outlined in the Privacy Act of 1974, the
Computer Security Act of 1987, the Paperwork Reduction Act of 1995, the Clinger-Cohen
Act of 1996, and the Government Paperwork Elimination Act of 1998.

°H.R. 4670 specifically authorizes the CIO to advise the Director of OMB to “ensure
effective implementation of the functions and responsibilities under assigned under
chapter 35 of title 44, United States Code.” These functions include electronic records
(through the Government Paperwork Elimination Act of 1998), information dissemination,
information resources management policy, information technology management,
paperwork reduction, privacy and security, records management, and statistical pOlle and
coordination.

(512023)
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ted States General Accounting Office Accounting and Information
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B-286056
September 12, 2000

The Honorable Stephen Horn

Chairman, Subcommittee on Government
Management, Information and Technology
Committee on Government Reform

House of Representatives

Dear Mr. Chairman:

Since the early 1990s, an explosion of computer interconnectivity, most
notably the growth of the Internet, has revolutionized the way our
government, our nation, and much of the world communicate and conduct
business. While the benefits have been enormous, this widespread
interconnectivity poses great risks to our computer systems and the critical
operations and infrastructures they support. The Year 2000 (Y2K) challenge
was a major test of the nation’s ability to protect these critical systerns and
operations.

Because of the urgent nature and potential impact of the Y2K problem on
critical government operations, in February 1997 we designated it a high-
risk area for the federal government Our purpose was to stimulate greater
attention to assessing the government’s exposure to Y2K risks and to
strengthen planning for achieving Y2K compliance for mission-critical
systems.

To help agencies mitigate their Y2K risks, we produced a series of guides
and reports. Our guides provided systematic approaches to enterprise
readiness, business continuity and contingency planning, testing, and day
one planning? Federal agencies and other organizations used these guides
widely to help organize and manage their Year 2000 programs. In addition,

}High Risk Series: it and (GAO/HR-97-9, February 1997).
*Year 2000 C: ing Crisis: An A Guide (GAO/ATMD-10.1.14, issued as an
exposure draft in February 1997 and in final form in September 1997), Year 2000 Computing
Crisis: i and Conti Planning (GAO/AIMD-10.1.19, issued as an

exposure draft in March 1998 and in final form in August 1998), Year 2000 Computing Crisis:
A Testing Guide (GAO/AIMD-10.1.21, issued as an exposure draft in June 1998 and in final
form in November 1998) and Year 2000 Day One Planning and Operations Guide
(GAO/AIMD-10.1.22, October 1999).

Page 3 GAO/AIMD-00-290 Y2K Lessons Learned
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we issued over 160 reports and testimony statements detailing specific
findings and recommendations related to the Year 2000 readiness of both
the government as a whole and a wide range of individual federal agencies.
Our recommendations were almost universally embraced. (A list of these
reports and testimony statements can be found in appendix IIL.)

By successfully meeting the Y2K challenge, the government passed a major
test of its ability to protect the nation’s computer-supported critical
infrastructure. However, major management challenges remain in areas
such as computer security and critical infrastructure protection. At your
request, this report (1) identifies lessons the federal government has
learned from Y2K applicable to improving federal information technology
(IT) management, (2) identifies lessons that individual agencies can apply
to management of future IT initiatives, and (3) discusses how the
momentum generated by the government’s Y2K efforts can be sustained.

Results in Brief

The Y2K challenge was met through the collaborative efforts of the
Congress, the administration, federal agencies, state and local
governments, and the private sector. Had any of these sectors failed to take
the Y2K problem seriously, neglected to remediate computer systems, or
failed to work together with partners on common issues, such as
contingency planning, critical services could have been disrupted.

Although the Y2K crisis was finite, it led to the development of initiatives,
processes, methodologies, and experiences that can assist in resolving
ongoing management challenges. First, Y2K demonstrated the value of
sustained and effective bipartisan oversight by both the Senate and the
House of Representatives; they highlighted the issue and provided needed
resources. Second, leadership, commitmeent, and coordination by the
federal government, which included periodic reporting and oversight of
agency efforts, were major reasons for the government’s Y2K success.
Third, the President’s Council on Year 2000 Conversion and individual
agencies formed working partnerships with other agencies, states, other
countries, and the private sector. Fourth, communication within agencies,
with partners, and with the public was vital to coordinating efforts and
ensuring an appropriate public response. Finally, the federal government
implemented initiatives that helped ensure that necessary staff and
financial resources would be available to agencies.

Individual agencies also gleaned lessons from their Y2K efforts that can be
carried forward. Specific management practices that contributed to Y2K

Page 4 GAO/ATMD-00-290 Y2K Lessons Learned
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success included top-level management attention, risk analysis, project
management, development of complete information systems inventories
and strengthened configuration management, independent reviews by
internal auditors and independent contractors, improved testing methods
and procedures, and business continuity and contingency planning. By
continuing and strengthening these practices in the future, federal agencies
are more likely to improve their overall IT management record, particularly.
in the areas of critical infrastructure protection and security, the effective
use of technology, and large-scale IT investments.

It is critical that the momentum generated by the government’s Y2K efforts
not be lost. The priority both the legislative and executive branches gave to
the Y2K challenge and the persistence they both demonstrated were crucial
to its successful outcome. Specifically, strong and focused leadership
providing undivided attention and direction was a pivotal factor leading to
Y2K success. Applying this leadership lesson to other ongoing major
management issues—such as computer security and critical infrastructure
protection—will also to be essential to adequately confronting these and
other challenges.

Background

The federal govemnment was highly vulnerable to Year 2000-related
computer problems because of its widespread dependence on computer
systems to process financial transactions, deliver public services, and carry
out its operations. Further, the many interdependencies among
governments and within key economic sectors could have caused a single
failure to have additional adverse repercussions. The public faced the risk
that critical services provided by the government and the private sector
could be disrupted by the change of century roHover. Financial
ransactions could have been delayed, flights grounded, power lost, and
national defense affected.

Pageb GAO/AIMD-00-280 Y2K Lessors Learned
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Growihg Concern Led to
Increased Federal Y2K
Response

The federal government was slow initially in addressing Y2K, but as the
date grew closer, the government’s response improved. Specifically, at the
urging of congressional léaders and others, the Office of Management and
Budget (OMB) and federal agencies dramatically increased the amount of
attention and oversight given to the Year 2000 issue® By 1999, according to
OMB'’s Director, the administration had designated resolving the Y2K
problem as its foremost management objective. Appendix I provides a
timeline of significant Y2K events and illustrates (1) the increased attention
as the century date change grew closer and (2) many of the organizations
that played a key role in coordinating the government's response to the Y2K
issue.

One organization in particular—the President’s Council on Year 2000
Conversion—played an essential role in the government’s response. The
Council was established by the President in February 1998, and its Chair
was tasked with (1) overseeing the activities of agencies, (2) acting as chief
spokesperson in national and international forums, (3) providing policy
coordination of executive branch activities with state, local, and tribal
governments, and (4) promoting appropriate federal roles with respect to
private-sector activities. The President also set the goal that no system
critical to the federal govermnment’s mission would experience disruption
because of Y2K and charged agency heads with ensuring that this issue
received the highest priority.

Agencies’ progress in achieving Y2K compliance demonstrated the
government’s tremendous improvement in addressing the Y2K problem.
For example, in May 1997 OMB reported that 21 percent of the 24 major
federal departments and agencies’ mission-critical systems were
compliant, but by December 1999, it reported that 99.9 percent of these
systems were compliant. As a result of this progress, during the century
change and leap day rollover period, most Year 2000-related errors reported
by the federal government were minor and did not have an effect on
operations or the delivery of services! Even those that were significant
(that resulted in degraded service or, if not corrected, would have so
resulted) were mitigated by quick action to fix the problems or by

3Year 2000 C ing Chall Noteworthy Impr 1in Readi But
Vulnerabilities Remain (GAO/T-AIMD-00-37, November 4, 1999).

*Year 2000 C ing Chall Leadership and Par hips Result in Limited Rollover
Disruptions (GAO/T-AIMD-00-70, January 27, 2000).
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implementing contingency plans. Examples of Y2K problems that occurred
during the century change rollover follow.

e OnJanuary 1, 2000, the Deputy Secretary of Defense reported that one
of its satellite-based intelligence systems experienced a Y2K failure
shortly after the rollover of Greenwich Mean Tire; the Department of
Defense (DOD) was not able to process information from that system.
According to the Deputy Secretary, the problem was with the ground
processing station, not the satellite itself. The Deputy Secretary also
stated that DOD adopted backup procedures, which resulted in its
operating at less than its full peacetime level of activity but allowed it to
continue to meet its high-priority needs. DOD reported that the satellite
ground processing system was returned to full operational status on
January 3, 2000.

o Medicare provider claims were returned because claims were submitted
dated 1900 or 2099. Some Medicare data centers reported that they
received claims from providers with these erroneous dates after the
rollover. For example, as of mid-February, the Health Care Financing
Administration (HCFA) reported that 45 contractors had received at
least 50,475 claims from 872 submitters with service dates of 1900 or
2099. According to HCFA's Deputy Director of Information Services,
most of these claims were traced to providers that had not upgraded
their systems.

o The Federal Aviation Administration’s (FAA) air traffic control system
reported experiencing Year 2000-related systems probleras. However,
according to FAA, no problem affected safety, service, or capacity, and
some merely involved inaccurate date displays. In all cases, FAA
reported that it was able to quickly fix the system or implement
contingency plans that allowed operations to continue. Two key systems
that did experience problems were the Low Level Wind Shear Alert
System and a contractor-maintained Kavouras Graphic Weather Display
System. In the case of the Low Level Wind Shear Alert System, the
system displayed an error at eight sites following the rollover from 1999
to 2000 Greenwich Mean Time and failed to operate. All systems were
back to normal in about 2 hours, but this problem could have affected
aviation operations if weather conditions had been severe. In the case of
the Kavouras Graphic Weather Display System, 10 minutes after the
Greenwich Mean Time rollover, the system began sending data showing
the year as 2010. This resulted in the system’s rejecting weather data
from the National Weather Service and failing to properly update data
going to 13 Automated Flight Service Stations.

Page 7 GAO/AIMD-00-290 Y2K Lessons Learned
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Federal agencies also worked with state partners to prepare for the date
change. For example, the Departments of Agriculture, Health and Human
Services, and Labor took action to help states successfully move the

10 state-administered federal programs into the year 2000. The success of
these efforts is demonstrated by the relatively minor Year 2000-related
errors reported in these programs during the century change and leap day
rollover period, which included the following.

* Oregon had Year 2000-related errors in systems used for the Food
Stamps, Child Support Enforcement, and Temporary Assistance for
Needy Families programs during the century rollover. Regarding food
stamps, the state’s system for processing daily updates failed, creating a
backlog of batch records. This problem was corrected by the installation
of a new system on the next business day, and no impact on business
operations was reported. The state system that tracks data in numerous
programs, including Child Support Enforcement and Temporary
Assistance for Needy Families, had a Year 2000-related problem that was
fixed by January 7, 2000. This problem resuited in a 1-day delay in
payments to clients.

* Louisiana reported that its Medicaid Eligibility Verification System
suffered about a 10-hour service interruption on February 29 when it did
not recognize the date as valid. The Louisiana report indicated that
alternate eligibility verification systems were available and that no
recipients should have been denied services.

The Federal Government
Continues to Face Major
Management Challenges

American citizens are increasingly demanding improved government
services and better stewardship of public resources. Responding to these
demands will require governrent decisionmakers to adopt new ways of
thinking, consider different ways of achieving goals, and use new types of
information to guide decisions. In 1999 we issued a series of reports—our
Performance and Accountability Series—that describes management
challenges confronting individual agencies and the government as a whole®
We noted that the Congress has put in place a statutory framework for
performance-based management but that many agencies continue to
struggle with its basic tenets. In particular, the government faced
challenges

*Major Management Challenges and Program Risks: An Executive Summary (GAO/OCG-
99-ES, February 1999) provides an overview of this series.
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adopting a results orientation;

effectively using IT to help achieve program results;

establishing financial management capabilities that effectively support
informed decision-making and accountability; and

» building, maintaining, and marshaling human capital needed to achieve
results.

The Performance and Accountability Series complemented our existing
High-Risk Series. Since 1990, we have periodically reported on government
operations that we have identified as high risk because of their greater
vulnerability to waste, fraud, abuse, or mismanagement. For example, we
have designated information security and four agency IT modernization
efforts (the Internal Revenue Service's tax systems modernization, FAA's
Air Traffic Control Modernization, and modernization efforts at DOD and
the National Weather Service) as high risk®

Regarding improving federal government operations, legislation such as
the Chief Financial Officers Act of 1990, the Federal Acquisition
Streamlining Act of 1994, the Paperwork Reduction Act of 1995, the Federal
Financial Management Improvement Act of 1996, and the Clinger-Cohen
Act of 1996 set forth requirements for more effective use of IT. For
example, the Clinger-Cohen Act requires agencies to focus more on the
results achieved through IT investments.

®High-Risk Series: An Overview (GAO/HR-95-1, February 1995), GAO/HR-97-9, February
1997, and High Risk Series: An Update (GAO/HR-99-1, January 1999).
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With respect to improving information security, Presidential Decision
Directive 63 (PDD 63), issued in May 1998, sets as an objective that within
b years of its signing, the United States will achieve the ability to protect
our nation’s critical infrastructures. It requires that the executive branch
assess the cyber vulnerabilities of the nation’s critical infrastructures—
information and communications, energy, banking and finance,
transportation, water supply, emergency services, and public health as well
as those authorities responsible for continuity of federal, state, and local
governments. The directive places special emphasis on protecting the
government’s own critical assets from cyber attack and the need to remedy
deficiencies in order to become a model of information security. Various
activities have been undertaken in response to PDD 63, including
development and review of individual agency critical infrastructure
protection plans, identification and evaluation of information security
standards and best practices, and efforts to build communication links. In
January 2000, the White House released its National Plan for Information
Systems Protection as a first major element of a more comprehensive effort
to protect the nation’s information systems and critical assets from future
attacks.”

Objectives, Scope, and
Methodology

The objectives of this review were to identify (1) lessons the federal
government has learned from Y2K applicable to improving future federal IT

nent goverr wide, (2) lessons that individual agencies can
apply to management of future IT initiatives, and (3) how the momentum
generated by the government's Y2K efforts can be sustained.

To identify lessons learned from the Y2K experience, we

e conducted a Y2K Lessons Learned Summit at GAO involving
22 attendees from the legislative and executive branches of government
and the private sector (see appendix I for a list of participants) to
(1) examine what lessons the government has learned from the Y2K
challenge and how momentum can be maintained to sustain improved
IT management and address critical infrastructure issues and

"Dy di ica’s C) National Plan for Information Systems Protection:

Version 1.0: An Invitation to a Dialogue, The White House, January 7, 2000. See Critical
e jon: C on the National Plan for Information Systems

Protection (GAG/T-AIMD-00-72, February 1, 2000) for our comments on this plan.
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(2) determine what mechanisms are needed to ensure that the critical

factors behind the government’s Y2K success remain in place;

contacted the 24 major federal departments and agencies, 9 of which

provided us with formal lessons learned that they had developed; and

* reviewed documents developed by other organizations, such as the
President’s Council on Year 2000 Conversion, the U.S. Senate Special
Committee on the Year 2000 Technology Problem, and the United
Nations’ International Y2K Cooperation Center®

We performed our review between March and mid-August 2000 in
Washington D.C., in accordance with generally accepted government
auditing standards, except that we did not assess the validity of agency
lessons learned documents. OMB provided us with comments on a draft of
this report. These comments are discussed in the “Agency Comments and
Our Evaluation” section and are reprinted in appendix IV.

" 2adership and
Partnerships Were Key
to the Nation’s
Successful Y2K
Oversight and
Coordination

The value of federal government leadership, oversight, and partnerships to
the nation’s successful Y2K outcome was repeatedly cited by agencies and
Y2K Lessons Learned Summit participants. Government actions went
beyond the boundaries of individual programs or agencies and involved
governmentwide oversight, interagency cooperation, and cooperation
among federal, state, and local governments; private sector entities; and
foreign countries. These broad efforts can be grouped into five categories:

congressional oversight,

central leadership and coordination,
partnerships,

communications, and

human capital and budget initiatives.

5The International Y2K Cooperation Center was created by the United Nations to promote
strategic cooperation and action among governments, peopies, and the private sector to
minimize adverse Y2K effects on global society and the economy.
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The Congress Played a Key
Oversight Role

Sustained bipartisan and bicameral congressional leadership played a key
role in addressing the Year 2000 challenge by holding agencies responsible
for demonstrating progress and by heightening public awareness of the
problem. According to the final report of the Senate Special Committee on
the Year 2000 Technology Problem its bipartisan, cooperative approach
was a vital aspect of its role. Moreover, at the Y2K Lessons Learned
Summit, the co-chairs of the House Year 2000 Task Force emphasized the
effectiveness of the bipartisan manner in which the Congress addressed the
Y2K problem.

Committees and subcommittees in both the Senate and the House of
Representatives held many hearings on the Year 2000 issue. According to
the Congressional Research Service, congressional committees and
subcommittees actively monitored progress by holding over 100 hearings
within 4 years to obtain information on the Y2K readiness of federal
agencies, states, localities and other important nonfederal entities, such as
the securities industry.'’ For example, the House Subcommittee on
Government Management, Information and Technology of the Comumittee
on Government Reform held the first congressional hearing on Y2K in April
1996 and developed a report card system for periodically grading agencies
on their progress. The Department of Energy reported that high visibility
metrics, such as the subcommittee’s report cards, got the attention of
senior management and motivated performance. In the Senate, the Special
Committee on the Year 2000 Technology Problem held numerous hearings
on the readiness of key economic sectors, inciuding power, health care,
telecommunications, transportation, financial services, and emergency
services. Other House and Senate committees and subcommittees also held
Y2K hearings. For example, in May 1996, the Subcommittee on Technology
of the Committee on Science—co-chair with the Subcommittee on
Government Management, Information and Technology of the House Year
2000 Task Force—held a hearing on potential technical solutions and
possible roles for the government in addressing the Y2K problem.

®S. Res.208 i the Special C ittee on the Year 2000 Technology Problem in April
1998 to study the impact of the Year 2000 problem. This committee disbanded on
February 29, 2000.

The Congressional Research Service's Y2K Electronic Briefing Book
(http:/fwww.congress.gov/brbk/html/eby2k16.html) provides a corplete listing of Y2K
hearings.
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The Congress also passed legislation to facilitate the nation’s Y2K work.
For example, in October 1998, the Year 2000 Information and Readiness
Disclosure Act (P.L. 105-271) was enacted, which provided limited
exemptions and protections for the private sector in order to facilitate the
sharing of information of Y2K readiness. Early on, Y2K information
bottlenecks were widespread in the private sector. According to the
President’s Council on Year 2000 Conversion’s final report, antitrust issues
and a natural tendency to compete for advantage made working together
on ¥2K difficult, if not inconceivable, for many companies. Moreover,
according to this report, the threat of lawsuits had companies worried that
they would be held liable for anything they said about the Y2K compliance
of products or devices they used or the test processes and resulis for them.
The President’s Council also noted that legal considerations prevented
companies from saying anything about their own readiness for the date
change.

According to the President’s Council, the Year 2000 Information and
Readiness Disclosure Act paved the way for more disclosures about Y2K
readiness and experiences with individual products and fixes. Several
major telecommunications companies, for example, indicated their
willingness to share Y2K information with smaller companies who
contacted them, In another example, the leaders of the electric power
industry began a series of regional conferences for jocal distribution
companies in which they discussed identified problems and solutions,
particularly with embedded chips, as well as testing protocols and
contingency planning. The President of the Information Technology
Association of America stated that the act allowed businesses to work
together more closely to solve issues quickly.

Congressional action i to be important in addressing key IT issues.
For example, during the March through July 2000 time frame, the House
Subcommittee on Government Management, Information and Technology,
Committee on Government Reform, held nine hearings related to federal IT
issues, including a June hearing on the proposed Cyber Security
Information Act of 2000, which is intended to remove barriers to
information sharing between government and private industry and is
modeled after the Year 2000 Information and Readiness Disclosure Act in
many respects. Other i and sube i such as the Senate
Committee on Governmental Affairs, have also held recent hearings that
address IT issues, ’

Page 13 GAO/ATMD-00-290 Y2K Lessons Learned



56

B-286056

Central Leadership and
Coordination of the Federal
Y2K Effort Was Invaluable

Actions by the President’s Council on Year 2000 Conversion, OMB, and the
Chief Information Officers (CIO) Council" all demonstrated the value of
central leadership and coordination. The President’s Council focused
attention on the problem and provided a forum for high-level
communication among leaders in government, the private sector, and the
international community. The President’s Council’s activities fell into three
areas: (1) ensuring that federal systems were ready for the date change,
(2) coordinating Y2K efforts with interface partners (primarily states) for
important federal services, and (3) promoting action on the Y2K problem
among businesses and other governments whose failures could have had
an adverse effect on the American people. To achieve its mission, the
President’s Council

convened Year 2000 summits, in partnership with the National

Governors’ Association, with state and U.S. territory Year 2000

coordinators in July 1998, March 1999, and October 1999, and

participated in monthly, muitistate conference calls with state Year 2000

coordinators;

» established a nationwide campaign to promote “Y2K Community
Conversations,” which were locally based forums to support and
encourage the efforts of government officials, business leaders, and
interested citizens to share information on their progress; and

* promoted international cooperation on Y2K, working with the United

Nations and assisting in the creation of the International Y2K

Cooperation Center.

OMB, for its part, played an important role in leading, coordinating, and
monitoring federal Y2K efforts. Among its accomplishments, OMB

¢ directed the major departments and agencies to submit quarterly
reports beginning May 15, 1997, in order to monitor individual agency
progress;

o designated lead agencies, in March 1999, for the government's 42 (later
updated to 43) high-impact programs, such as food stamps, Medicare,
and federal electric power generation and delivery; and

"The CIO Council consists of CIOs and deputy CIOs from 30 federal departments and
agencies; representatives from OMB; and liaisons to other councils, committees, and
boards. It is the principal interagency forum for improving the design, modernization, use,
sharing, and performance of IT resources.
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¢ clarified its contingency plan instructions in early 1998 and, along with
the CIO Council, adopted our Business Continuity and Contingency
Guide" for federal use.

Several participants in the Y2K Lessons Learned Surnmit cited the value of
the CIO Council. In November 1996, the CIO Council established a Year
2000 Committee,” which met monthly and addressed important issues,
such as acquisition and Y2K product standards, data exchange issues,
telecommunications, buildings, biomedical and laboratory equipment, and
international issues. A particularly important role of the CIO Council was
coordinating data exchange issues with the states. For example, it
cosponsored federal-state summits with the National Association of State
Information Resource Executives to address this key issue. Y2K Lessons
Learned Summit participants called for additional support for the CIO
Council. One participant at the sammit stated that the CIO Council should
have staff support and funding.**

In addition, OMB, the CIO Council, and GAO issued standard guidance that
was universally accepted, adopted, and implemented, which facilitated
Year 2000 conversion efforts and related oversight. This guidance

(1) provided a level of consistency across government by providing
standard terms, tools, and techniques based on best practices, (2) imposed
structure and discipline, (3) increased the rigor of testing and assessment,
(4) promoted consistency in data gathering and reporting, and (5)
facilitated evaluation of actions by both agency management and auditors.

‘We have previously stressed the need for better coordination among
federal agencies. In January 1999, we pointed out that virtually all the
results that the federal government strives to achieve require the concerted
and coordinated efforts of two or more agencies and that in program area
after program area we have found that unfocused and uncoordinated
crosscutting programs waste funds, confuse and frustrate taxpayers, and
limit program effectiveness.”® Accordingly, the central leadership and

2GAO/AIMD-10.1.19, Angust 1998,

“The government’s interagency working group on year 2000, established in late 1995,
evolved into the CIO Council’s Year 2000 Committee.

“Currently the CIO Council is funded and staffed by individual federal agencies.

“Major Management Challenges and Program Risks: A Governmentwide Perspective
{GAO/OCG-99-1, January 1999).
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coordination that proved valuable during Y2K will continue to be key to
effectively addressing major government management issues.

Value of Partnerships Often
Cited as an Important Y2K
Lesson

Partnerships between the public and private sector and among federal,
state, local, and international entities were key to addressing issues such as
data exchanges and the coordination of business continuity planning for
entire industrial sectors. Shortly after the President’s Council was
established, we recommended that it use a sector-based approach and
establish the effective public-private parinerships necessary to address this
issue.’”® The President’s Council subseq iy blished over 25 sector-
based working groups, led by one or more federal entities, that established
parmerships with over 250 organizations to gather information critical to
the nation’s Y2K efforts and to address issues such as contingency
planning. These partnerships also paid dividends during the century date
rollover period when 11 private sector organizations, designated as
National Information Centers, provided information on the status of critical
sectors, such as electric power and telecommunications. At the Y2K
Lessons Learned Summit, the Chairwoman of the House Subcommittee on
Technology, Conumittee on Science, characterized the partnerships formed
to address Y2K as superlative.

To llustrate the importance of these partnerships, the Department of

Energy reported that its partnership with the North American Electric
Reliability Council enabled it to monitor progress, highlight industry issues
requiring the department’s assistance, address the industry’s privacy and
competition issues, and build a positive working relationship that will
prove valuable in the future. Further, during the Y2K Lessons Leamed

S it, the HCFA Administrator stated that agency staff carried out
unprecedented outreach to providers and beneficiaries. According to the
Administrator, for the first time, HCFA communicated directly with about
1.2 million Medicare providers, and it plans to continue direct
communications with providers on important issues.

Federal-state partnerships were also critical because 10 of the federal
programs designated as high impact by OMB are administered by states.
The Departments of Agriculture, Health and Human Services, and Labor
took action to help states successfully transition these 10 high-impact state-

#Year 2000 Computing Crisis: Potential for Widespread Disruption Calls for Strong
Leadership and Partnerships (GAO/AIMD-9885, April 30, 1868).
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administered federal programs into the year 2000, For exarple, the
Department of Agriculture’s Food and Nuirition Service obtained a
contractor to conduct on-site visits to certain states and territories to
provide technical assistance in areas such as software testing and
contingency planning.

The President’s Council on Year 2000 Conversion also launched several
initiatives in the international arena to address Y2K readiness in foreign
countries. In particular, the Chair of the President’s Council attended
National Y2K Coordinators’ meetings hosted by the United Nations and was
a member of the steering committee of the International Y2K Cooperation
Center. Further, through its leadership of the International Relations
Working Group of the President’s Council, the Department of State worked
to increase awareness of the Year 2000 problem throughout the world,
collected and shared information on the problem with other federal
agencies and foreign nations, and encouraged the remediation of faulty
computer systems. Speaking at the Y2K Lessons Learned Summit, the
Chairwoman of the House Subconunittee on Technology also cited the air
transport industry and the financial sector for their intemational work,

Like the Y2K problem, the challenge of protecting critical infrastructures
from computerbased attacks extends well beyond federal operations.
Private sector systems control most of our nation's critical infrastructures,
such as energy, telecommunications, financial services, transportation, and
vital human services. As a result, establishing public-private partnerships is
recognized as one of the major challenges of critical infrastructure
protection. Also, as organizations increasingly look to electronic

o ications and cx e a5 a means of conducting business, the
need for partnerships among federal agencies and other entities is likely to
grow in importance. Electronic interdependencies, and the potentially
massive exchanges of data that are likely to accompany them, prompt an
increasing need for federal agencies and private entities to form
partnerships to deal with crosscutting issues, such as Internet service
delivery.

While Y2K was a unique and finite challenge, it provided a foundation for
establishing relationships that can serve as the beginning of future
partnerships. Some organizations are taking steps to continue partnerships.
For example, the CIO Council and the National Association of State
Information Resource Executives have informally agreed to cooperate on
future issues and have formed commitiees to promote cooperation.
Similarly, at the Y2K Lessons Learned Summit, the National Coordinator,

Page 17 GAO/AIMD-00-290 Y2K Lessons Learned



60

B-2B6056

Security, Infrastructure Protection, and Counterterrorism, stated that the
critical infrastructure protection area was taking the same type of
partnership approach that was taken for the Y2K issue. Specifically, the
National Coordinator cited the creation of Information Sharing and
Analysis Centers, which are intended to facilitate public-private sector
information sharing about actual threats and vulnerabilities in individual
infrastructure sectors. As of mid-June 2000, two such centers had been
established for financial services and felecormmunications and several
more were expected o be established by the end of the year.

Many Methods Facilitated
Communications Among
Partners and Others

Effective communication also proved to be a valuable Y2K tool. For
example, organizations shared information about the Y2K compliance
status of systems, products, and services, and exchanged information
about test results and solutions. Federal agencies used many mechanisms
to conununicate Y2K-related information to partmers and others, For
example, the Department of Energy (DOE) used a variety of ways to
communicate V2K information to DOE staff and others, including
“Awareness Days,” a newsletter, and a DOE Y2K web site. The Department .
of State established an information center as a single point of information
for all Y2X status information provided from posts. Because of its
effectiveness in consolidating information and avoiding duplication of
effort, the Department of State recommended the use of such centers in the
future when posts are given new reporting requirements.

‘The Internet also proved to be a valuable c« ications ch 1. The
SBenate Special Committee on the Year 2000 Technology Problem stated in
its final report’” that use of the Internet provided an unprecedented level of
organizational transparency and paved the way for effective public-private
partnerships and open communications among different industries
preparing for Y2K. According to the Senate report, (1) nearly every
business with a presence on the World Wide Web had a link to a statement
regarding Y2K compliance and (2) industry groups, associations of public
managers, and trade izations all blished web sites. As a result,
according to the Sepate report, both companies and countries starting late
on Y2K work were able to gain enormously from the shared experiences of
others. An example of the effective use of the World Wide Web in providing
essential Y2K compliance information was the Federal Y2K Biomedical

“Y2R Aftermath-Crisis Averted: Final Committee Report (U.S. Senate Special Committee on
the Year 2000 Technology Problem, February 29, 2000).
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Equipment Clearinghouse established by the Food and Drug
Administration, in conjunction with the Department of Veterans Affairs.
According to the Food and Drug Administration, this site received about
317,000 inquiries between April 1998 and September 1999.

In addition to the issue of communicating Y2K status information, the
President’s Council stated that a major concern was raising awareness
about the magnitude of the Y2K challenge without causing overreaction by
the public. The President’s Council believed that the public would respond
appropriately if it had access to information in which it had confidence.
Accordingly, the Council adopted a strategy of being transparent in its
operations and sharing information readily and in a timely manner. Among
the methods the Council used to provide public information were
publicizing industry surveys and quarterly assessment reports, establishing
a Council web site and a toll-free information line, and holding Y2K
community conversations. The President’s Council reported that its web
site, www.yZk.gov; averaged over 45,000 hits per week, rising to more than
3 million during the century date rollover period, and that its tollfree
number averaged 15,000 calls a month. Moreover, during the century and
leap day roliover periods, the Chair of the President’s Council held over

10 press conferences to convey status reports to the public.

In commenting on a draft of this report, OMB noted the value of the
President’s Council on Year 2000 Conversion's approach in openly sharing
Y2K information with the public. OMB added that because the Y2K problem
affected all federal agencies as well as all states and most private-sector
organizations, sharing best practices and other technical information was
quite helpful.
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In the future, agencies expect to continue using technology to facilitate

[ ication. Fore le, the General Services Administration found
that the International Virtual Y2K Conference, developed to increase
awareness and facilitate the exchange of information between countries,
can be used as a moedel to provide convendent, cost-effective, interactive
forums 24 hours a day, 7 days a week. The development of effective
communication mechanisms will be essential to the success of critical
infrastructure protection. In July testimony, we outlined some of the
formidable challenges facing the federal government in this area, including
ensuring that the right type of data is collected and that there are effective
and secure mechanisms for collecting, analyzing, and sharing it™®

Human Capital and Budget
Initiatives Were Important

In April 1998, we noted that some agencies were reporting problems
obtaining and retaining personnel with the technical expertise needed to
accomplish Year 2000 conversions® Accordingly, we recommended that
the President's Council develop a personnel strategy that would include
reemploying former federal employees and identifying ways to retain key
Year 2000 staff.

In October 1998, we reported that several efforts had been undertaken to
address these workforce issues.” Some of these efforts illustrate the types
of creative solutions that can be considered to solve specific personnel
problems, Others serve as a basis for further improvements that could
benefit critical infrastructure protection, as well as other information
technology management issues.

In particular, the Office of Personnel Management publicized existing tools
for retaining staff and supplemented these with additional aids. For
example, the Office of Personnel Management

¢ provided authority to reemploy federal retirees to work specifically on
the Year 2000 conversion without the usually required reduction in the
retiree's salary or military annuity;

BCritical F ion: Ch to Building a Comprehensive Strategy for
Information Strategy and Coordinatian (GAO/T-AIMD-00-268, July 26, 2000).

BGAC/AIMD-08-85, April 30, 1998,

Year 2000 Computing Crisis: Status of Efforts to Deal With Personnel Issues
(GAO/AIMD/GGD-99-14, October 22, 1998).
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» encouraged agency heads to exercise their authority to make exceptions
to limitations on premium pay (including overtime, night, and holiday
pay) for employees performing emergency work to resolve computer
system problems associated with Y2K that posed a direct threat to life
and property;

» allowed agencies, in certain circumstances and with Office of Personnel
Management approval, to exclude critical Y2K positions from voluntary
early retirement programs; and

« allowed agencies to authorize a retention allowance of up to 10 percent
of an employee’s rate of basic pay (or up to 25 percent with Office of
Personnel Management approval) for a group or category of employees
such as computer programmers and system engineers that meets certain
criteria, for example, being likely to leave federal service in the absence
of the allowance.

These tools proved helpful. For example, the Department of the Treasury
stated that personnel resources were initially a major hurdle, especially for
the IRS. According to the Department of Treasury, IRS was able to
overcome this hurdle largely through the government’s incentives for
retaining personnel.

In commenting on a draft of this report, OMB noted that the “heroes” of the
Y2K effort were the technicians who worked long and hard implementing
fixes to and testing thousands of systems. It added that these dedicated
employees and contractors were willing to go beyond their normal duties
and responsibilities to tackle the problem. In addition, OMB pointed out
that products were developed by the information technology marketplace
to partially automate solutions to the Y2K problem. As a result, according
to OMB, these products improved worker productivity and negated the
concern regarding having a shortage of technicians to correct code.

Although the Y2K challenge is over, human capital is a continuing issue of
major proportions facing federal managers, especially in the IT arena.
Serious concerns are emerging about the aging of the federal workforce,
the rise in retirement eligibility, the effect of selected downsizing and hiring
freeze initiatives, and the actions needed to ensure effective workforce and
succession planning for the future. The skills, needs, and imbalances of the
workforce, as well as agencies’ approaches to managing incentives and
performance, all need greater attention than they have been given. Further,
human capital decisions in the federal sector are often constrained
compared to the flexibility found elsewhere. With respect to IT, at the Y2K
Lessons Learned Summit, the Chairman of the Senate Special Committee
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emergency funding for Year 2000 conversion activities. According to the
President’s Council on Year 2000 Conversion’s final report, OMB reviewed
agency requests for this funding and, after its approval, the Congress had
15 days to consider the proposed expenditures. The President’s Council
report also stated that agencies used the funds for Year 2000 remediation
and testing and other important Y2K activities, such as contingency
planning.

The Chair of the President’s Council on Year 2000 Conversion stated that
the availability of the contingent emergency funding was of great
assistance to agencies during the last 15 months of their conversion efforts,
allowing them to fund Y2K conversion needs discovered late in the process.
The Department of the Treasury also cited funding as the major hurdle it
faced throughout the Year 2000 challenge, and stated that it would not have
been successful in achieving Year 2000 compliance for some of its critical
business processes and systems without these emergency funds and the
ability to reallocate the department’s resources.

Ensuring adequate funding will continue to be an issue in addressing
critical infrastructure protection and computer security. For example,
according to January 2000 testimony by the Department of State’s CIO, who
is also the Chairman of the CIO Council’s Subcommittee on Critical
Infrastructure Protection, one of the key obstacles preventing agencies
from immediately pursuing critical infrastructure protection initiatives is
the lack of current funding for these projects. Also, in February 2000, we
reported that while funding for security is embedded to some extent in
agency budgets for computer system development efforts and routine
network and system management and maintenance, some additional
amounts are likely to be needed to address specific weaknesses and new
tasks.? Participants in the Y2K Lessons Learned Summit, including the
National Coordinator, Security, Infrastructure Protection, and
Counterterrorism, also noted that enhancing IT security will require
significant expenditures.

BGAO/T-AIMD-00-72, February 1, 2000.
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—
Agency Y2K Efforts ihfe Yea:i 20023 p}l;ﬁb;.em resulted in many cigencies takmﬁ ing chartiz;:fat,‘hei;a )
s ‘ormation technology resources in much more active ways ey
Resultedgm Iml)roved in the past. We reported in October 1999 that addressing the Year 2060
Information problem highlighted the importance of good information technology
Te management Moreover, Y2K Lessons Learned Surnmit participants and
M ChnOIogy agency documents identified specific management practices that could
anagement usefully be carried forward to other challenges. These are

s high-level management attention,

* risk analysis,

* project management,

* systems inventories and configuration management,

* independent reviews,

* testing, and

* husiness continuity and contingency plans.
Agency Y2K Actions The Y2K challenge demonstrated that rather than leaving technology issues .
Benefited From High-level to mid-level specialists, agency heads must incorporate strategic
Management Involvement information managerment into an executive-level general nent

framework. While the Year 2000 problem was technical in nature, it was
primarily a rmanagement problem, with organizations facing the risk of
disruptions of their core business processes. YZK Lessons Learned Summit
participants and agencies cited high-level leadership and top management
involvement as key to Y2K success. For exatple, the Environmental
Protection Agency cited as a Y2K lesson that senior management needs to
be involved in information technology on an ongoing basis, since IT is at
the core of how program offices and regions conduct their business.

*Critical Infrastructure Protection: Comprehensive Strategy Can Draw on Year 2000
Experiences (GAO/AIMD-00-1, October 1, 1989).
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HCFA and FAA are prime examples of how strong leadership was able to
overcome slow starts in addressing the Y2K problem. With respect to
HCFA, in May 1997 and September 1998, we highlighted concerns and made
recommendations to improve its Medicare Y2K program® As we testified
in February 1999, HCFA was responsive to our recommendations, and its
top management was actively engaged in its Y2K program® Specifically,
HCFA’s Administrator made compliance the agency’s top priority and
directed 2 number of actions to more effectively manage the project. Asa
result, Medicare was reported to have experienced few Year 2000-related
events that affected operations during the century change rollover.

With respect to FAA, in January 1998, we reported that the agency was
severely behind in its Y2K work. FAA had no central Y2K program
management; an incomplete inventory of mission-critical systems; no
overall strategy for renovating, validating, and implementing mission-
critical systems; and no milestone dates or schedules” In response to our
recommendations, the agency established a strong Y2K program office and
tasked it with providing leadership—guidance and oversight—for FAA's
business lines and aviation industry partners. By September 1999 FAA had
made excellent progress in its Year 2000 readiness® While FAA's air traffic
control system did experience some Year 2000-related problems, none
affected safety, service, or capacity, according to FAA.

“Medicare Transaction System: Success Depends Upon Correcting Critical Managerial and
Technical Weaknesses {(GAO/AIMD-97-78, May 16, 1997) and Medicare Computer Systems:
Year 2000 Challenges Put Benefits and Services in Jeopardy (GAO/AIMD-98-284,
September 28, 1998).

*Year 2000 Computing Crisis: Medicare and the Delivery of Health Services Are at Risk
(GAO/T-AIMD-99-89, February 24, 1999).

#FAA Computer Systems: Limited Progress on Year 2000 Issue Increases Risk Dramatically
(GAO/AIMD-9845, January 30, 1998).

B Year 2000 C ing Crisis: FAA Conti to Make Important Strides, But Vulnerabilities
Remain (GAO/T-AIMD-99-285, September 9, 1999).
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DOD also recognized the importance of seniorlevel management in its Year
2000 effort. According to its lessons learned report, in the summer of 1998,
senior DOD leaders recognized that Y2K was a “chief executive officer”
problem. As a result, in August 1998 the Secretary of Defense directed DOD
leadership to treat the Year 2000 issue as a major threat to military
readiness. According to DOD, this was a turning point and it ensured that
all members of DOD understood the necessity of cooperation to achieve
success in preparing for Y2K and galvanized preparedness activities. In
September 1999, DOD announced its intention to develop a “Y2K tike”
approach for tracking and reporting Chief Financial Officer compliance of
its financial management systems. We testified in July that the department
had learned through its Y2K effort that major injtiatives that cut across
DOD components, such as financial management, must have the leadership
of the Secretary and Deputy Secretary of Defense to succeed® Our survey
of leading financial management organizations also stressed the
importance of strong leadership from top leaders®

Continuing to view IT as integral to achieving an agency’s mission is
essential to future success in developing systems that meet management
needs. Executives of leading organizations no longer regard technology
management as a separate support function and instead strive to
understand how information management investments are made and how
they integrate with other investments and the overall business vision. As a
result, CIOs typically serve as a bridge between top managers, information
management professionals, and end users® According to HCFA's CIO, Y2K
helped break down internal organizational barriers and facilitated bridge-
building and communication. In other examples, the Postal Service
reported that Y2K strengthened cross-functional relationships, which it
stated would facilitate cooperation on other large-scale projects and the
U.S. Customs Service reported that its Y2K program served as a catalyst to
improve communications within its IT office, as well as with other areas of
the agency.

B Department of Defense: Implications of Financial Management Issues (GAO/T-
AIMD/NSIAD-00-264, July 20, 2000).

% Executive Guide: Creating Value Through World-class Financial Management (GAG/AIMD-
00-134, April 2000). .

9 Executive Guide: Maximizing the Success of Chief Information Officers: Learning from
Leading Organizations, Exposure Draft (GAO/AIMD-00-83, March 2000).
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Risk Analysis Allowed
Agencies to Prioritize Work

According to officials involved in the Year 2000 conversion, the Year 2000
challenge has served as a wake-up call to many who were previously
unaware of our nation’s extensive dependence on computers. This new
awareness of the importance of computer systems and of their
vulnerabilities can serve as a basis for better understanding long-term risks
to computer-supported critical infrastructures. Year 2000 preparations also
forced agencies to identify those systems that were mission-critical.

Agencies used risk analyses to help direct their Y2K actions. For example,
in testing interfaces between its own systers and with external business
partners, the Department of Housing and Urban Development first listed,
described, and analyzed its interfaces, then ranked them based upon risk.
High-risk interfaces and those with external partners were then tested in
both current and forward date environments.

Risk analysis will be an important part of security planning. OMB Circular
A-130 requires agencies to consider risk when deciding what security
controls to implement. It states that a risk-based approach is required to
determine adequate security, and it encourages agencies to consider major
risk factors. The National Institute for Standards and Technology and we
have issued guidance on risk assessment® Earlier this year, we testified on
the need for governmentwide risk-based standards for information systems
controls, which would assist agencies in ensuring that their most critical
operations and assets are protected at the highest levels while providing
agencies the flexibility to apply less rigorous controls to lower risk
operations and assets.®

% An Introduction to C¢ ity: The NIST Handbook, Special Publication 800-12,
D ber 1995; lly Accepted Principles and Practices for Securing Information
hnology Syst 1996; and Ir ion Security Risk Assessment: Practices

of Leading Organizations (GAO/AIMD-00-33, November 1999).
SGAO/T-AIMD-00-72, February 1, 2000.
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Improved Project
Management Practices Were
Implemented

Effective project management is key to developing and implementing
successful IT projects. Our IT investment management guides emphasize
the importance of project management and oversight in helping to ensure
that IT projects are kept on schedule and within budget® In addition, our
best practices guide Improving Mission Performance Through Strategic
Information Management and Technologypoints out that instituting a
performance measurement program can improve information systems’
contribution to mission outcomes.®

One benefit of the Y2K effort that could have lasting effects is the new,
improved monitoring practices and performance metrics that several
agencies reported that they had implemented. Examples include the
following:

¢ The Commissioner of the U.S. Customs Service committed to leveraging
the agency’s Year 2000 experience by extending the level of project
management discipline and rigor being employed on the year 2000 to
other information programs and praojects.

¢ The Department of Housing and Urban Development reported that it
strengthened its IT management by developing an Integrated
Implementation Plan that tracks progress and views interdependent
relationships between information system development efforts.
According to the department, the plan now tracks all of its development
initiatives.

¢ The Department of State reported that it developed eight products and
processes related to tracking and reporting progress with potential
value beyond Y2K. These included standard management indicators,
regular reporting cycles, and a “war room” (an operations center-like
structure capable of maintaining all project indicators, quickly
responding to status requests, and serving as the central hub for
information management and reporting).

wJ, PN — 7, AFn T for -
Process ity, E: Draft (GAO/AIMD-lO 1.23, May 2000) and Assessmg
Risks and Retumns: A Guide for E ing Federal A ' IT I

‘making (GAO/AIMD-10.1.13, February 1997).

®Executive Guide: Improving Mission Per Throu,
Management and Technology (GAO/AIMD-94-115, May 1994)
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Improved Inventories and
Configuration Management

According to the Chair of the President’s Council, prior to the Y2K problem,
no federal agency had a complete IT inventory. However, the Y2K issue
forced agencies to develop inventories as part of their remediation, and
many agencies consider these inventories valuable assets. For example, the
Environmental Protection Agency (EPA) reported that the Y2K project
provided program offices and regions a comprehensive and current
inventory of their IT infrastructure (e.g., hardware, software, and licenses)
and processes. As a result, EPA has asset information by organization,
‘which was not previously available. Similarly, the Department of Housing
and Urban Development reported that it created several reusable
repositories of information, such as an inventory of systems, their
interrelationships, and their relationships with external business partners.
The Departinent of Housing and Urban Development reported that it now
has a much better high-level view of these relationships and has already
used the documentation for several departmentwide initiatives. The
International Y2K Cooperation Center pointed out the value of
comprehensive inventories in managing large-scale projects. The center
reported that knowledge about systems and suppliers fed into a broader
understanding within organizations about how they perform their missions.

Improved configuration management® also resulted from agencies’ Y2K
work. Weak applications software development and change controls” are
repeatedly highlighted in our reviews of federal agencies® Without these
controls, individuals can surreptitiously modify software programs to
include processing steps or features that could later be exploited for
personal gain or sabotage. However, as a result of their Y2K efforts,
agencies have reported new or strengthened configuration management
practices. For example, the Department of State reported that as a result of
its Y2K work, it has change conirol and configuration management plans
that contain information about change conirol boards, change requests,
change approval, documentation control, and version control. The

toa a3
operational life of the system.

®Configuration management is defined as the control and documentation of changes made
d d ion throughout the devel and

M8ofrware development and change controls prevent unauthorized software programs or
difications to p from being install

®We recently reported on the software controls at 16 agencies. The aggregate results of our
work were reported in Information Security: Controis Over Software Changes at Federal
Agencies (GAO/AIMD-00-151R, May 4, 2000).
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Department of State expects that these plans will be useful for tracking
future application changes and consolidating change management
procedures. DOD and EPA report that they too have instituted improved
configuration management processes following their Y2K experiences.

Independent Reviews
Provided Valuable
Management Information

Independent reviews proved to be an important mechanism for monitoring
Y2K progress and uncovering problems that needed attention. Y2K Lessons
Learned Summit participants and agencies reported that both auditors’
reviews and independent validation and verification (IV&V) work were
valuable in preparing for the year 2000. For example, DOD's inspector
general and military service internal auditors issued more than 200 reports
on Y2K progress. A summary report issued by the DOD Inspector General
in December 1999 lists numerous DOD actions taken in response to its
recommendations.® Accordingly, DOD reported that auditing was a major
factor in its Y2K success. The HCFA Administrator similarly cited the value
of work done by the Department of Health and Human Services Office of
the Inspector General and IV&V vendors at contractor sites in uncovering
problems.

Moreover, two agencies specifically cited IV&V as having future value. The
U.S. Customs Service stated that two aspects of its Y2K IV&V program—an
automated tool to uncover data anomalies and the use of agencywide
teams to review procedures—will continue. The Department of Energy
found the use of IV&V “extremely beneficial,” especially in the area of
independent source code verification, and recommended the use of
independent verification of software code to find all source code errors,
not just those that were Y2K-related.

Y2K Work Led to
Development of Reusable
Testing Practices

An effective testing program was an essential component of any Year 2000
program or project. Accordingly, as part of their Y2K activities, agencies
implemented testing practices and developed test procedures that should
continue to be useful. In November 1998 we issued a Y2K testing guide®
that laid out a disciplined approach to testing activities that are hallmarks

*®Summary of DOD Year 2000 Issues IV (Office of the Inspector General, Department of
Defense, Report No. D-2000-057, December 16, 1999).

“GAO/AIMD-10.1.21, November 1998.
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of mature software and systems development/acquisition and maintenance
processes,

During the Y2K process, agencies acted to address the criteria in this guide.
For example, in October 1999 we reported that the Department of the
Treasury’s Financial Mar it Service had blished the 11 key
organizational infrastructure processes that our test guide defined and had
satisfied the key end-to-end testing processes specified in the guide® The
Department of State reported that its test plans contained scripts and
scenarios for both Y2K and non-Y2K testing, as well as information on the
testing environment and the tools used. The department expects that these
plans can be used as the basis for future application testing.

DOD in particular performed extensive Y2K testing. It reported conducting
36 operational evaluations, 31 major end-to-end tests, and 56 large-scale
systems integration tests. These tests involved thonsands of individuals
and systems worldwide. DOD also used a technique called “thin line
systerns analysis” to determine the critical paths by which information
flowed during the execution of primary missions. The identification of
these “thin lines” allowed DOD to identify all mission-critical systems for
each DOD mission/function. These systems were then included in end-to-
end testing to ensure that all elements were fully Y2K comapliant. According
to the DOD lessons learned report, in the future, the department will
incorporate information e, critical infy ucture protection,
interoperability, and configuration management issues into routine
exercise and training programs.

Business Continuity and
Contingency Plans Were
Beneficial

Business continuity and conti 'y planning was ¥ to reduce the
risk and potential impact of possible Y2K failures, and this planning proved
its vatue during the Y2K rollover. For example, a “zero day” test of the DOE
Qak Ridge facility’s Dynamic Special Nuclear Material Control and
Accountability System found a Year 2000-related file transfer error, After
the rollover, one segment of the software began generating file identifiers
with a four-digit year format, while the file transfer software was expecting
a two-digit year format. As a result, the test of the transfer failed. According
to DOE, contingency plans that had been updated and tested because of the
Year 2000 problem were impl i and magnetic tapes were used to

* Year 2000 C: ing Chall Financial M: Service Has lished Ef
Year 2000 Testing Controls (GAO/AIMD-00-24, October 25, 1099).
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successfully transfer the information. The failure was corrected a short
time later.

Agencies’ business continuity and contingency plans developed for Y2K, as
well as the planning process itself, will have continuing benefits. Agencies
found that in developing Y2K contingency plans, they developed processes
that will help deal with future issues. For example, the Department of
Housing and Urban Development reported that its contingency planning
process generated a better understanding of its business and the
interdependencies among program areas. The Department of State has
reported that it derived a methodology, information, and tools from the
contingency planning process with potential value beyond Y2K. The
department noted that plans were developed for the business processes
supported by IT systems and that these contingency plans apply to any
failure the system might experience.

In assessing the value of its Y2K contingency planning process for the
future, the Nuclear Regulatory Commission found that it bolstered its
continuity of operations plan and improved its capability to communicate
with federal, state, and licensee decisionmakers. The Nuclear Regulatory
Commission also stated that it was better prepared to respond to multiple
simultaneous events. Moreover, it plans to pursite (1) continuing the use of
communications procedures with other federal agencies that were
established for Y2K and (2) developing an Internet-based reporting system
similar to what it developed for Y2K for sharing International Nuclear
Event Scale reports.

Sustaining Y2K
Momentum Is Critical
to Achieving Success in
Other Management
Challenges

Although the American people expect world-class public services and are
demanding more of government, the public’s confidence in the
government's ability to address its demands remains all too low. Yet, Y2K
demonstrated that strong federal leadership can effectively tackie a major
management challenge and yield positive resuits. If the government
successfully sustains the momentum from its Y2K victory as it turns to
other major management challenges of the new century, the government
may begin to earn back the public’s confidence.
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As we reported in April 1998, while the Year 2000 problem had the potential
to be catastrophic, the very real risks could be mitigated and disruptions
minimized with proper attention and management.” At that time, we also
noted that the recently established President’s Council provided an
opportunity for the executive branch to take key steps to avert disruptions
to critical services, serving as the linchpin that bridged the nation’s and the
federal government’s various Y2K initiatives. This is indeed what happened
as the President’s Council, under the leadership of the Chair, ably assumed
the Y2K leadership mantle.

The momentum generated by the government’s Y2K success provided an
opportunity to improve the government’s use of information technology to
modernize services and thus achieve results, which we have identified as a
major challenge agencies face in becoming high-performance
organizations.® In particular, the government must effectively address the
following areas: critical infrastructure protection and security, the effective
use of technology, and large-scale IT investments.

» Critical infrastructure protection and security. Computer security
risks have increased dramatically over the last decade as our
government and our nation have become ever more reliant on
interconnected computer systems to support critical operations and
infrastructures. While a number of factors have contributed to weak
federal information security, such as insufficient understanding of risks,
technical staff shortages, and a lack of system and security
architectures, the fundamental underlying problem is poor security
program management. In February 2000, we testified that the
government is not adequately protecting critical federal operations and
assets.*

“GAOQ/AIMD-98-85, April 30, 1998.

©, ing in the New Mil ium: Shaping a More Efficient and Effective Government for
the 21st Century (GAO/T-OCG-00-9, March 29, 2000).

“GAO/T-AIMD-00-72, February 1, 2000.
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Computer viruses and other types of computer attacks are also a
continuing threat. The National Security Agency has determined that
potential adversaries are developing a body of knowledge about U.S.
systems and about methods to attack them. According to DOD officials,
these methods, which include sophisticated computer viruses and
automated attack routines, allow adversaries to launch untraceable
attacks from anywhere in the world. According to a leading security
software designer, viruses in particular are becoming more disruptive
for computer users. The Melissa and “ILOVEYOU” viruses illustrated
the potential disruption such attacks can cause. As we have testified,
while key government services remained largely operational during
these attacks, these viruses were disruptive and provided evidence that
computer attack tools and techniques are becoming increasingly
sophisticated.®

« Effective use of technology. Electronic commerce and business
strategies made possible by widespread Internet access and
interconnected systems are transforming how organizations, both
public and private, will operate in the next decade. Governments at all
levels are using the Internet and other means of electronic commerce to
improve internal business operations and to provide on-line public
access to information services. However, for the most part, federal,
state, and local governments are in the early stages of shifting their
perspective to citizen-centered services and are just beginning to move
toward the real potential of e-government.

As we noted in May 2000, top leadership must effectively merge the
power of electronic interactions—among agencies, with businesses,
and with the public—with necessary and corresponding management
and process improvements that will better ensure positive outcomes*
For example, an immediate and complex leadership challenge
confronting government policymakers and managers is the need to
adopt informed strategies to guide agencies in how best to use the
Internet to deliver services to all citizens and business partners.

“For example, Information Securrity: The Melissa Computer Virus Demonstrates Urgent
Need for Stronger Protection Over Systems and Sensitive Data (T-AIMD-99-146, April 15,
1999) and Critical Infrastructure Protection: “ILOVEYOU” Computer Virus Highlights Need
for Impi Alert and Ct Capabilities (GAO/T-AIMD-00-181, May 18, 2000).

“Electronic Gov Federal Initiatives Are Evolving Rapidly But They Face Significant
Challenges (GAO/T-AIMD/GGD-00-179, May 22, 2000).
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Another challenge is the government’s ability to address privacy
concerns. It is no longer technically difficult for the government to
establish databases that collect extensive personal information about
large numbers of individual citizens. Individuals should be able to
determine when, how, and to what extent this personal information is
collected and used. However, if not properly implemented and
managed, the technologies that have been developed to manage
massive volumes of personal information could also be abused. For
example, in May 2000 we reported” that the Social Security
Administration had been cautious in pursuing its on-line initiatives
largely because of the privacy and security concerns raised following
its implementation of the on-line personal earnings and benefits
estimate statement.®

¢ Large-scale IT investments. As we testified in March, federal
agencies invest about $38 billion to build, operate, and maintain
automated systems each year® If managed effectively, these
investments can vastly improve government performance and
accountability. If not, however, they can resuit in wasteful spending and
lost opportunities for improving delivery of services to the public.

Agencies are now beginning to address new IT investment needs that
were deferred because of their recent, and appropriate, focus on the
Year 2000 conversion. As a result, we anticipate that they will undertake
major modernization programs and large-scale IT projects in the very
near future, making the need for fundamental improvements in the way
agencies manage IT investments even more urgent. While some
agencies are making tangible improvements in managing large-scale IT
investments, many are still in the beginning stages and more needs to
be done.

4 8ocial Security Admil b ing Current and Future
Service Delivery Challenges (GAO/AIMD/HEHS—OO—ISSR May 11, 2000).

“The Social Security Administration’s on-line personal earnings and benefits estimate
statemem initiative was later put on hold. See Social Security Administration: Information

hy Challe Facing the C issi (GAO/T-AIMD-98-109, March 12, 1998) and
Social Security Administration: Internet Access to Personal Eamnings and Bernefits
Information (GAO/T-AIMD/HEHS-97-123, May 6, 1997).

“GAO/T-OCG-00-9, March 29, 2000.
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The government has had problems effectively addressing these major
information technology issues. For example, recent audits conducted by us
and by agency inspectors general show that 24 of the largest federal
agencies have significant computer security weaknesses, including poor
controls over access to sensitive systems and data, poor controls over
software development and changes, and nonexistent or weak continuity of
service plans.® Further, to be successful, e-government initiatives must
overcome some of the basic challenges that have plagued information
systems for decades—inadequate attention to technical and business
architecture, adherence to standards, and security. With respect to major IT
investments, during the 1990s we issued many reports that documented
billions of dollars in wasted IT expenditures for computer systems that
failed to deliver expected resuits and poorly defined management
processes that fostered suboptimal solutions to agency business needs.

Strong and effective governmentwide leadership can make a difference in
addressing these types of issues. Effective top management leadership,
involvement, and ownership are the cornerstone of any IT investment
strategy. As we testified in July 2000, strong leadership will be required to
develop and implement a comprehensive and cohesive strategy to ensure
that our information security and critical infrastructure protection efforts
are effective® In particular, because of the number of entities involved in
critical infrastructure protection® leadership will be essential to ensuring
that their efforts are coordinated and adequately communicated to
individual agency personnel and that critical infrastructure efforts are
appropriately linked with broader computer security work. Finally, top-
level leadership is also important to ensuring that the key Y2K lessons,
such as the importance of partnerships, communications, and human
capital and funding, are preserved.

®, ity: Serious and Widespread Weak Persist at Federal Agencies
(GAO/AIMD—OO—295 September 6, 2000).

S'GAO/T-AIMD-00-268, July 26, 2000.

“Under current law, ibility for guid: of agency information
security is divided among a number of agencies, mcludmg OMB the National Institute for
Standards and Technology, and t_he National Security Agency. Other organizations are also
b ing involved in the jon’s critical infrastructure protection initiative,
including the Department of Justice and the Critical Infrastructure Assurance Office.

Page 36 GAO/AIMD-00-290 Y2K Lessons Learned



78

B-286858

The Congress is considering the need for legislation to provide strong and
effective central information resources and technology management
Jeadership. In particular, although they differ in approach, three bills®
embrace the need for a central focus point to provide effective federal
government IT leadership.

We have long called for strengthened central information resources and
technology management through the creation of a formal CIO position for
the federal government> The creation of a CIO for the federal government
could provide a strong, central point of coordination for the full range of
governmentwide information resources management and technology
issues, including (1) r i ing and/or consolidating i Y or
governmentwide process and technology infrastructure, (2) managing
shared assets, and (3) evaluating high-risk, complex information systems
modernization efforts.

As we previously discussed, the leadership of the Chair of the President’s
Council on Year 2000 Conversior was invaluable in combating the Year
2000 problem. Under the Chair’s leadership, the government's actions wen!
beyond the boundaries of individual programs or agencies and involved
governmentwide oversight, interagency cooperation, and cooperation with
partners, such as state and local governments, the private sector, and
foreign governunents. A federal CIO could maintain and build upon these
actions in leading the gover t's future IT endeavors, Moreover, 2
federal CIO could adopt other Y2K lessons, such as updating and
developing IT management policy and standards in areas such as security
and e-government.

Consensus has not been reached on the need for a federal CIO. At our Y2K
Lessons Learned Summit, the Chairman of the Senate Special Committee
on the Year 2000 Technology Problem stated that a federal CIO was needed,
but other participants did not agree or were uncertain about whether a

®The Government Information Security Act (5. 1993), ihe Chief Information Officer of the
United States Act of 2000 (H.R. 4670}, and the Federal Information Policy Act of 2000
(HLR. 5024).

Hmproving Government: Actions Needed to Sustain and Enhance Management Reforms
(GAO/T-0CG-94-1, January 27, 1994), Government Reform: Using Reengineering and
Technology to Improve Government Performance (GAO/T-QCG-95-2, February 2, 1995),
(overnment Reform, Legislation Would S hen Federal M: of. ion and
Technology {GAO/T-AIMD-95-205, July 25, 1995), and Information Security: Comments on
Proposed Government Information Act of 1993 (GAG/T-AIMD-00-107, March 2, 2000).
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federal CIO was needed. Further, in response to a question on the need for
a federal IT leader accountable to the President asked during a hearing
before the House Subcommittee on Government Management,
Information, and Technology, the Divector of OMB stated that OMB's
Deputy Director for Management, working with the head of OMB's Office
of Information and Regulatory Affairs, can be expected to take a federal IT
leadership role. The Director voiced his concern that if the CIO function
were split from OMB, resources would have to be built up in this new
organization that would mirror OMB's resources. Finally, the Director
stated that he believed that “the right answer is to figure out how to
continue to use the authority and the leadership responsibilities at the
Office of Managernent and Budget to play a lead role in this [IT] area.”

Our primary concern regarding an OMB official, such as the Deputy
Director for Management or the head of the Office of Information and
Regulatory Affairs, serving in the role of the federal CIO is whether the
official can devote sufficient full-time focus, attention, and energy to
governmentwide information resources and technology management
leadership, policy, and oversight, Currently, in addition to their information:
resources and technology management responsibilities, both the Deputy
Director for Management and Administrator of the Office of Information
and Regulatory Affairs have many other imaportant duties, which
necessarily restrict the amount of attention that they can give to these
issues. For example,

* The Deputy Director for Management coordinates and supervises a wide
range of general management functions, including those relating to
managerial systems, such as the systematic measurement of
performance; proc policy; 1 y affairs; and other
management functions (e.g., organizational studies, long-range planning,
program evaluation, and productivity iprovement).

* The Office of Information and Regulatory Affairs, which reports to the
Deputy Director for Management, reviews agency proposals for new or
revised federal regulations and information collection requirements, For
example, the office acts on 3,000 to 5,000 information collection
requests from agencies per year, reviews about 500 proposed and final
rules each year, and is responsible for calculating the costs and benefits
of all federal reguiations.
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‘We believe that a federal CIO, like agency CIOs, should be primarily
concerned with information resources and technology management.
Indeed, as we testified in October 1997, OMB itself has raised concerns
about agencies in which the CIOs had other major management
responsibilities or in which it was unclear whether the CIOs primary duty
was the information resource management function® Concerns such as
these can only be magnified in the case of a federal CIO, whose
responsibilities would be far broader than an agency CIO’s.

Another concern is whether OMB has sufficient expertise to execute the
myriad responsibilities that would be expected of a federal CIO. For
example, in an April hearing before the House Subcornmittee on
Government Management, Information, and Technology, OMB's Director
stated that the Office of Information and Regulatory Affairs has a wide
range of responsibilities and is “a very heavily worked division.”

“.
onclusions

The challenges associated with the Year 2000 date conversion exemplify
the broader and longer-term challenges that our nation faces in managing
and protecting elements of our computer-supported critical infrastructure.
Consequently, lessons learned in managing the Y2K effort can provide
valuable insights to help the federal government invest wisely in future IT
projects and provide a secure IT environment. Moreover, some of the
concepts used to address the Y2K challenge, such as the importance of
leadership and using disciplined processes, have applications even beyond
I7'to a broad range of management reforms. Many of the efforts
undertaken to manage and remedy the Year 2000 problem have resulted in

ble plans, processes, or i ntories that can be applied to these
ionger-term challenges. However, continuity of focused leadershipata
governmentwide level has not been sustained in the same fashion. As the
federal government moves to fully embrace the digital age and focuses on
electronic government initiatives, such comprehensive and focused
leadership is of paramount importance.

S Chief. ion Officers: ing Strong L ip and an Effective Council (GAO/T-
AIMD-98-22, October 27, 1997).
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Matter for
Congressional
Consideration

To improve federal government information resources and technology
management, address emerging issues, such as e-government, and sustain
the focused attention that was developed to address the Year 2000
challenge, the Congress should consider establishing a formal Chief
Information Officer position for the federal government to provide central
leadership and support. A federal Chief Information Officer could bring
about ways to use IT to better serve the public, facilitate improving access
to government services, and help restore confidence in our national
government. With respect to specific responsibilities, a federal CIO could
be responsible for key functions, such as developing information resources
and technology management policies and standards; overseeing federal
agency IT activities; managing crosscutting issues; ensuring interagency
coordination; serving as the nation’s chief IT spokesman internationally;
and maintaining appropriate partnerships with state, local, and tribal
governments and the private sector.

Agency Comments and
Our Evaluation

In commenting on a draft of this report, OMB agreed that leadership,
coordination, communications, human capital, and funding were keys to
the government’s Y2K success. OMB also agreed that agencies should take
maximum advantage of the benefits derived from Y2K. OMB added that it
believed two other Y2K lessons were noteworthy—the dedication of
federal employees and contractors and an IT marketplace that moved
rapidly to address problems. It also emphasized the value of openness—
sharing best practices and sharing information with the public—which we
address in the report.

‘We acknowledge that there may be other Y2K lessons learned. Our report
highlights key lessons that were brought up by the attendees at the Y2K
Lessons Learned Summit from the executive and legislative branches and
the private sector, as well as those documented by agencies that can be
utilized in addressing other IT challenges. We added to the report, as
appropriate, the lessons noted by OMB.

In further commenting on the draft, OMB agreed that the momentum
generated by the Y2K success can be helpful in addressing the three IT
challenges we address in the report (critical infrastructure and security,
effective use of technology, and large-scale IT investments). However, OMB
also pointed out that it believed that Y2K was a finite problem with a fixed
deadiine and, as such, was much simpler to address than other key IT
management challenges such as security, which involves a rapidly changin;
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technical threat. Moreover, OMB stated that Y2K did not require an
investment in research and development for the longer term, as the
Administration has proposed to address critical infrastructure protection
and security issues. It concluded that the approach that worked to address
the Y2K problem may or may not be the most effective one for addressing
other IT challenges.

We agree that Y2K was a unique and finite management challenge.
Nevertheless, as we discuss in the report, many of the approaches taken to
address the Y2K problem can be used to confront other governmentwide IT
management challenges. In particular, central leadership, namely the Chair
of the President’s Council on Year 2000 Conversion, was effective in
addressing the problem and played a pivotal role in the government’s
success. Just like Y2K, the other IT challenges discussed in our report will
require sustained and focused leadership to be resolved. For example,
regarding critical infrastructure protection, because of the number of
entities involved, leadership will be essential to ensuring that efforts are
(1) coordinated and adequately communicated to individual agency
personnel and (2) appropriately linked with broader computer security
work. In the case of e-government, a CIO could (1) help set priorities for
the federal government, (2) ensure that agencies consider interagency web
site possibilities, including how best to implement portals or central web
access points that provide citizens access to similar government services,
and (3) help establish funding priorities, especially for crosscutting e-
government initiatives.

Regarding our matter for congressional consideration, OMB reiterated its
position that it does not support the establishment of a new office for a
federal CIO. According to OMB, the Administration believes that the
requisite authorities within such an office are already vested in the Deputy
Director for Management. OMB pointed out that the President’s Council on
Year 2000 Conversion was focused on a single issue for a finite period of
time and that the Chair was not a CIO.

‘While the role and responsibility of a federal CIO would likely be broader
than that of the Chair of the President’s Council, many of the
characteristics of this position that proved effective could be carried
forward by a federal CIO. For example, a federal CIO, like the Chair of the
President’s Council, could provide full-time focus and attention to a
specific issue, namely information resources and technology management.
As we discuss in the report, our primary concern with OMB's role in this
area is that the Deputy Director for Management and the Office of
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Information and Regulatory Affairs have many other important duties that
limit the time and attention that can be devoted to information resources
and technology management. Moreover, like the Chair of the President’s
Council, a federal CIO could use his/her position to look beyond the
boundaries of individual programs-or agencies and provide
governmentwide oversight and promote interagency cooperation and
cooperation with partners, such as state and local governments, the private
sector, and foreign governments.

We are sending copies of this report to Senator Fred Thompson, Chairman,
and Senator Joseph 1. Lieberman, Ranking Minority Member, Senate
Committee on Governmental Affairs; Senator Robert F. Bennett and
Senator Christopher J. Dodd, former Chairman and Ranking Minority
Member of the Senate Special Committee on the Year 2000 Technology
Problem; Representative Jim Turner, Ranking Minority Member,
Subcommittee on Government Management, Information and Technology,
House Committee on Government Reform; and Representative

Constance A. Morella, Chairwoman, and James A. Barcia, Ranking Mirority
Member, Subcommittee on Technology, House Committee on Science. In
addition, we are providing copies to the Honorabie Jacob J. Lew, Director,
Office of Management and Budget; the participants in the Y2K lessons
learned conference listed in appendix II; and other interested parties.
Copies will also be made available to others upon request.

If you have any questions on matters discussed in this report, please
contact me at (202) 512-6253 or by e-mail at willemssenj.aimd@gao.gov
Key contributors to this assignment were Linda Lambert and Glenn Spiegel.

Sincerely yours,

5/@% LSl ren

Joel C. Willemssen
Director, Civil Agencies Information Systems
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Timeline of Major Y2K Events

1995 1996
November . March |, Aprit , May , June : July
 First meeting of « OMB requests « House
the federal that agencies’ Subcommitiee
govemment's S-year IRM on Govemment
interagency plans include Management,
working group their Y2K information and
on Y2K. . strategies. Technology
issues first
+ House report card
Subcommittee grading federal
on Government agencies’ Y2K
Management, progress.
Information and
Technology,
Committee on
Govemment
Reform, holds
first
congressional
hearing on the
Y2K problem.
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Timeline of Major Y2K Events

1997
August September October , November , December , January
* Interagency « Federal Acquisition

working group Reguiation
evolves into CIO Counctl, in
Council's Year conjunction with
2000 the CIO Council's
Committee, with Y2K Committee
two objectives: and industry,
reemphasizing issues an interim
1T practices to nule that
ensure that (1) establishes a
mission-critical single definition of
systems work Y2K compliance in
on, before, and executive branch
after 1/1/00 and procurement and
identifying joint (2) generally
efforts to requires agencies
leverage to acquire only
resources for Y2K-compliant
solving the Y2K products and
probiem. services or those

that could be made

Y2K compliant.
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Timeline of Major Y2K Events

1997

February . June July i August I September ; October

» GAQ designates
the Y2K problem
as a high-risk
areq for the
federal
govetment, .

* OMBissues a
broader Y2K
stralsgy.

* OMB issuesits
first

gavemmentwide
progress report
ta the Congress;
it stated that as
of B18/48T, 21
percent of 24
major
departments and
agencies’
mission-critical
systems were
Y2K compiiant.

» GAG issues
enterprise
readiness guide:
Year 2000
Computing
Crisis: An
Assessment
Guide
{GAOIAIMD-
10.1.14),

+ Recognizing that
agenties were
not making
uniform
progress, OMB's
second quarteny
repont places
them inlo three
tiers: 4
agengies were
tier 1 because
they showed
insufficient
evidence of
progress, 12
agendies were
ter 2 because
they showed
evidence of
progress hut
OME had
concems, and 8
agencies were
tier 3 because
they appeared
to be making
sufficient
progress.

Page 46

* Pennsyivania hosts
the first
state/federal
summit, sponsored
by the CIO Council
and the National
Asgociation of
State Information
Resource
Exgcatives.
Participants agree
on initizl steps for
addregsing Y2K
data exchange
issug.
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Timeline of Major Y2K Events

1998
November December January ; February IMamh : Aprit
= OMB + President and « President signs « OMB requires + Senate passes
actelerates two Viee President Exscutive Order smalier S. Res. 208,
govemmentwide discuss the 13073 creating agencies, for he establishing the
target imporance of the President's first time, to Special Committee
milestenes, agencies being Couricil on Year report on their on the Year 2000
muving the date prepared for the 2000 Y2K progress. Technalogy
for sompletion of transiion 1o the Conversion. Problem to study
ranovation up 3 year 2000 ata » OPM designalss the impact of Y2K
rmonths {from Cabinet meeting. . the Y2K problem on e executive
Dacember to an “‘unusuat and judiciat
Saptember gircumstance,” branchas, state
1998) and for allowing govemment, and
implementation agencies to private-sector
up & months temporarily operations in the
{Hrom November 1ehire former United States and
1o March 1895}, foderal abroad.
personngl
without financial  * First monthly
panatty. mesting of the
President's Councit
on Year 2000
Conversion.
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Timeline of Major Y2K Events

1998
May June July — August , September October
U
* House of « President's » GAQ issues * Vice President * Year 2000 Information and
Representatives Coungil, in guidance: Year and President’s i Di Act
I a Year i 2000 C i Council Chair {P.L. 105-271) enacted to
2000 Task Force, with National Crisis: Business mast with promote information-sharing
ired by the 3 Continuity and leaders of among companies testing
Chaiman of the Association, Contingency federal agencies their Y2K renovations.
ittee on first Pianning that according to
Govemnment Y2K Summit {GAO/AIMD- OMB, were « Omnibus Consolidated and
Management, with state and 10.1.19). making Emergency Supplemental
information and U.S. tertitory insufficient Appropriations Act of 1998
Technology, Y2K e GAO hosts progress. {P.L. 105-277) enacted,
Ci i on i appropriating
Govemnment auditor $2.25 billion for civilian
Reform, and the » Department of conference on agencies and $1.7 biliion for
Chairwoman of Justice issues Y2K prablem. the Department of Defense
the Subcommittee abusiness for expenses related to Y2K
on Technology, review letter 1T conversion.
Committee on indicating that
Science. information * With the help of the Smali
sharing by Business Administration, the
* OMB directs tier 1 competitors to Departments of Agriculture
and tier 2 try and solve and Commerce, and other
agencies to report the Y2K federal agencies, the
monthly on their problem did President's Council
Y2K progress. not by itself sponsors the first Nationat
raise an Y2K Action Week to help
« United Nations antitrust issue. businesses, particularly
passes resolution small businesses, make
calling on alt proper Y2K assessments of
nations to prepare important systems and take
critical information steps to prepare
systems for the noncompliant systems for
century date the century change.

change.
The Chair of the President’s

Council directs the Council's
sector working groups to
begin assessing their
sectors.

.
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Appendix I
Timeline of Major Y2K Events

1999
November December January February March : April
* GAO issues » President's o President's * United Nations « President's Council, » President’s Council
guidance: Councif helps. Council issues establishes the in partnership with issues second
Year 2000 United Nations first quarterly Intemational the National quartery
Computing organize first assessment of Y2K Govemors’ assessment of Y2K
Crisis: A meeting of the Y2K status Cooperation Association, status of nation’s
Testing Guide . naticnat Y2K of the nation’s Centerto convenes the major sectors.
(GAO/AIMD- coordinators; major sectors. promote second Year 2000
10.1.21). over 120 strategic Summit with state
countries send + President's cooperation and and LS. territory
representatives. Councit holds action among Y2K coordinators.

ts first govemments,

bimenthly peoples, andthe ¢ OMB's eighth

meeting of its private sector to quarterly report

Senior minimize provides status of

Advisors adverse Y2K state-administered

Group, effects on giobal federal programs for

composed of society and the the first time.

more than 20 economy.

Fortune 500 « OMB designates

ccompany chief lead agencies for 42

executive high-impact federai

officers and programs (later

heads of major
nationa! public-
sector

oorganizations.
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updated to 43).

= With the help of the
Small Business
Administration, the
Departments of
Agriculture and
Commerce, and
other federal
agencies, the
President’s Council
sponsors the
second National
Y2K Action Week 1o
help businesses,
particutarly small
businesses, make
proper Y2K
assessments of
important systems
and take steps to
prepare
noncompliant
systems for the
century change.

* Federal government
goal of completing
'Y2K implementation
by March 1999 is
met by 13 of the 24
major departments
and agencies.
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Appendix 1

Timeline of Major Y2K Events

1999
May June July , August lSeptembsr : October
* OMB requires * President’s » Presidents « President's e President's * GAOissues
agencies to Council convenes Council Council issues Council issues guidance: Year
submit high- hospital supply convenes third quartery 100 Days to 2000 Computing
level business roundtable public safety assessment of YaK: A Challenge: Day
continuity and meeting. roundtable the Y2K status Resource Guide One Pianning and
contingency meeting. of the nation's for Small Operations Guide
plans. » President signs major sectors. Organizations. (GAO/AIMD-
an amendmentto = Year 2000 10.1.22).
. iden ive Order i and .
Council 13073, creating Responsibility Council « President's Council
convenes the Information Act (P.L.106- convenes convenes
phamaceuticat Coordination 37) enacted to chemical education
rounditable Center (ICC) to establish roundtabie roundtabie
meeting. assist the Chair procedures meeting. mesting.
of the President's and limitations
» President's Councit. ICCis for civil actions o President's
Council charged with brought for Councl, in
convenes food making damages partnership with
supply preparations for refating to the the National
roundtable information- Y2K failure of Govemors®
meeting. sharing and any device or Association,
coordination system. convenes third
» President's within the federal Y2K summit with
Counil govemnment and « President's state and U.S.
launches “Y2K key components Councit teritory
Community of the public and convenes coordinators.
Conversations” private sectors, Intemet
initiative to coordinating roundtable « OMB requires
promote locally agency meeting. agendies to submit

organized town
hall meetings
to enable
citizens to hear
trom and ask
questions of
key public and
private service
providers.

assessments of
Y2K emergencies
and, if necessary,
assisting federal
agencies and the
Coungil Chair in
reconstitution
processes.

» United Nations
holds its second
meeting of
national Y2K
coordinators;
over 170
countries send
representatives.

Page 50

day one pians and
rovised high-level
business continuity
and contingency
plans.
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Appendix T
Timeline of Major ¥2K Events

2000
November Decamber January Februaty March Aprit
m
+ President's » OMBannounces  « House Y2K * Boginning * GRO convenes
Gouncll issues hat99.9 Task Forca February 28, Year 2000
Y2K and You percent of the holds final 1CC conducts Lessons
informational federal hearing on the monitoring Leamed
tookiet and govemment's rasuits of the operations for Summit.
personal . mission-critical century leap day
preparedness systems are rollover. roliover. Again  Presidents
checkiist. ¥2K compliant, staffed primarily Council issues
with federai finial report.
* President's « Beginning agency officials,
Counci issues Decemnber 30, it obtains and
{ourth quarterly 16T conducts evaluates
agsessment of 24-hour roltover
YaK status of the monitoring information from
nation's major apemtions for a variety of
sectors. the date rollover sources.
. period. Stafied
Novemment primarily with * Senate Special
~AMS 2 Bron federat agency Committee on
final federal report offirsials, it the Year 2000
card issued by the obigins and Yechnology
House evaiuates Problem issues
Bubcommittee on rollover final repon.
Government information from
Management, a varisty of
Intormation and sources,
Technology. including federal
agencies, states,
localities, kay
private-sector
organizations,
foraign
countries, and
the media.
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Appendix IT

Participants in GAO’s Y2K Lessons Learned
Summit

Janet B. Abrams
Executive Director
President’s Council on Year 2000 Conversion

Kathleen M, Adams
Vice President and Deputy Director, Health Systems
SRA International, Inc.

David Ames
Deputy Chief Information Officer
Departient of State

Senator Robert F. Bennett
Chairman, Special Committee on the Year 2000 Technology Problem
U.S. Senate

Dale Bowen
Director, Online Services
Public Technology, Inc. (PTD

Dr. Gary Christoph

Chief Information Officer

Health Care Financing Administration
Department of Health and Human Services

Richard A. Clarke

National Coordinator for Security, Infrastructure Protection and
Counterterrorism .

National Security Council

Robert Cresanti
Staff Director, Special Committee on the Year 2000 Technology Problem
U.S. Senate

William A. Curtis .
Director for IT Invesiment and Acquisition
Department of Defense/OASD (C31)

Nancy-Ann DeParle

Administrator

Health Care Financing Administration
Department of Health and Human Services
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Appendix I
Participants in GAO’s Y2K Lessons Learned
Summit

Thomas V. Fritz
President and Chief Executive Officer
Private Sector Council

Russell George

Staff Director, Subcommittee on Government Management, Information,
and Technology

Committee on Government Reform

House of Representatives

Clay Hollister
Chief Information Officer
Federal Emergency Management Agency

Chairman Stephen Hom

Subcommittee on Government Management, Information and Technology
Committee on Government Reform

House of Representatives

Cathy Hotka
Vice President, Information Technology
National Retail Federation

John Koskinen
Chair
President’s Council on Year 2000 Conversion

Charles Madine
Senior Computer Consultant on Y2K
Federal Reserve System

Shirley Malia
Critical Infrastructure Assurance Office
Chair, Chief Information Officers Council's Year 2000 Committee

Chairwoman Constance A. Morella
Subcommittee on Technology
Committee on Science

House of Representatives
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Appendix 11
Participants in GAQ's Y2K Lessons Learned
Suramit

Matt Ryan

Senior Policy Adviser

Subcommittee on Government Management, Information and Technology
Committee on Government Reform

House of Representatives

Ed Springer
Senior Policy Analyst
Office of Management and Budget

Cynthia M. Warner
Director, Strategic IT Issues Division
General Services Administration

Benjaruin H. Wu

Professional Staff Member
Subcommittee on Technology
Committee on Science

House of Representatives
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GAO Reports and Testimony Statements
pddressing the Year 2000 Computing

Challenge

Social Security Adnunistration: Year 2000 Readiness Efforts Helped Ensure
Century Rollover and Leap Year Success(GAQ/AIMD-00-125, April 19,
2000)

Year 2000 Computing Challenge: Leadership and Partnerships Result in
Limited Rollover Disruptions (GAQ/F-AIMD-00-70, January 27, 2000}

Computer Security: FAA Needs to Improve Controls Over Use of Foreign
Nationals to Remediate and Review Software{GAO/ATMD-00-55,
December 23, 1999)

Year 2000: Insurance Regulators Have Accelerated Oversight, but Some
Gaps Remain (GAO/GGD-00-42, December 20, 1999)

Year 2000 Computing Challenge: Readiness of FBI's National Instant
Criminal Background Check System Can Be Improved (GAO/AIMD/GGD-
00-48, December 16, 1999)

Defense Computers: U.S. Space Conmunand’s Management of Its Year 2000
Operational Testing (GAQ/AIMD-00-30, November 15, 1899)

Defense Computers: U.S. Transportation Command’s Management of Y2K
Operational Testing (GAO/AIMD-00-21, November 15, 1999)

Year 2000 Computing Challenge: Noteworthy Improvements in Readiness
But Vulnerabilities Remain (GAO/T-AIMD-00-37, November 4, 1999)

Year 2000 Computing Chalk Federal Busij Continuity and
Contingency Plans and Day One Strategies(GAQ/T-AIMD-00-40,
October 28, 1999)

Year 2000 Computing Chall Financial Manag t Service Has
Established Effective Year 2000 Testing Controls(GAQ/AIMD-00-24,
October 29, 1999)

Year 2000 Computing Challenge: Update on the Readiness of the
Department of Veterans Affairs (GAO/T-AIMD-00-39, October 28, 1999)

Reported Y2K Readiness of State Employment Security Agencies’

Unemployment Insurance Benefits and Tax Systems(GAO/AIMD-00-28R,
October 28, 1999)
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Appendix TH

GAO Reports and Testimony Statements
Addressing the Year 2000 Computing
Challenge

Year 2000 Computing Challenge: Nuclear Power Industry Reported Nearly
Ready; More Reduction Measures Can Be Taken(GAO/T-AIMD-00-27,
October 26, 1999)

Year 2000 Computing Challenge: FBI Needs to Complete Business
Continuity Plans (GAO/AIMD-00-11, October 22, 1999)

Year 2000 Computing Chall Compliance Status Information on

Biomedical Equipment (GAQ/T-AIMD-00-26, October 21, 1999)

Year 2000 Computing Challenge: State and USAID Need to Strengthen

B C ity Planning (GAO/T-AIMD-00-25, October 21, 1999)

Defense Computers: DOD Y2K Functional End-to-End Testing Progress and
Test Event Management (GAO/AIMD-00-12, October 18, 1999) ’

Year 2000 Computing Challenge: DEA Has Developed Plans and
Established Controls for Busi Continuity F ing (GAO/AIMD-00-8,
October 14, 1999)

Year 2000 Computing Challenge: Readiness of Key State-Administered
Federal Programs (GAO/T-AIMD-00-9, October 6, 1999)

Reported Medicaid Year 2000 Readiness(GAG/AIMD-00-22R, October b,
1999)

Critical Infrastructure Protection: Comprehensive Strategy Can Draw on
Year 20060 Experiences(GAO/AIMD-00-1, October 1, 1999}

YZK Computing Chall Day One Planning and Operations Guide
(GAO/AIMD-10.1.22, October 1899)

Year 2000 Computing Crisis: Readiness of the Telecommunications
Industry (GAO/AIMD-99-293, September 30, 1999)

Year 2000 Computing Challenge: Readiness of USDA High-Impact Programs
Improving, But More Action Is Needed (GAO/AIMD-99-284, September 30,
1999y

Year 2000 Computing Challenge: HCFA Action Needed to Address
Remaining Medicare Issues(GAO/T-AIMD-99-299, September 27, 1999)
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Appendix I

GAOQ Reports and Testimony Statements
Addressing the Year 2000 Computing
Challenge

Year 2000 Computing Challenge: Status of the District of Columbia’s Efforts
to Renovate Systems and Develop Contingency and Continuity Plans
(GAQ/T-AIMD-99-297, September 24, 1999)

Year 2000 Computing Challenge: The District of Columbia Cannot Reliably
Track Y2K Costs (GAO/T-AIMD-93-298, September 24, 1099)

Reported Year 2000 (Y2K) Readiness Status of 25 Large School Districts
{GAO/AIMD-99-296R, September 21, 1999)

IRS' Year 2000 Efforts: Actions Are Under Way to Help Ensure That
Contingency Plans Are Complete and Cornsistent (GAO/GGD-99-176,
September 14, 1899)

Year 2000 Computing Challenge: FAA Continues to Make Important Strides,
But Vulnerabilities Remain (GAO/T-AIMD-99-285, September 9, 1999)

Year 2000 Computing Challenge: SBA Needs to Strengthen Systems Testing
to Ensure Readiness (GAO/AIMD-99-265, August 27, 1999)

Nuclear Weapons: Year 2000 Status of the Nation'’s Nuclear Weapons
Stockpile (GAO/RCED-99-272R, August 20, 19989)
Year 2000 Computing Challenge: Readiness B ing Yot Essential
Actions Remain to Ensure Delivery of Critical Services(GAO/T-AIMD-
99-268, August 17, 1999)

Year 2000 Computing Challenge: Important Progress Made, But Much Work
Remains to Avold Disruption of Critical Services (GAO/T-ATMD-99-267,
August 14, 1999)

Year 2600 Computing Challenge: Important Progress Made, Yet Much Work
Remains to Ensure Delivery of Critical Services(GAO/T-AIMD-89-2686,
August 13, 1999)

Year 2000 Computing Challenge: Agencies’ Reporting of Mission-Critical
Classified Systems (GAO/AIMD-99-218, August 5, 1999)

Social Security Administration: Update on Year 2000 and Other Key
Information Technolegy Initiatives (GAO/T-AIMD-99-258, July 29, 1999)
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Appendix X1

GAO Reports and Testimony Statements
Addressing the Year 2000 Computing
Chalienge

Year 2000 Computing Crisis: Status of Medicare Providers Unkmown
(GAG/AIMD-99-243, July 28, 1999)

Reported Y2K status of the 2! Largest U.S. Cities(GAO/ATMD-99-246R,
July 15, 1999

Year 2060 Computing Chatlenge: Federal Efforts to Ensure Continved
Delivery of Key State-Administered Benefits(GAO/T-AIMD-09-241, July 15,
1989)

Emergency and State and Local Law Enforcement Systems: Committee
Questions Concerning Year 2000 Challenges(GAO/AIMD-89-247R, July 14,
1999}

Year 2000 Computing Challenge: Important Progress Made, Yet Much Work
Remains to Avoid Disruption of Critical Services (GAQ/T-AIMD-99-234,
July 9, 1999)

Year 2000 Computing Challenge: Readiness Improving Yet Avoiding .
Disruption of Critical Services Will Require Additional Work (GAO/T-ATMD-
99-233, July 8, 1999)

Year 2000 Computing Challenge: Readiness Improving But Much Work
Remains to Avoid Disruption of Critical Services (GAO/T-AIMD-99-232,
July 7, 1898)

fense Comp M ¢ Controls Are Critical to Effective Year
2000 Testing (GAO/ATMD-99-172, June 30, 1989)

Year 2000 Computing Crisis: Customs Is Making Good Progress (GAO/T-
ATMD-99-225, June 29, 1899)

Year 2000 Computing Challenge: Delivery of Key Benefits Hinges on States’
Achieving Compliance (GAQO/T-AIMD/GGD-99-221, June 23, 1999)

Year 2000 Computing Chall E: d Costs, Planned Uses of
Emergency Funding, and Future Implications(GAO/T-AIMD-99-214,
June 22, 1999)

GSA’s Effort to Develop Year 2000 Busi Continuity and Contingeney
Plans for Telecc ications Sy (GAO/AIMD-99-201R, June 18,
1908)
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GAO Reports and Testimony Statements
ing the Year 2000 C:

Challenge

Year 2000 Computing Crisis: Actions Needed to Ensure Continued Delivery
of Veterans Benefits and Health Care Services(GAG/AIMD-99-190R,
June 11, 1999)

Year 2000 Computing Challenge: Concerns About Compliance Information
on Biomedicai Equipment (GAO/T-AIMD-99-208, June 10, 1999)

Year 2000 Computing Challenge: Much Biomedical Equipment Status
Information Available, Yet Concerns Remain (GAO/T-ATMD-85-197, May 25,
1999)

Year 2000 Computing Challenge: OPM Has Made Progress on Business
Continuity Planning (GAO/GGD-09-66, May 24, 1999)

VA Y2K Challenges: Responses to Post-Testimony Questions (GAO/AIMD-
99-199R, May 24, 1999)

Year 2000 Computing Crisis: USDA Needs to Accelerate Time Frames for
Completing Contingency Planning (GAO/ATMD-99-178, May 21, 1999)

Year 2000 Computing Crisis: Readiness of the Oil and Gas Industries
(GAO/AIMD-99-162, May 19, 1999)

Year 2000 Computing Challenge: Time Issues Affecting the Global
Positioning System (GAO/T-AIMD-99-187, May 12, 1999)

Year 2000 Computing Challenge: Education Taking Needed Actions But
Work Remains (GAO/T-AIMD-09-180, May 12, 1699)

Year 2000 Computing Challenge: Labor Has Progressed But Selected
Systems Remain at Risk(GAO/T-AIMD-98-179, May 12, 1909)

Year 2000: State Ii e Regulators Face Chall in Determining
Indusiry Readiness (GAO/GGD-99-87, April 30, 1999)

Year 2000 Computing Challenge: Status of Emergency and State and Local
Law Enforcement Systems Is Still Unknown (GAO/T-AIMD-99-163, April 29,
1999)

Year 2000 Computing Crisis: Costs and Planned Use of Emergency Funds
(GAO/AIMD-99-154, April 28, 1999)
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Appendix I

‘GAO Reports and Testimony Statements
Addressing the Year 2000 Computing
Challenge

Year 2000: Financial Institution and Regulatory Efforts to Address
International Risks (GAO/GGD-99-62, April 27, 1999)

Year 2000 Computing Crisis: Readiness of Medicare and the Health Care
Sector (GAO/T-AIMD-99-160, April 27, 1999)

U.S. Postal Service: Subcommittee Questions Concerning Year 2000
Challenges Facing the Service (GAO/AIMD-99-150R, April 23, 1999)

Year 2000 Computing Crisis: Status of the Water Industry (GAO/AIMD-
99-151, April 21, 1999)

Year 2000 Computing Crisis: Key Actions Remain to Ensure Delivery of
Veterans Benefits and Health Services(GAO/T-AIMD-99-152, April 20, 1999)

Year 2000 Computing Crisis: Readiness Improving But Much Work Remains
to Ensure Delivery of Critical Services(GAO/T-AIMD-99-149, April 19, 1899)

Year 2000 Computing Crisis: Action Needed to Ensure Continued Delivery
of Veterans Benefits and Health Care Services(GAO/T-AIMD-99-136,
April 15, 1999)

Year 2000 Computing Challenge: Federal Government Making Progress But
Critical Issues Must Still Be Addressed to Minimize Disruptions (GAO/T-
AIMD-99-144, April 14, 1999)

Year 2000 Computing Crisis: Additional Work Remains to Ensure Delivery
of Critical Services (GAO/T-AIMD-99-143, April 13, 1999)

Tax Administration: IRS’ Fiscal Year 2000 Budget Request and 1999 Tax
Filing Season (GAO/T-GGD/AIMD-99-140, April 13, 1999)

Year 2000 Computing Crisis: Federal Reserve Has Established Effective
Year 2000 Management Controls for Internal Systems Conversion
(GAO/AIMD-99-78, April 9, 1999)

Year 2000 Computing Crisis: Readiness of the Electric Power Industry
(GAO/AIMD-99-114, April 6, 1999)

Year 2000 Computing Crisis: Customs Has Established Effective Year 2000
Program Controls (GAO/AIMD-99-37, March 29, 1999)
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GAO Reports and Testimony Statements
A ing the Year 2006 C. ¥

Challenge

Year 2000 Computing Crisis: FAA Is Making Progress But Important
Challenges Remain (GAO/T-AIMD/RCED-88-118, March 15, 1889)

Insurance Industry: Regulators Are Less Active in Encouraging and
Validating Year 2000 Preparedness{GAQ/T-GGD-99-56, March 11, 1980)

Year 2000 Computing Crisis: Defense Has Made Progress, But Additional
Management Controls Are Needed (GAO/T-AIMD-99-101, March 2, 19989)

Year 2000 Computing Crisis: Readiness Status of the Department of Health
and Human Services (GAO/T-AIMD-09-92, February 26, 1999)

Defense Information Manag Continuing Impl ion Chall
Highlight the Need for Improvement (GAO/T-AIMD-99-93, February 25,
1999)

IRS’ Year 2000 Efforts: Status and Remaining Challenges(GAO/T-GGD-
99-35, February 24, 1999)

Department of Commerce: National Weather Service Modernization and
NOAA Fleet Issues (GAO/T-AIMD/GGD-99-97, February 24, 1989)

Year 2000 Computing Crisis: Medicare and the Delivery of Health Services
Are at Risk (GAO/T-AIMD-99-89, February 24, 1968)

Year 2000 Computing Crisis: Readiness of State Automated Systems That
Support Federal Human Services Programs(GAO/T-AIMD-89-91,
February 24, 1999)

Year 2000 Computing Crisis: Customs Is Effectively Managing Its Year 2000
Program (GAO/T-FATMD-98-85, February 24, 1909)

Year 2000 Computing Crisis: Update on the Readiness of the Social Security
Administration (GAO/T-AIMD-99-90, February 24, 1999)

Year 2000 Computing Crisis: Challenges Still Facing the U.S. Postal Service
(GAO/T-AIMD-99-86, February 23, 1999)

Year 2000 Computing Crisis: The District of Columbia Remains Behind
Schedule (GAO'T-AIMD-99-84, February 19, 1999)

High-Risk Series: An Update (GAO/HR-99-1, January 1999)
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GAO Reporis and Testimony Statements
ing the Year 2000 C

Challenge

Year 2000 Computing Crisis: Status of Airports’ Efforts to Deal With Date
Change Problem (GAO/RCED/AIMD-98-57, January 29, 1899

Defense Computers: DOD’s Plan for Execution of Simulated Year 2000
Exercises (GAG/AIMD-99-52R, January 29, 1959)

Year 2000 Computing Crisis: Status of Bureau of Prisons’ Year 2000 Efforts
(GAO/AIMD-99-23, January 27, 1999}

Year 2000 Computing Crisis: Readiness Improving, But Much Work
Remains to Avoid Major Disruptions (GAO/T-AIMD-99-50, January 20, 1999)

Year 2000 Computing Challenge: Readiness Improving, But Critical Risks
Remain (GAO/T-AIMD-99-49, January 20, 1999)

Status Information: FAAs Year 2000 Business Continuity and Contingency
Planning Efforts Are Ongoing (GAO/AINMD-99-40R, Decernber 4, 1998)

Year 2000 Computing Crisis: A Testing Guide (GAO/AIMD-10.1.21,
HNovember 1998)

Year 2000 Computing Crisis: Readiness of State Automated Systems o
Support Federa! Welfare Programs(GAO/ATMD-99-28, November 6, 1998)

Year 2000 Computing Crisis: Status of Efforts to Deal With Personnel Issues
(GAO/AIMD/GGD-99-14, October 22, 1998)

Year 2000 Computing Crisis: Updated Siatus of Department of Education’s
Information Systems (GAO/T-AIMD-88-8, October 8, 1998)

Year 2000 Computing Crisis: The District of Columbia Faces Tr: dou
Challenges in Ensuring That Vital Services Are Not Disrupted{GAO/T-
AIMD-994, October 2, 1998)

Medicare Computer Systems: Year 2000 Challenges Put Benefits and
Services in Jeopardy (GAO/AIMD-08-284, September 28, 1998)

Year 2000 Computing Crisis: Leadership Needed to Collect and Disseminate

Critical Biomedical Equipment Information (GAO/T-AIMD-88-310,
September 24, 1998)
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GAQ Reports and Testimony Statements
Addressing the Year 2000 Computing
Challenge

Year 2000 Computing Crisis: Compliance Status of Many Biomedical
Equipment Items Still Unknown (GAQ/AIMD-98-240, September 18, 1998)

Year 2000 Computing Crisis: Significant Risks Remain to Department of
Education’s Student Financial Aid Systems (GAO/T-AIMD-98-302,
September 17, 1898)

Year 2000 Computing Crisis: Progress Made at Department of Labor, But
Key Systems at Risk (GAO/T-AIMD-98-303, September 17, 1998)

Year 2000 Computing Crisis: Federal Depository Institution Regulators Are
Making Progress, But Challenges Remain (GAQ/T-AIMD-98-305,
September 17, 1998}

Year 2000 Computing Crisis: Federal Reserve Is Acting to Ensure Financial
Institutions Are Fixing Systems But Chalienges Remain (GACO/AIMD-
98-248, September 17, 1998)

Responses to Questions on FAA’s Computer Security and Year 2000
Program {GAO/ATMD-98-301R, September 14, 1998}

Year 2000 Computing Crisis: Severity of Problem Calls for Strong
Leadership and Effective Partnerships (GAO/T-AIMD-98-278, Septernber 3,
1998)

Year 2000 Computing Crisis: Strong Leadership and Effective Partnerships
Needed to Reducc Likelihood of Adverse Impact(GAQ/T-AIMD-98-277,
September 2, 1998)

Year 2000 Computing Crisis: Strong Leadership and Effective Partnerships
Needed to Mitigate Risks (GAO/T-AIMD-28-276, September 1, 1998)

Year 2000 Computing Crisis: State Department Needs To Make
Pundamental Improvements To Its Year 2000 Program{GAQ/ATMD-08-162,
August 28, 1998)

Year 2000 Computing: EFT 99 Is Not Expected to Affect Year 2000
Remediation Efforts (GAO/AIMD-98-272R, August 28, 1998)

Year 2000 Computing Crisis: Progress Made in Compliance of VA Systems,
But Concerns Remain (GAO/ATMD-98-237, August 21, 1998)
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Appendiv 111
GAQ Reports and Testimony Statentents
Addressing the Yoar 2000 Computing
Challenge

Year 2000 Computing Crisis: Avoiding Major Disruptions Will Require
Strong Leadership and Effective Parmerships (GAO/T-AIMD-98-267,
August 19, 1998)

Year 2000 Computing Crisis: Strong Leadership and Partnerships Needed to
Address Risk of Major Disruptions (GAO/T-AIMD-98-266, August 17, 1898)

Year 2000 Computing Crisis: Strong L hip and Partnerships Needed to
Mitigate Risk of Major Disruptions (GAO/T-AIMD-98-262, August 13, 1998)

FAA Systems: Serious Challenges Remain in Resolving Year 2000 and
Computer Security Problems (GAO/T-AIMD-98-251, August 6, 1998)

Year 2000 Computing Crisis: Business Continuity and Contingency Planning
(GAO/AIMD-10.1.19, August 1998)

Internal Revenue Service: Impact of the IRS Restructuring and Reform Act
on Year 2000 Efforts (GAO/GGD-98-158R, August 4, 1998)

Social Security Administration: Subcommittee Questions Concerning
Information Technology Challenges Facing the Commissioner
(GAG/AIMD-98-235R, July 10, 1998)

Year 2000 Gomputing Crisis: Actions Needed on Electronic Data Exchanges
(GAO/AIMD-98-124, July 1, 1998)

Defense Computers: Year 2000 Corputer Problems Put Navy Operations at
Risk (GAO/AIMD-98-150, June 30, 1998)

Year 2000 Computing Crisis: Testing and Other Challenges Confronting
Federal Agencies(GAO/T-AIMD-98-218, June 22, 1998)

Year 2000 Computing Crisis: Telecc ications Readi Critical, Yet
Overal! Status Largely Unknown (GAG/T-AIMD-98-212, June 16, 1998)

GAOQ Views on Year 2000 Testing Metrics(GAQ/AIMD-98-21 7R, June 18,
1908)

IRS’ Year 2000 Efforts: Business Continuity Planning Needed for Potential
Year 2000 System Failures (GAO/GGD-98-138, June 15, 1998)
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GAD Reports and Testimony Statements
Addressing the Year 2000 Computing
Challenge

Year 2000 Computing Crisis: Actions Must Be Taken Now to Address Slow
Pace of Federal Progress (GAO/T-ATMD-98-205, June 10, 1998)

Defense Computers: Army Needs to Greatly Strengthen Its Year 2000
Program (GAQ/AIMD-98-53, May 29, 1998)

Year 2000 Computing Crisis: USDA Faces Tremendous Challenges in
Ensuring That Vital Public Services Are Not Disrupted (GAO/T-AIMD-
98-167, May 14, 1998)

Securities Pricing: Actions Needed for Conversion to Decimals{GAO/T-
GGD-98-121, May 8, 1998)

Year 2000 Computing Crisis: Continuing Risks of Disruption to Social
Security, Medicare, and Treasury Programs(GAO/T-AIMD-98-161, May 7,
1998)

IRS’ Year 2000 Efforts: Status and Risks(GAO/T-GGD-98-123 May 7, 1998)
Alr Traffic Controk: FAA Plans to Replace Jts Host Computer System
Because Future Availability Cannot Be Assured(GAQ/AIMD-98-138R,

May 1, 1998)

Year 2000 Computing Crisis: Potential for Widespread Disruption Calls for
Strong Leadership and Partnerships (GAG/AIMD-98-85, April 30, 1998)

Defense Comﬁzitexs: Year 2000 Comp Problems Threaten DOD
Operations (GAO/AIMD-98-72, April 30, 1998)

Department of the Interior: Year 2000 Computing Crisis Presents Risk of
Disruption to Key Operations (GAO/T-AIMD-98-149, April 22, 1998)

Tax Administration: IRS’ Fiscal Year 1999 Budget Request and Fiscal Year
1998 Filing Season (GAO/T-GGD/AIMD-98-114, March 31, 1998)

Year 2000 Computing Crisis: Strong Leadership Needed to Avoid Disruption
of Essential Services (GAQ/T-AIMD-98-117, March 24, 1998)

Year 2000 Computing Crisis: Federal Regulatory Efforts to Ensure Financial

Institution Systems Are Year 2000 Compliant (GAO/T-AIMD-98-118,
March 24, 1998)
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GAQ Reports and Testimony Stateraents
A ing the Year 2000 C i
Challenge

Year 2000 Computing Crisis: Office of Thrift Supervision’s Efforts to Ensure
Thrift Systems Are Year 2000 Compliant (GAO/T-AIMD-98-102, March 18,
1998)

Year 2000 Computing Crisis: Strong Leadership and Effective Public/Private
Cooperation Needed to Avoid Major Disruptions (GAC/T-AIMD-88-101,
March 18, 1998)

Post-Hearing Questions on the Federal Deposit Insurance Corporation’s
Year 2000 (Y2K) Preparedness(AIMD-98-108R, March 18, 1998)

SEC Year 2000 Report; Future Reports Could Provide More Detailed
Information (GAO/GGD/AIMD-88-51, March 6, 1998)

Year 2000 Readiness: NRCs Proposed Approach Regarding Nuclear
Powerplants (GAO/AIMD-98-90R, March 6, 1998)

Year 2600 Computing Crisis: Federal Deposit Insurance Corporation’s
Efforts to Ensure Bank Systems Are Year 2000 Compliant(GAO/T-AIMD-
98-73, February 10, 1998)

Year 2000 Computing Crisis: FAA Must Act Quickly to Prevent Systems
Failures (GAO/T-AIMD-98-63, February 4, 1998)

FAA Computer Systems: Limited Progress on Year 2000 Issue Increases
Risk Drarmatically (GAO/AIMD-98-45, January 30, 1998)

Defense Computers: Air Force Needs to Strengthen Year 2000 Oversight
(GAQ/AIMD-98-35, January 16, 1998)

Year 2000 Computing Crisis: Actions Needed to Address Credit Union
Systems’ Year 2000 Problem (GAO/AIMD-98-48, January 7, 1998)

Ve Health Admini: ion Facility - Some Progress Made In
Ensuring Year 2000 Compliance, But Chali Remai
{GAOQ/AIMD-98-31R, November 7, 1987}

Year 2000 Computing Crisis: National Credit Union Administration’s Efforts
to Ensure Credit Union Systems Are Year 2000 Compliant
(GAO/T-AIMD-98-20, October 22, 1997)
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‘GAO Reports and Testimony Statements
Addressing the Year 2000 Computing
Challenge

Social Security Administration: Significant Progress Made in Year 2000
Effort, But Key Risks Remain (GAO/AIMD-98-6, October 22, 1997)

Defense Computers: Technical Support Is Key to Naval Supply Year 2000
Success (GAO/AIMD-98-TR, October 21, 1997)

Defense Computers: LSSC Needs to Corifront Significant Year 2000 Issues
(GAO/AIMD-97-149, September 26, 1997)

Veterans Affairs Computer Systems: Action Underway Yet Much Work
Remains To Resolve Year 2000 Crisis(GAO/T-AIMD-97-174, September 25,
1997)

Year 2000 Computing Crisis: Success Depends Upon Strong Management
and Structured Approach (GAO/T-AIMD-97-173, September 25, 1997)

Year 2000 Computing Crisis: An Assessment Guide (GAO/AIMD-10.1.14,
September 1997)

Defense Computers: SSG Needs to Sustain Year 2000 Progress
(GAO/AIMD-97-120R, August 19, 1997)

Defe Comp Improve s to DOD S, Inventory Needed for
Year 2000 Effort (GAO/AIMD-97-112, August 13, 1997)

Defense Computers: Issues Confronting DLA in Addressing Year 2000
Problems (GAO/AIMD-97-106, August 12, 1997)

Defense Computers: DFAS Faces Challenges in Solving the Year 2000
Problem (GAO/AIMD-97-117, August 11, 1897)

Year 2000 Computing Crisis: Time Is Running Out for Federal Agencies to
Prepare for the New Millennium (GAO/T-AIMD-97-129, July 10, 1997)

Veterans Benefits Computer Systems: Uninterrupted Delivery of Benefits
Depends on Timely Correction of Year-2000 Problems
(GAO/T-AIMD-97-114, June 26, 1997)

Veterans Benefits Computer Systems: Risks of VBA's Year-2000 Efforts
(GAO/AIMD-97-79, May 30, 1997)
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GAU Reports and Testimony Statements
Adi ing the Year 2000 C. i
Chalienge

Medicare Transaction System: Success Depends Upon Correcting Critical
Managerial and Technical Weaknesses(GAO/AIMD-97-78, May 16, 1907)

Medicare Tr: tion Sy : Serious M: ial and Technical
Weaknesses Threaten Modernization (GAO/T-AIMD-97-91, May 16, 1997)

Year 2000 Computing Crisis: Risk of Serious Disruption to Essential
Government Functions Calls for Agency Action Now(GAO/T-AIMD-97-52,
February 27, 1997)

Year 2000 Computing Crisis: Strong Leadership Today Needed To Prevent
Future Disruption of Government Services (GAO/T-AIMD-97-51,
February 24, 1887)

High-Risk Series: Information Management and Techuology(GAO/HR-97-9,
February 1997)
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Appendix IV
Comments From the Office of Management
ind Budget

WASHINGTON, DE. 20502

R . EXECUTIVE OFFICE QF THE PRESIDENT
%E OFFICE OF MANAGEMENT AND BUDGET
%Q v

DEPUTY DIRECTOR
FOR MARAGEMENT

September 3, 2000

Mr. Jeffery C. Steinhoff’

Assistant Comptrotier General

United States General Accounting Office
Washington, D.C. 20548

Dear Mr. Steinhoff:

Thxs is in Tesponse 10 your lerer a{ August 17, 2000 which fmwar&ed adraft report mnt!ed

mputing Ch: s Learned Can Other Managemen
Cha]}gm:s"(GAOlAIMD—OO 290). Having led the Execative Branch 's effort to address |he YK
probiem in Federal systems and programs, we read the drafl repon with great interest. There is no
question that ing the year 2000 ing challenge was a major test of the
Federal government and mdeﬂd the nation. [t was one of Lhcmosl complex msnagemml
chatienges the Federa! government has ever faced, and it ad
for aur economy, and for all organizations large and small.

We agree with the draft report that leadership and and ication were key
elements in the success of the YZK effort. This is particularly true within the Federat
govemment. Certainly it was essential 10 the success of the Y2K effort that the Exccutive branch
worked closely with the Congress and your Dffice. This was alse true in establishing the
measures of progress we used in tracking our efforts. I was alsc critical that we coordinated our
efforts with State, local and tribal governments as well as the private sector and intermationally.
As the enomnity of the Y2X challenge became apparent, the President createx] his project team,
the Year 2000 Conversion Council, to address it. As the draft report describes, the Council
communicated and coordinated with all sectors of the econorny that could be affected by the
problem, effectively motivating and assisting their efforts. We also agree that assuring human
capital and adequate funding were essential 1o the success of the effort.

We are pleased that the GAO found benefits from the Y2K effort other than the primary onc of
assuring a smooth and uneventful rolldate, and sgree that agencies shoald take maximum
advantage of such benefits. We note, however, that the effort was undentaken with the single
purpose of fixing the Y2K problem regardless of any such secondary benefits.

We also agree that the momentum from the Y2K success ¢an be heipful in addressing the three
other management chailenges that are described in the report. in applying lessons learned from
the Y2K effors, howaves, we should recognize what it was ~ the Y2K effort was a project focused
on fixing  finite problem which had a fixed, unmovable deadline. It was a vast management
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challenge, but it did not involve difficult technical challenges. Over the course of the effort. our
wndersianding ofhow the problem might manifest itself grew, but the nawre of the technical
probiem did not chenge, In this sense the problem was benign and thus much simpler than other
ey IT challenges, such as the problem of assuring effective computer security which invoives 2
rapidly changing technical threat. Similarly, in the Y2K. project there was no need to invest in
research and development for the longet term. However, because of the changing technical threat,
critical infrastructure protection and computer security need such investment, and we proposed
$606 million in the President’s FY 2001 budget for it. Thus the approach that worked for the
Y2K problem may or may not be the most effective ane: for addressing those other chatfenges.
Rather, we must address each of the three management challenges in its own context.

We also note that while the report identifies several key lessons to be learned from the Y2K effort,
there were several other lessons that should be noted:

First and foremost is the lesson that we have many dedicated employees and contractors who were
willing to go beyond their normal duties and responsibilities to tackle the problem. While we at
OMB contributed to the success of the effort, we did not change one line of code or fix one
system. The heroes of the Y2K effort are the technicians who warked long and hard
implementing fixes to and testing the thousands of systems that we depend upon. Qur role, and
that of agency headquarters staff was to provide leadership and assistance to those workers - but
credit for the success of efforts to fix the problem in Federal systems belongs to therm.

A second Jesson is that there is a robust & i ol iace that, given a problem
will move rapidly to address it. Early in the effort, most thought thut there would not be enough
technicians available to fix all of the lines of code in &li of the systems that nesded to be fixed.
However, onee the problem 1o be solved was recognized, products began to appear inthe
marketplace to patially sutamate its solution. Ultimately those products were improved and they
improved worker productivity from hundreds of lines of code & day to the potential to do maore
than a million a day. The result was that vather than having a shortage of technicians to fix code,
there was an abundance. ¥ might add that such tools were invaluable to those who started fate on
the problem, such as those overseas, in being able to fix the problem on time.

Another lesson feamed, which is briefly aliuded to in the report, is the value of openness. The
year 2000 problem affected all Federal agencies as well as all States and most Pprivata sector
organizations. Sharing best practices in managing the problem as well as technical information
was quite helpful 1o all involved. But beyond that, the President’s Y2K. Council openly shared al)
information it bad conceming the problem and progress in addressing it with the public. Armed
with that information, the public did not over-react in proparing for the roltover.

Finaly, the report suggests that the Congress consider the establishment of a Federal CIO to
address the other IT management challenges mentioned in the report. As the draft report notes,
OMB has ot supported creating a new office for this purpose. The Administration believes that,
as Congress recognized in the Clinger-Cohen Act, the regquisite authorities such an office should
have are already vested in the Deputy Director for Management in OMB. The success of the Y2K.
does not suggest otherwise. The President’s Y2K Cauncil was focused on 2 single issuc fora
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finite period of time, and the Chair of the Council was not a CIO. He was selected largely for his
managerial, not his technology, expertise, having just stepped down as OMB'’s Deputy Director
for Management.

| should also note that, while the Council had oversight of efforts to address the totality of the
Y2K problem, OMB was in charge of efforts to address the problem in Federal programs and
systems. We did that by cresting a team of several individuals who worked for the Deputy
Director for Management. Those individuals are now working on other activities, including the
management challenges identified in the draft report, and as the Deputy Director for Management,
1 remain responsible to the Director for leadership in Federal information resources and

‘Thank you for the opportunity to comment on the draft report. look forward to our continued
close working relationship on this and other matters.

Sincerely,
Saagates

Sally Katzen
Deputy Director for Management
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Mr. HORN. We thank you very much for the usual fine analysis
by the General Accounting Office.

We now move to Mr. Jim Flyzik, the Deputy Assistant Secretary,
Information Systems and the Chief Information Officer for the De-
partment of the Treasury, and he’s here in that role as well as
being vice chairman, Chief Information Officers Council. And we
are particularly interested through you as to the views the Chief
Information Officers have on these matters.

Mr. Flyzik.

STATEMENT OF JIM FLYZIK, DEPUTY ASSISTANT SECRETARY,
INFORMATION SYSTEMS, CHIEF INFORMATION OFFICER,
U.S. DEPARTMENT OF THE TREASURY, VICE CHAIRMAN,
CHIEF INFORMATION OFFICERS COUNCIL

Mr. FLyzIK. Thank you, Mr. Chairman, Mr. Turner, Mr. Davis,
and members of the subcommittee. I appreciate the opportunity to
appear today to discuss the concept of a Federal Chief Information
Officer. I would like to first thank the chairman and the other
members of the subcommittee for your continued support and inter-
est in the improvement of information technology performance and
accountability in the Federal Government.

I have served as the vice chair of the Federal CIO Council since
1998, where I play a key role in the direction of information tech-
nology for the Federal Government. In performing my jobs, I have
witnessed the growth of online services changing the way cus-
tomers expect to interact with their government. Citizens now want
to use technology to access the government and its services at a
time and a location that is convenient to them. It is no longer ac-
ceptable to have a 9 by 5 government. Kiosks, the Internet and
voice technologies are just a few examples of the many technologies
that exist to provide a fully interactive government to our citizens
based on their terms.

Due to factors including the Clinger-Cohen legislation, the work
of the Federal CIO Council, the year 2000 success and the growth
of the Internet and e-commerce, the role of the Federal CIO is pro-
gressing into a peer with senior management. I appeared before
this subcommittee in March to discuss the differences in the role
of a CIO in the public and private sectors. Attention is now turning
to the future potential and growth of Federal CIOs. One option
under discussion is creation of a new Federal CIO within the Exec-
utive Office of the President.

In regard to this question, the subcommittee presented me with
six questions which I would like to briefly address. Should there be
a Federal CIO and, if so, how should it assist the Federal Govern-
ment in managing information technology? The attention and de-
bate now surrounding this question is quite timely. As we progress
to a new administration we must envision the government in an
interconnected digital world. My opinion of whether a new position
of Federal CIO is a good idea would depend on how the position
would be implemented and empowered. A major constraint to the
pace of IT advancement in government has been the skirmishes
over centralization versus decentralization, not lack of capability.

As vice chair of the CIO Council I believe that many government
programs that share common elements or information could be
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vastly improved with stronger authority to enforce interagency and
intergovernmental cooperation. We need to tear down stovepipes
and obsolete hierarchical structures. The Internet knows no such
structures or boundaries.

Mr. HORN. Could I just interject for a minute because I've heard
the term yesterday and today, and would you explain to everybody
what a stovepipe approach is?

Mr. FLYZIK. Yes, sir. In traditional ways that stoves worked in
homes in the past, you would have various pipes going out that all
were independent of one another with no coordination. So when we
talk about stovepipes we view our agencies working independently
without cooperating or toward one common goal.

Mr. HorN. Well, now that we have a definition every one that
comes up from the administration will have a little asterisk put by
their name as the Flyzik view of stovepipes. It will be put in all
hearings.

Mr. FLyzIK. Thank you so much, sir. It’s nice to know I have a
legacy here.

Mr. HORN. We try to provide those little services.

Mr. FLYZIK. The oversight could continue to be in the form of the
OMB Deputy Director for Management or it could be another op-
tion like a new Federal CIO or a more empowered CIO Council.
Any new leadership position in this area should have authority to
work through the Director of OMB to control IT resources, IT budg-
ets and spending. The centralized leadership can assist the govern-
ment in managing its use of information technology and, like the
Deputy Director of Management does today, assist the administra-
tion efforts to advise the President on matters relating to IT, build
a vision for IT in the Federal sector, create opportunities and part-
nerships with the academic and private sector, set the direction for
critical IT areas to cross agency boundaries such as interactive gov-
ernment and security, privacy and critical infrastructure protection
and, importantly, enforce a Federal enterprize architecture and,
most importantly, see government programs functionally from the
point of view of the customer, not any specific agency. We can and
should build on this framework.

Where should the position be located? As the Deputy Director of
Management today, any enhanced central authority over inter-
agency IT initiatives needs to be located within the Executive Of-
fice of the President. Progress and success will require buy-in from
agency heads; therefore, the function needs to be performed at a
level that can deal with cabinet officers.

How should it be empowered? Stronger empowerment requires
actual authority in a budget to initiate and oversee the direction
and funding of IT initiatives that affect more than one agency. A
new staff position with primary duties to chair a council or review
presentations or present recommendations would be viewed as just
another bureaucratic hurdle and would be counterproductive. It is
essential that any enhanced authority continue to be integrally
linked with OMB’s budget function to develop a process for evaluat-
ing the performance of capital investments for IT across govern-
ment. It is also essential that any centralized position have author-
ity to develop a process for funding interagency initiatives.
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Improved funding and management of multiagency IT initiatives
can enhance the government’s ability to address common IT chal-
lenges and solutions. Technology allows us to provide government
to its customers across functional areas. The funding mechanisms
should be developed to support this approach. In addition, funds for
interagency IT should be solidified and made sufficient to support
the level of need for interagency work.

How should a Federal CIO’s relationship with agency CIOs in
the Federal CIO Council be defined? A digital economy drives new
expectations of government. It would make sense that it would
drive a new structure too. Ontario, Canada provides an example of
a structure based on functional areas of government rather than
agency structures. Before Ontario changed its structure the 17 dif-
ferent ministries had 17 different CIOs reporting to the deputy
minister and cabinet office. Now there is a single authority that re-
ports to the cabinet office in charge of information technology and
is held accountable for IT in Ontario.

What are more interesting are clusters of CIOs created around
communities of service. The CIOs of these clusters report to the
Ontario CIO. Leadership of Federal IT can operate in a similar
fashion. The Federal CIO Council is already in place and could
present the clusters of CIOs. I provide a chart of the Ontario orga-
nization as an example of a structure evolving with technology.

How should a Federal CIO address issues such as electronic gov-
ernment information and insurance? Any expanded central author-
ity should build on the structure currently in place, the Federal
CIO Council. The Council is effective at establishing committees to
bring subject matter experts out to address the issues and are in
the forefront of IT in government-electronic government. Enterprise
interpretability; capital planning; security, privacy and critical in-
frastructure protection; and Federal IT work force are some exam-
ples. The Council has developed a strategic plan with specific goals
and initiatives for each committee. Greater authority could give the
Federal CIO Council the responsibility and resources it requires to
work with agencies states, academia and the private sector.

Finally, question 6, what are the other key issues the Federal
CIO should consider? Any action to strengthen central authority for
governmentwide IT strategy should continue to work closely with
the Federal CIO Council to develop strategies. Issues we have iden-
tified are: Connecting citizens to product services and information
of their government; putting in place interoperable and govern-
mentwide IT initiatives; providing a secure and reliable informa-
tion infrastructure that the customer can access and trust; acquir-
ing IT skills and resources to meet mission objectives; collaborating
between the public and private sectors to achieve better govern-
ment; fostering investment management policies, practices and
tools that enable improved delivery of government programs and
services.

I find that the two proposed pieces of legislation are, each in dif-
ferent ways, interesting starts in improving the coordination and
effectiveness of IT efforts. It is refreshing that reducing the burden
of information collection from the citizen is emphasized.

We look forward to working with the Congress on addressing
these and other issues. I would like to thank the subcommittee for
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the support it has given to the work of the Federal CIO Council.
Without your support we would not have been able to achieve the
national success we have enjoyed with Y2K, the Internet and e-gov-
ernment. I would like to thank the members of the subcommittee
for the opportunity to present this morning.

Mr. Chairman, this concludes my formal remarks. I look forward
to answering questions.

[The prepared statement of Mr. Flyzik follows:]
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TEXT AS PREPARED FOR DELIVERY

September 12, 2000

TREASURY DEPUTY ASSISTANT SECRETARY (INFORMATION SYSTEMS)
AND CHIEF INFORMATION OFFICER (CIO) TESTIMONY BEFORE THE
HOUSE SUBCOMMITTEE ON GOVERNMENT MANAGEMENT,

INFORMATION AND TECHNOLOGY

Mr. Chairman and members of the Subcommittee, I appreciate the opportunity to appear
today to discuss the concept of the Federal Chief Information Officer as proposed in the
Federal Information Rolicy Act and the Chief Information Officer of the United States
Act. I would like to thank the Chairman and the other members of the Subcommittee for
your continued support and interest in the improvement of information technology

performance and accountability in the Federal Government.

I serve as the Deputy Assistant Secretary for Information Systems and Chief Information
Officer for the Treasury Department. In this role, I provide strategic direction, oversight
and management of all information technology programs within the Treasury Department

and its fourteen Bureaus. Since February of 1998, I have served as the Vice Chair of the



119

Federal CIO Council where I play a key role in the direction of information technology
for the Federal Government. I also served as Chairman of the Government Information
Technology Services Board (GITSB). In performing these jobs, I have witnessed the
growth of online services changing the way customers expect to interact with their
government. Citizens now want to use technology to access the government and its
services at a time and a location that is convenient to them. It is no longer acceptable to
have a “9 by 5” government. Kiosks, the Internet, and voice technologies are just a few
examples of the many technologies that exist to provide a fully interactive government to

our citizens based on their terms.

Due to factors including the Clinger-Cohen legislation, the work of the Federal CIO
Council, the Year 2000 success, and the growth of the Internet and E-Commerce, the role
of the Federal CIO is progressing into a peer with senior management. I appeared before
this subcommittee in March to discuss the differences in the role of a CIO in the public
and private sectors. :g}ttention is now turning to the future growth and potential of
Federal CIOs. One option under discussion is the creation of a new Federal CIO within

the Executive Office of the President.

In regard to this issue, the subcommittee presented me with six questions that I would
now like to address:
Question 1.) Should there be a Federal CIO, and if so, how should it assist the Federal

Government in managing its use of information technology?
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Answer: The attention and debate now surrounding this question is timely. As we
progress to a new Administration, we must envision a government in an interconnected
digital world. My opinion of the whether a new position of federal CIO is a good idea
would depend on how the position would be implemented and empowered. A major
constraint to the pace of information technology (IT) advancement in government has

been the skirmishes over centralization versus decentralization, not lack of capability.

This Administration has been very active in establishing the foundation for IT
leadership, through the enactment and implementation of Clinger Cohen, the creation of
the CIO Council, the success of Y2K, and now increased attention to electronic
government and computer security. Indeed, in 1996, Congress and the President in the
Clinger-Cohen Act ushered in a new era -~ a move toward agency empowerment and
accountability for IT results, along with additional oversight and accountability from the
Deputy Director of Management. Clinger-Cohen has been in effect for only four years.
Much progress has al;eady been achieved. OMB has issued the Raines Rules, and has
institutionalized the budget review of IT acquisitions through A-11 and A-130. This
progress was made at the same time that OMB and the agencies had to divert their
attentions and mount an all-consuming effort to overcome the Y2K problem. Now that
we have moved past Y2K, we can turn our attenition 100% to implementing Clinger-

Cohen and reaping the benefits of our past efforts and our ongoing and future initiatives.

As Vice-Chair of the CIO Council, I believe that many government programs that share

common elements or information could be vastly improved with stronger authority to
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enforce interagency and intergovernmental cooperation. We need to tear down
stovepipes and obsolete hierarchical structures. The Internet knows no such structures or
boundaries. The oversight could continue to be in the form of the OMB Deputy Director
for Management, or could be in another option like a new federal CIO or'a more
empowered CIO Council. Any new leadership position in this area should have authority
to work through the Director of OMB to control IT resources, IT budgets, and spending.
The centralized leadership can assist the government in managing its use of information
technology and, like the Deputy Director of Management does today, assist the
Administration efforts to:
s - advise the President on matters relating to IT;
e Dbuild a vision for IT in the federal sector;
e create opportunities and partnerships with the academic and private sector
communities;
e sct the direction for critical IT areas that cross agency boundaries such as
interactive goyernment and security, privacy and critical infrastructure protection;
e enforce a federal enterprise architecture; and
most importantly, see government programs functionally from the point-of-view of the

customer, not any specific agency. We can and should build on this framework.

Question 2.) Where should such a position be located within the Federal Government?

Answer: As is the Deputy Director of Management today, any enhanced central authority

over interagency IT initiatives needs to be located within the Executive Office of the
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President. Information technology has become a part of every dialogue concerning the
business decisions and the security of our government. The effective management of IT
across multiple stakeholders requires a commitment to view IT from an enterprise
perspective. Progress and success will require buy in from Agency Heads. Therefore,

the function needs to be performed at a level that can deal with cabinet officers.

Question 3.) How should this position be empowered?

Answer: Stronger empowerment for leadership on interagency IT initiatives requires
actual authority and a budget to initiate and oversee the direction and funding of IT
initiatives that affect more than one federal agency. A new staff position with primary
duties to chair a council, review presentations of initiatives, and present
recommendations would be viewed as just another bureaucratic hurdle and would be

counterproductive.

It is essential that any enhanced authority continue to be integrally linked with OMB's
budget function to develop a process for evaluating the performance of capital
investments for information technology across government. It is also essential that any
centralized position have authority to develop a process for the funding of interagency
initiatives. Improved funding and management of multi-agency IT initiatives can
enhance the government's ability to address common IT challenges and solutions.
Technology allows us to provide government to its customers across functional areas.

The funding mechanisms should be developed to support this approach. In addition,
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funds for interagency IT should be solidified and made sufficient to support the level of

need for interagency work.

Question 4.) How should a Federal CIO's relationship with agency CIOs and the Federal

CIO Council be defined?

Answer: A digital economy drives new expectations of government. It would make
sense that it would drive a new structure too. Ontario, Canada provides an example of a
structure based on functional areas of government rather than agency structures. Before
Ontario changed its structure, the 17 different ministries had 17 different C1Os reporting
to the Deputy Minister and the Cabinet Office. Now there is a single authority that reports
to the Cabinet Office in charge of information technology and is held accountable for IT
in Ontario. What are more interesting are the clusters of CIO's created around

communities of service. The CIO’s of these clusters report to the Ontario CIO.

Leadership of Federal IT could operate in a similar fashion. The Federal CIO Council is
already in place and could represent the clusters of CIOs. Ihave provided charts of the

Ontario organization as an example of a structure evolving with technology.
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Question 5.) How should a Federal CIO address key issues such as electronic government

and information assurance?

Answer: As the Deputy Director of Management does today, any expanded central
authority for interagency IT initiatives should build on the structure currently in place -
the Federal CIO Council. The Federal CIO Council is effective at establishing
committees to bring subject matter experts out to address the issues that are at the
forefront of IT in government- electronic government; enterprise interoperability; capital
planning; security, privacy and critical infrastructure protection; and federal IT workforce
are some examples. The Council has developed a strategic plan with specific goals and
initiatives for each committee. Greater authority could give the Federal CIO Council the
responsibility and resources it requires to work with agencies, states, academia and the

private sector to bring interactive government to its citizens.

Question 6.) What are the other key issues a Federal CIO should consider in developing
i

short-and long-term information technology strategies for the Federal Government?

Answer: Any action to strengthen central authority for government-wide IT strategies
should continue to work closely with the Federal CIO Council to develop IT strategies.

Issues the Council has identified are:

1. Connecting citizens to the products, services, and information of their

government.
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2. Putting in place interoperable and innovative government-wide IT initiatives.

3. Providing a secure and reliable information infrastructure that the customer can
access and trust.

4. Acquiring IT skills and resources to meet mission objectives.

5. Collaborating between the public and private sectors to achieve better
government.

6. Fostering investment management policies, practices and tools that enable

improved delivery of government programs and services.

I find that the two proposed pieces of legislation - the Federal Information Policy Act and
the Chief Information Officer of the United States Act, are, each in different ways,
interesting starts at improving the coordination and effectiveness of IT efforts. Itis .
refreshing that reducing the burden of information collection from the citizen is
emphasized. However, HR 5024 does contain very prescriptive budget and process
requirements. We lggk forward to working with the Congress on addressing thses and

other issues.

1 would like to thank the subcommittee for the support it has given to the work of the
Federal CIO Council. Without your support we would not have been able to achieve the
National success we have enjoyed with Y2K, the Internet and E-Government. I would
like to thank the members of the Subcommittee for the opportunity to present this
morning. Mr. Chairman, this concludes my formal remarks and I would be happy to

respond to any questions.
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Mr. HorN. Well, thank you very much. We appreciate that sum-
mary.

Otto Doll is the Commissioner of the Bureau of Information and
Technology for the State of South Dakota and president of the Na-
tional Association of State Information Resources Executives. I'm
particularly indebted to you for those nice charts you put with your
testimony. It’s very helpful to see what the Governors are doing
around the country.

So Mr. Doll.

STATEMENT OF OTTO DOLL, COMMISSIONER, BUREAU OF IN-
FORMATION & TECHNOLOGY, STATE OF SOUTH DAKOTA,
PRESIDENT, NATIONAL ASSOCIATION OF STATE INFORMA-
TION RESOURCES EXECUTIVES

Mr. DoLL. Thank you, Mr. Chairman, Mr. Turner, Mr. Davis,
and members, subcommittee members. Recent congressional bills
such as H.R. 4670 and H.R. 5024 offer tremendous opportunities
for the Federal Government to take full advantage of the Internet
revolution and all it has to offer for digital government. The States,
as laboratories of democracy, offer many examples of how enter-
prise-wide Chief Information Officers add real value to govern-
ment’s use of information technology. Furthermore, the recent year
2000 compliance effort has allowed all CIOs, whether they be local,
Federal, State, private or public sector, to completely inventory the
IT resources at their disposal. For the first time we have been able
to establish lines of communication and cooperation among IT units
through our enterprises.

While it is difficult to derive a single organizational model from
the 50 States, some clear trends are apparent, and both of the bills
cited earlier put the Federal Government firmly on the same path.

Generally with the title CIO comes advisory responsibility for en-
terprise-wide IT policy, not just management. Many, if not all,
CIOs report to their Governors, State chief executives in some for-
mal or informal capacity. CIOs can be called upon to advise the
Governor on IT matters, deliver agency IT budgets, draft proposal
legislation, testify before legislative committees on IT investment
options and results and oversee statewide procurement, project
management, risk management and strategic planning. While
many State CIOs report solely to their Governors on technology
issues, some are also responsible to cabinet level officials such as
the secretary of administration, commerce, or revenue.

According to a survey conducted by NASIRE in February and
staff research, 23 States have a CIO in place who reports directly
to the Governor; only 8 States reported such an arrangement in a
1998 survey; 24 State CIOs operate within some other arrange-
ment, usually reporting to a cabinet officer. However, that does not
mean those CIOs never interact with their Governors. Some State
CIOs work in conjunction with an advisory board or commission
and many serve as chair of a council of agency level CIOs. The re-
maining three States are currently moving toward a CIO arrange-
ment.

A roundtable of State CIOs held at NASIRE’s 2000 midyear con-
ference discussed key aspects of real CIO authority. The clear con-
sensus was that some form of access to the Governor is crucial to
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the CIO’s success. Without that access the CIO cannot win the
sponsorship that is necessary to implement innovative application
of technology, break down the silos of government and manage the
expectations of internal and external constituents who are often in-
timidated by or over expectant of the impact of IT on government.

The recent Federal experiences with John Koskinen, who served
as the Y2K czar, shows how a CIO level official serving as an ex-
tension of the chief executive can bring together diverse public and
private interests to tackle the huge IT project.

We have also seen how the President’s keen interest in the devel-
opment of the FirstGov.gov portal has reinvigorated a project that
had previously floundered without centralized high level leader-
ship. The Oval Office and Congress will need an ongoing, account-
able IT visionary for future efforts.

The necessity of the CIO has been recognized by a number of or-
ganizations, including the National Electronic Commerce Coordi-
nating Council, which declared: “regardless of the structure, the
most critical factor for success in implementing electronic govern-
ment is a clear direction communicated with both authority and re-
sponsibility. Responsibility for implementation should rest with an
empowered leader, such as the CIO.”

NECS3 is a coalition among NASIRE, the National Association of
Secretaries of State, the National Association of State Procurement
Officials, and the National Association of State Auditors, Comptrol-
lers and Treasurers.

Separating technology from government programs is impossible
today. State CIOs are responsible for putting their executives vi-
sions and goals for IT into action. The Harvard Policy Group on
Network-Enabled Services and Government, which included CIOs
from all levels of government, echos that sentiment. They define
CIO not solely as a manager of technology but as a manager of
technology in support of organizational strategy and change man-
agtﬁnent. The same sentiment emerges from the private sector as
well.

Janet Caldow of IBM’s Institute for Electronic Government
states: “our early studies with the Kennedy School of Government
revealed that a center of gravity for technology policy and strategy
is a fundamental critical success factor for governments to move
forward aggressively. That can come in the form of a Chief Infor-
mation Officer or a technology and policy advisor to the chief exec-
utive.”

As the center of gravity for IT policy, the CIO needs to inspire
leaders, including elected and appointed officials as well as front
line managers and staff that dedicate political capital and other re-
sources to the agenda. One powerful dynamic of IT is that it can
enable and integrate all government services and initiatives—edu-
cation, criminal justice, economic development, etc.

A CIO is necessary to convene key information stakeholders, de-
velop adaptive architectures that are conducive to sharing, and ac-
cess the incumbent risks of exposing information online. Then the
CIO is needed to moderate the changing interest of the diverse
stakeholders, enforce standards for sharing, and implement the
critical security technologies and processes that can ensure privacy.
Only then will government enjoy the full benefits of integration.
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Globally, a number of other nations are taking aggressive ap-
proaches to digital government, including the Special Administra-
tive Region of Hong Kong, Singapore, Australia, Canada, United
Kingdom and the European Union. Australia represents a major ef-
fort to have all that nation’s services well enabled by 2001. Aus-
tralia, Hong Kong and Singapore have also signed memoranda of
understanding to facilitate cross national e-commerce, underscoring
the important role a national digital government can play in facili-
tating economic growth.

In conclusion, let me say that my goals for today have been to
reinforce my testimony before this committee from last March.
Support for the role of the CIO comes from many quarters. Fur-
thermore, empowered CIOs such as those in Kentucky and Indian-
apolis and elsewhere can achieve much. NASIRE encourages the
Federal Government to establish an Executive Office of the CIO.
However, we caution that the role CIO cannot be defined with one
act. The work of the CIO will not end after one project. In our esti-
mation, the future success of any government in the new economy
depends on not only establishing an office of the CIO, but also in
constantly evolving the role of CIO as technologies change and new
opportunities emerge. Only then will the full fruition of digital gov-
ernment be within our reach.

[The prepared statement of Mr. Doll follows:]
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Recent Congressional bills, such as H.R. 4670 and H.R. 5024, offer tremendous opportunities for
the Federal government to take full advantage of the Internet Revolution and all it has to offer for
digital government. The states, as laboratories of democracy, offer many examples of how
enterprise-wide chief information officers (CIOs) add real value to government use of
information technology (IT). Furthermore, the recent Year 2000 compliance effort has allowed
all CIOs, whether they be local, state, federal, or private- or public-sector, to completely
inventory the IT resources at their disposal.1 For the first time, we have also been able to
establish lines of communication and cooperation among IT units throughout our enterprises.

While it is difficult to derive a single organizational “model” from the 50 states, some clear
trends are apparent, and both of the bills cited earlier put the Federal government firmly on the
same path. Generally, with the title “CIO” comes advisory responsibility for enterprise-wide IT
policy, not just management. Many, if not all, CIOs report to their governors, the state’s chief
executives in some formal or informal capacity. CIOs can be called upon to advise the governor
on IT matters, deliver agency IT budgets, draft proposed legislation, testify before state
legislative committees on IT investment options and results, and oversee statewide procurement,
project management, risk management, and strategic planning. While many state CIOs report
solely to their governors on technology issues, some are also responsible to cabinet-level
officials, such as the secretary of administration, commerce, or revenue.

According to a survey conducted by NASIRE in February and staff research, 23 states have a
CIO in place who reports directly to the governor. (Only eight states reported such an
arrangement in a 1998 survey.) Twenty-four state CIOs operate within some other arrangement,
usually reporting to a cabinet-level officer. However, that does not mean those CIOs never
interact with their governors. Some state CIOs work in conjunction with an advisory board or
commission and many of them serve as chair of a council of agency-level CIOs. The remaining
three states are currently moving toward a CIO arrangement.

A roundtable of state CIOs held at NASIRE’s 2000 Mid-Year Conference discussed key aspects
of “real CIO authority.” The clear consensus was that some form of access to the governor is
crucial to the CIO’s success. Without that access, the CIO cannot win the sponsorship that is
necessary to implement innovative application of technology, break down the silos of
government, and manage the expectations of internal and external constituents, who are often
intimidated by, or over-expectant of, the impact of IT on government.

! Intergovernmental Advisory Board (IAB), “The Many Silver Linings of The Year 2000 Challenges,” January
2000, <http://policyworks.gov/intergov/SilverL-Cover.htm> (31 August 2000), 5.
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The recent Federal experience with John Koskinen, who served as the “Y2K Czar,” shows how a
CIO-level official, serving as an extension of the Chief Executive, can bring together diverse
public and private interests to tackle a huge IT project. We have also seen how the President’s
keen interest in the development of the Firstgov.gov portal has reanlgorated a project that had
previously floundered without centralized, high-level leadership.? The Oval Office and Congress
will need an ongoing, accountable IT visionary for future efforts.

The necessity of the CIO has been recognized by a number of organizations, including the
National Electronic Commerce Coordinating Council (NEC3), which declared:

Regardless of structure, the most critical factor for success [in implementing electronic
government] is a clear direction communicated with both authority and responsibility.
Respg)nsibility for implementation should rest with an empowered leader, such as the
CIO.

The NEC3 is a coalition among NASIRE, the National Association of Secretaries of State
(NASS), the National Association of State Procurement Officials (NASPO), and the National
Association of State Auditors, Comptrollers, and Treasurers (NASACT).

Separating technology from government programs is impossible today. State CIOs are
responsible for putting their executives’ visions and goals for IT into action. The Harvard Policy
Group on Network-Enabled Services and Government, which included CIOs from all levels of
government, echoes that sentiment. They define the CIO not solely as a manager of technology,
but as a manager of technology “in support of organizational strategy and change management.”
The same sentiment emerges from the private sector as well. Janet Caldow of IBM’s Institute
for Electronic Government states:

Our early studies with the Kennedy School of Government revealed that a ‘center of
gravity’ for technology policy and strategy is a fundamental critical success factor for
governments to move forward aggressively. That can come in the form of a Chief
Information Officer (CIO) or a Technology and Policy Advisor to the Chief Executive.’

As the “center of gravity” for IT policy, the CIO needs to inspire leaders, including elected and
appointed officials as well as front-line managers and staff, to dedicate political capital and other
resources to the IT agenda. One powerful dynamic of IT is that it can enable and integrate all
government services and initiatives—education, criminal justice, economic development, etc.

2 Joshua Dean, “President announces creation of new federal Web portal” GovExec.com, 24 June 2000,
<http://www.govexec.com/dailyfed/0600/062600j2.htm> (31 August 2000). )

*National Electronic Commerce Coordinating Council (NEC3), “Electronic Government: A Blueprint for States,”
December 1999, <http://ec3.org/Blueprintv3.pdf> (11 April 2000), 11.

* The Harvard Policy Group on Network-Enabled Services and Government, “Eight Imperatives for Leaders in a
Networked World,” March 2000, <http://www.ksg.harvard.edu/stratcom/hpg/> (31 August 2000), 12.

> Janet Caldow, “The Quest for Electronic Government: A Defining Vision,” July 1999,
<http://www.ieg.ibm.com/leadership/leadershipdefault html#quest> (31 August 2000), p. 3.
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A CIO is necessary to convene’key information stakeholders, develop adaptive architectures that
are conducive to sharing, and assess the incumbent risks of exposing information on-line. Then
the CIO is needed to moderate the changing interests of diverse stakeholders, enforce standards
for sharing, and implement the critical security technologies and processes that can ensure
privacy. Only then will government enjoy the full benefits of integration. The IBM Institute
predicts, “...governments are saving up to 70% by moving services online compared to the cost
of providing the same services over the counter.”® But eliminating overhead is only a part of a
long-term goal, which is to add value to the business of government by delivering superior
information and processes for effective, customer-centric programs and services.

Streamlining business processes with technology allowed the Commonwealth of Kentucky’s first
CIO, Aldona Valicenti, to leverage $173 million from the state’s budget surpluses for the
EMPOWER Kentucky program. That initial investment is expected to return a cumulative
benefit of $550 million in savings to the state’s general fund by 2004.7 That’s money for
education, public safety, tax reduction, etc. At the local level, former mayor Stephen Goldsmith
established an award-winning digital government for the City of Indianapolis, allowing him save
money and provide a wide range of online service to citizens.” The mayor’s office of that city
includes an office of the CIO. A more recent re-organization in the City of Virginia Beach,
Virginia also includes an office of the CIO dedicated to “Organization wide vision setting and
business alignment. . 22

Globally, a number of other nations are taking aggressive approaches to digital government,
including the Special Administrative Region of Hong Kong,!° Singapore,'! Australia,'? Canada,
the United Kingdom," and the European Union."” Australia Online represents a major effort to
have all of that nation’s services web-enabled by 2001.' Australia, Hong Kong, and Singapore
have also signed memoranda of understanding to facilitate cross-national e-commerce,
undersc%ring the important role a national digital government can play in facilitating economic
growth.

13

In conclusion, let me say that my goals for today have been to reinforce my testimony before this
committee from last March. Support for the role of the CIO comes from many quarters.

© Ibid., 6.
TEMPOWER Kentucky, “A Progress Report,” January 2000, <http://empower.state.ky.us/> (31 August 2000), 2.
8 Please see <http://www.indygov.org/winner.htm> and Mr. Goldsmith’s address in “Creating a Government for the
21% Century,” 30 March 2000, <http://207.120.254.85/lectures.asp> (31 August 2000).
® Gwen Cowart and David Sullivan, “City of Virginia Beach, VA: Communications and LT. Re-org White Paper,”
01 July 99, <http://www.lgov.org/document/docdetail asp?doc_id=16> (31 August 2000).
1 Please see <http://www.info.gov.hk/eindex.htm> (31 August 2000).
11 please see <http://www.gov.sg/> (31 August 2000).
12 please see <http:/www.fed.gov.au/> (31 August 2000).
B3 ploase see <http://www.gc.ca/main_e.html> (8 September 2000).
' Reuters, “ Britain to Deliver All Services Online by 2005 The Standard, 30 March 2000,
fshﬁp://www.ﬂxestandard.com/article/display/O,l 151,12564,00.htm!> (3 April 2000).

Tbid.
16 Office of Government Online (OGO), “Strategic Priorities,” n.d.,
<hittp://www.govonline.gov.au/projects/strategy/StrategicPriorities htm> (31 August 2000).
70GO, “Memoranda of Understanding,” n.d., <http://www.govonline.gov.au/projects/international/mou.htm> (31
August 2000).
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Furthermore, empowered CIOs, such as those in Kentucky and Indianapolis, can achieve much.
NASIRE encourages the Federal government to establish an executive office of the CIO.
However, we caution that the role of the CIO carmot be defined with one act. The work of the
CIO will not end after one project. In our estimation, the future success of any government in
the New Economy depends on not only establishing an office of the CIO, but also in constantly
evolving the tole of the CIO as technologies change and new opportunities emerge. Only then
will the full fruition of digital government be within our reach.
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NASIRE

Representing Chief Information Officers of the States
2000 Mid-Year Conference
CIO Round Table

Those in attendance:
Aldona Valicenti (KY), Moderator
Mike Benzen (MO)
George Boersma (MI)
Elias Cortez (CA)
Otto Doll (SD)
Charles Gerhards (PA)
Mike Hale (GA)
Don Hutchinson (LA)
Steve Kolodney (WA)
Laura Larimer (IN)
Dave Litchliter (MS)
Marlene Lockard (NV)
Marcia Martinez (NM)
Alisoun Moore (MD)
Wendy Rayner (NJ)
Al Sherwood (for Dave Moon, UT)
Randy von Liski (for Mary Barber Reynolds, IL)
Rick Webb (NC)

Guests:
Thom Rubel, Director, Center for Best Practices, National Governors’

Association (NGA)

THE ROLE OF THE STATE CIO

Valicenti welcomed the CIOs and introduced the first topic for discussion—NGA’s
survey of gubernatorial priorities. The survey covered a wide range of topics and garnered 34
responses from the 55 eligible state and territorial governors. Concerning IT management, 74%
of the respondents declared it a high priority. The survey allowed respondents to pick multiple
priorities.

Rubel commented that the intent of the survey was to help NGA determine priority issues
for its programs. Webb said that North Carolina has moved IT management into the forefront.
The state’s Senate Bill 222 dramatically reconfigured state management of IT, including
budgeting, planning, and procurement, and established the position of CIO. The goal is to break
down silos and make the enterprise the central concern. Larimer added that IT management
involves more than establishing a position of CIO. That role must be made central to the IT
management process and be reinvented over time.

Rubel asked what the threshold would be for determining “real CIO authority.” Rayner
answered that an effective CIO will have a clear mandate from the governor and access to the
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governor’s office. That access should represent a “constant dialogue” between the CIO and the
governor on IT issues. For a governor to be truly supportive, the CIO must have open access to
the governor’s office.

Martinez remarked that New Mexico has recently established a true CIO. The position
had previously existed only under executive order. She believes that New Mexico plans to make
the position one that enjoys direct contact with the governor. Sherwood commented that the
formal title of “CIO” is not as important as “statutory, enterprise-wide authority” invested in a
CIO-like position. Kolodney added that the CIO must have tangible “resources to bring to the
party,” which come from having resources to invest in ideas and a reputation for delivering
results. He believes that some CIOs have enjoyed intangible benefits that CIOs cannot
necessarily control, such as coming from technology-rich regions.

Webb stated that CIOs must have the ability to balance operation and innovation.
Change management and the authority to reorient the business culture are integral to the job.
Doll commented that CIO should be a peer to the other agency chiefs, including control of IT
operating funds, which can relieve some of the need to rely on gubernatorial access. Moore said
that the CIO should have authority over the process, including policy and standards
development. The CIO should be part of the “governor’s team™ with a formal role of leadership,
not just IT management.

Boersma stated that he is invested with executive authority to oversee all IT projects,
while he does not formally report to the governor. He said, “A CIO must have vision, then the
governor will see you.” The CIO must be willing to make tough decisions when enforcing
standards and be able to go with a decision once it’s made. Gerhards agreed, saying that a CIO
must be empowered to “push back and push back hard” when defending decisions. The agencies
must know that “the governor wants it done.” Hutchinson added that the CIO must have the
respect of peer cabinet secretaries and support from the governor. IT affects economic
development and education, which are key goods for the citizens.

Cortez remarked that California has 81 functional CIOs, which makes it important for the
state CIO to remain engaged in “mission-critical decision making.” Von Liski added that Illinois
is considering providing its Chief Technology Officer, with the necessary authority to oversee
policy and vision development, procurement, as well as centralized operations and budgeting.
Litchliter said that budgeting in Mississippi is a challenge as his office is a fully reimbursable
agency that must fund itself, which makes it difficult for him to get the necessary funds “to get
out front on innovation.”

Valicenti asked for the essential characteristics for a CIO. Rayner said the CIO must sit
on the governor’s cabinet. Larimer offered that the CIO should have access to the governor’s
key staff and be a part of the weekly meeting of the governor’s advisors. Doll agreed that the
CIO should be on a peer level with cabinet officers. Moore commented that many state CIOs
will have to live with multiple bosses as they sit under cabinet secretaries. Webb concurred that
directly reporting to the governor would be nice, but, being under a cabinet officer, he must
manage six to eight bosses at all times, which leads to more time spent “keeping everyone on
board.”

Moore said that economic development and education are priority concerns for
improving the standard of living for citizens. Valicenti said that her job is about aligning
government with the business needs of the citizens. The CTO handles the operational and
telecommunications concerns. Larimer added that she is involved with high-tech commercial
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development, saying, “You can’t attract high-tech businesses without a high-tech state to support
them.”

Boersma stated that his roles are to (1) put governance in place to fulfill the executive
order for enterprise control, (2) oversee methods and standards through the project management
office, (3) oversee strategy through the office of IT solutions, (4) provide centralized computer
services for state agencies, and (5) assess agency [T through benchmarking, which will move the
infrastructure toward the state’s e-commerce vision.

Kolodney commented that, as a cabinet level department, his office oversees
telecommunications (voice and data) and providing discretionary services to other agencies on a
competitive basis. His agency receives no appropriation. His Information Services Board is
chaired by the governor’s chief of staff. The board includes higher education and the courts
among others. He believes that being self-funded keeps the agency disciplined. Webb agreed
with Washington’s approach, saying that IT services must have “mass-market appeal.” North
Carolina works with a management commission and an association of state IT industries. He
finds that metrics keep the pressure on the agency to perform.

Valicenti asked which one change would the CIOs most like to make to their jobs.
Gerhards answered that he would eliminate the agency concept——declare one, unified state
government that works for the citizens. It would be functional and responsive. He said that this
arrangement is the only choice or more problems for government will lie ahead. Sherwood said
he would have the federal government interact with the states on a functional basis, much like
the block grant arrangements. Webb said he would institute incentives for performance.
Government presently offers high risk with low rewards. He would reward employees for
decision making and pay for performance.

Boersma asserted that removing cultural barriers would be his choice. Moore agreed
with Webb’s desire to revise personnel compensation to make it more competitive. Von Liski
would implement faster procurement processes to align with the technology cycle and allow
decisions to be based on state-vendor relationships. Litchliter said he would establish a
technology innovation fund to provide incentives to agencies.

Valicenti added that the Gartner Group found e-commerce to be the number one issue in
the states followed by personnel recruitment and retention. She mentioned that states and
vendors have been accused of “hyping” IT in relation to digital government. She asked if e-
government was going to fall by the wayside as artificial intelligence and code generation have.
Boersma answered that digital government will happen “because the taxpayers demand it.” Doll
agreed that it will happen in some form, but he is unsure whether digital government can achieve
the expectation of eliminating paper-based procedures. He does not want to see digital
government compared to education where money is poured in without conclusive evidence of
success—for example, higher SAT scores—and most success stories are anecdotal.

Webb concurred with Boersma that the movement is “from the outside in.” He advised
states to “be bold and go all the way.” States will have to reallocate staff, partner with the private
sector, and pursue “hard-line changes, not instant gratification.” States will need to revise their
financial infrastructure. The heat will be increasing. “Those who are out ahead right now,” he
said, “will soon be reactive, if they don’t continue to innovate.” Kolodney commented that these
are the best of times. “All doors are open for change. The future of digital government is ours to
win or lose,” he added. Moore commented that states will need to manage public expectations
and define success before they reach for it.
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Valicenti asked how states will re-engineer. Rubel responded that the American system
of government was designed to be slow and asked if the governor’s recognize this when it comes
to implementation of digital government. Boersma said his governor wants to re-engineer for e-
government and that it won’t be easy. “We’ll face more internal than external obstacles,” said
Boersma. Moore said it comes down to leadership. Maryland implemented on-line licensing
renewal and staff were reallocated as the workload decreased.

The CIOs were asked how they would deal with citizens resistant to on-line transaction.
Moore answered that services will continue to be delivered in a variety of modes with some of
those modes shrinking away. Larimer said that the political reality will redirect some concerns.
Some private sector firms are mandating direct payroll deposits with e-mail confirmations. State
government might do the same with its employees, and eventually move to electronic
transactions with other recipients of state funds, but not soon. Kolodney asserted that these are
the best of times for CIOs. “All the doors are open. We have a profound opportunity to
fundamentally change government. It’s ours to win or lose.”

The CIOs were asked what the role of vendors should be with state legislators. Larimer
answered that vendors should not “surprise me” with their lobbying activities. Doll said he
encourages vendors to help in educate legislators on how to explain the benefits of technology to
their constituents.

Rubel asked Kolodney to explain Washington’s recent order on privacy. Kolodney
answered that the order was in response to the easy availability of electronic information. The
governor issued an executive order in lieu of legislative action. A notice will be posted on all
sites where agencies collect information. The state forbids multiple reuse of information by
vendors downstream. Privacy is the priority issue for the attorney’s general. Sherwood added
that the National Electronic Commerce Coordinating Council (NEC3) has done a good job
addressing the issue.- He said the states must address the issue with a policy that allows
personalization of privacy levels. Hutchinson asked how many CIOs have input on state privacy
policies. Several responded that they do. Sherwood commented that privacy laws have been so
broad that they were defeated in many states. Moore said that privacy must be part of an overall
IT package that includes the CIO as a caretaker of information. The agencies must be held
responsible for where information goes and citizens need on/off control of access to their
records. Kolodney added that Washington does not sell data.
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Representative Marshall Long introduced the following bill which was ordered to be printed.
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AN ACT relating to the establishment of the chief information officer for the
executive branch of the Commonwealth.

Be it enacted by the General Assembly of the Commonwealth of Kentucky:

SECTION 1. A NEW SECTION OF KRS CHAPTER 61 IS CREATED TO

READ ASFOLLOWS:

The General Assembly finds and declares that:

1) The establishment of the Office o ti;e Chief Information Qfficer as the
Commonwealth's single point of contact and spokesperson for all matters related
to_information technology and resonrces, including policies, standard setting,
deployment, strategic_and tactical planning, acquisition, managr ement, _and
operations is necessary and in keeping with the industry trends of the private and
public sectors;

{2) The appropriate_use of information technology by the Commonwealth can
improve gperational productivity, reduce the cost of government, enhance service
to customers, and make government more accessible to the public;

3} ‘Govemment-wide planning, investment, protection, and direction for information

resources must be enacted to:

(a) __Ensure the effective application of information techunology on state business
operations;

Ensure the quality, security, and inte; of state business operations: and

{c) _ Provide privacy to the citizens of the Commonwealth:

{4) __The Commonwealth must provide_ information _technology infrastructure,

techrnical directions. and a proficient organizational management structure 1o
fucilitate the productive application of information technology and resources to

accomplish programmatic missions and business goals:
(5} Oversight _of large scale and._government statewide systems or_ projects is

necessary to protect the Commonwealth's investment and to ensure appropriate

Page | of 22
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integration with existing or planned systems.

(6) A career development plan and professional development program for

information technology staff of the executive branch is needed to provide key

competencies and adequate on-going support for the information resources of the

Commonwealth and to ensure that the information technology staff will be

managed as a Commonwealth resource;

(7)__The Commonwealth is in need of information technology advisory capacities to

the Governor and the agencies of the executive cabinet;

(8) _Appropriate public-private partnerships to supplement existing resources must be
developed as a_strategy for the Commonwealth to comprehensively meet_its

spectrum of information technology and resource needs; and

(9) _The exercise by the chief information officer of powers and authority conferred

by Sections 1 to 4 of this Act shall be deemed and held to be the performance of

essential governmental functions.
SECTION 2. A NEW SECTION OF KRS CHAPTER 61 IS CREATED TO

READ AS FOLLOWS:

There is hereby established a position_of chief information officer for the

- Commomnwealth. This position shall be exempt from the classified service under KRS

184.115 and from the salary limitations of KRS 64.640. and shall be bonded

commensurate with cabinet secretaries under KRS 62.160. The chief information

officer shall be _appointed by the Governor and serve in the Governor's Executive

Cabinet. The chief information officer shall report to the secretary of the Governor's
cabinet concerning his or her responsibilities to provide direction, stewardship.

leadership,__and_general oversight of information technology and information

resources. For purposes of this section, unless the context requires otherwise,

"information technology" and "information resources” shall have the same meaning

as in KRS 61.942.

Page 2 of 22
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The chief information officer shall be the principal adviser to the Governor and

2)

the executive cabinet on information technology policy, including policy on the

acquisition and management of information technology and resources.

The chief information officer shall carry out functions necessary for the

efficient, effective, and economical administration of information technology and

resources within the executive branch. Roles and duties of the chief information

officer shall include but not be limited to:

(a) _Developing strategies and policies to_support and promote the effective

applications of information technology within state government as a means

of saving money, increasing employee productivity, and improving state

services to the public, including electronic public access to_information of

the Commonwealth:

Assessing, recommending, and implementing information _technology

governance and organization design to include effective information

technology personnel management practices. -
{c) _Promoting effective and _efficient design and operation of all major

information resources _management processes for executive branch
agencies, including improvements to work processes;

(d) _QOverseeing and managing strategic information technology directions,

standards, and architecture;

(e) __Integrating information technology and resources plans with dgency

business plans;
(f)___Developing, implementing, and maintaining the technology infrastructure

of the Commonwealth;
{g) _Overseeing shared Commonwealth information technology resources and

services;
(k) _Performing as the focal point and representative for the Commonwealth in

Page 3 of 22
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information technology and related areas with both the public and private

sector;

(i) Facilitating and fostering applied research in emerging technologies that

offer the Commonwealth innovative business solutions;

() __Establishing appropriate partnerships and alliances to support the effective

implementation of information technology projects in the Commonwealth;

(k) Identifying information technology applications that should be statewide in
scope, and ensuring that these applications are not developed independently
or dug‘ licated by individual state agencies of the executive branch;
Establishing _performance iﬁeasurement and benchmarking policies and
procedures;

(m) Reviewing and overseeing large or complex information téchnologg projects
and_systems for compliance with statewide strategies, policies, and
standards, _including alignment with Commonwealth _business _goals,
investment, and other risk management policies. The chief information

officer is authorized to grant or withhold approval to initiate these projects:
(n)__ Preparing annual reports and plans concerning the status and result of the

state's specific information technology plans and submitting these annual
reports and plans to the governor and the General Assembly;

(o) Integrating information technology resources to_ provide effective and

supportable information technology applications in the Commonwealth:

and

Managing the Qffice of the Chief Information Qfficer and its budget.

SECTION 3. A NEW SECTION OF KRS CHAPTER 61 IS CREATED TO
READ AS FOLLOWS:

The chief information officer shall have the power to make and enter into memoranda

of agreement and contracts necessary or incidental to the performance of duties and

Page 4 of 22
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execution of powers, including, but not limited to, agreements or contracts with the
United States, other state agencies, and any govermmental subdivision of the.

Commonwealth.

SECTION 4. A NEW SECTION OF KRS CHAPTER 61 IS CREATED TO

READ ASFOLLOWS:

{1) To assist the chief information officer and to previde necessary support as
required to carry out the powers and duties of the chief information officer, the
Office of the Chief Information Officer is_hereby established qnd attached for
administrative purposes to the Office of the Governor.

{2) _The Office of the Chief Information Officer shall have the authority to solicit,
receive, and consider proposals from any state agency, federal agency, local
governmment. university, nonprofit organization, private persom, or corporation.

(3) _The Office of the Chief Information Officer may solicit and accept money by
grant, gift, donation, bequest, legislative appropriation, or gther conveyance to be
held, used, and applied in accordance with Sections 1 to 4 of this Act.

(4)__The Office of the Chief Intormation.Otﬁcer is hereby designated a state agency -
for the receipt of federal funds related fo information technology.

{3) The Office of the Chief Information Officer may promulgate necessary
administrative regulations in_accordance with KRS 134 and suggest necessary

legislative actions for the furtherance of duties of the office.

Section 5. KRS 12.020 is amended to read as follows:

Departments, program cabinets and their departments, and the respective major
administrative bodies that they include are enumerated in this section. It is not intended
that this enumeration of administrative bodies be all-inclusive. Every authority, board,
bureau, interstate compact, commission, committee, conference, council, office, or any
other form of organization shall be iricluded in or attached to the department or program

cabinet in which they are included or to which they are attached by statute or statutorily-

Page 5 of 22
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authorized executive order; except in the case of the Personnel Board and where the
attached department or administrative body is headed by a constitutionally elected officer,
the attachment shall be solely for the purpose of dissemination of information and
coordination of activities and shall not include any authority over the functions, personnel,
funds, equipment, facilities, or records of the department or administrative body.
1. Cabinet for General Government - Departments headed by elected officers:
1. The Governor.
2. Lieutenant Governor.
3.  Department of State.
(a) Secretary of State.
(b) Board of Elections.
(c) Registry of Election Finance.
4. Department of Law.
(a) . Attorney General.
5.  Department of the Treasury. -
(a) Treasurer.
6.  Department of Agriculture.
(a) Commissioner of Agriculture.
(b) Kentucky Council on Agriculture.
7. Superintendent of Public Instruction.
8. Auditor of Public Accounts.
9. Railroad Commission.
II.  Program cabinets headed by appointed officers:
1. Justice Cabinet:
(a) Department of State Police.
(b) Department of Criminal Justice Training.

(c) Department of Corrections.

Page 6 of 22
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(d) Department of Juvenile Justice.

(e) Office of the Secretary.

() Offices of the Deputy Secretaries.

(2) Office of General Counsel.

(h) Medical Examiner Program.

(i) Parole Board.

() Kentucky State Corrections Commission.

(k) Commission on Correction and Community Service.

2. Education, Arts, and Humanities Cabinet:

(a) Department of Education.

(1) Kentucky Board of Education.
(2) Education Professional Standards Board.

(b) Department for Libraries and Archives.

(c) Kentucky Arts Council.

(d) Kentucky Educational Television.

(e) Kentucky Historical Society.

(f) Kentucky Teachers' Retirement System Board of Trustees.

(g) Kentucky Center for the Ans

(h) Kentucky Craft Marketing Program.

(1)  Kentucky Commission on the Deaf and Hard of Hearing.

()  Governor's Scholars Program. ‘

(k) Governor's School for the Arts.

(1) Office of Development.

(m) Kentucky Heritage Council.

(;1) Kentucky African-American Heritage Commission.
3. Natural Resources and Envirémmental Protection Cabinet:

(a) Environmental Quality Commission.

Page 7 of 22
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Kentucky Nature Preserves Commission.

Department for Environmental Protection.

Department for Natural Resources.

Department for Surface Mining Reclamation and Enforcement.
Office of Legal Services.

Office of Communications and Community Affairs.

4. Transportation Cabinet:

(@)
®
©
@
(©
®
(2)
6
@
6
*

Department of Highways.

Department of Vehicle Regulation.
Department of Administrative Services.
Department of Fiscal Management.
Department of Rural and Municipal Aid.
Office of Aeronautics.

Office of General Counsel.

Office of Public Relations.

Office of Personnel Management.

Office of Minority Affairs.

Office of Environmental Affairs.

5. Cabinet for Economic Development:

@
®)
©
@
©
®

Department of Administration and Support.
Department of Job Development.
Department of Financial Incentives.
Department of Community Development.
Tobacco Research Board.

Kentucky Economic Development Finance Authority.

6.  Public Protection and Regulation Cabinet:

(2)

BR244600.100-2::46

Public Service Commission.
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Department of Insurance.

Department of Housing, Buildings and Construction.
Department of Financial Institutions.

Department of Mines and Minerals. .

Department of Public Advocacy.

Department of Alcoholic Beverage Control.
Kentucky Racing Commission.

Board of Claims.

Crime Victims Compensation Board.

Kentucky Board of Tax Appeals.

Backside Improvement Commission.

7. Cabinet for Human Resources:

(2
®)
(c)
(d
(e)
®
G))
)
®
0)
()
)
(m)

Department for Health Services.

Department for Social Insurance.

Department for Social Services.

Department for Medicaid Services.

Department for Mental Health and Mental Retardation Services.
Commission for Children with Special He.alth Care Needs.
Public Assistance Appeals Board.

Office of Administrative Services.

Office of Communications.

Office of General Counsel.

Office of Inspector General.

Office of Policy and Budget.

Office of the Ombudsman.

8.  Finance and Administration Cabinet:

(2)

BR244606.100-2436

Office of Legal and Legislative Services.
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Office of Management and Budget.

Office of Financial Management and Economic Analysis.
Office of the Controller.

Department for Administration.

Department of Facilities Management.

Department of Information Systems.

State Property and Buildings Commission.

Kentucky Pollution Abatement Authority.

Kentucky Savings Bond Authority.

Deferred Compensation Systems.

Office of Equal Employment Opportunity Contract Compliance.
Capital Plaza Authority.

County Officials Compensation Board.

Kentucky Employees Retirement Systems.

Commonwealth Credit Union.

State Investment Commission.

Kentucky Housing Corporation.

Governmental Services Center.

Kentucky Local Correctional Facilities Construction Authority.
Kentucky Turnpike Authority.

Historic Properties Advisory Commission.

9.  Labor Cabinet:

@
®
©
@
©
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Department of Workplace Standards.
Department of Workers' Claims.

Kentucky Labor-Management Advisory Council.
Occupational Safety and Health Standards Board.

Prevailing Wage Review Board.

Page 10 of 22
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Wm"kers’ Compensation Board.

Kentucky Employees Insurance Association.

Apprenticeship and Training Council. |

State Labor Relations Board.

Kentucky Occupational Safety and Health Review Commission.
Office of Administrative Services.

Office of Labor Management Relations.

Office of General Counsel.

‘Workers' Compensation Funding Commission.

Employers Mutual Insurance Authority.

10. Revenue Cabinet:

(@
®
©
@

Department of Property Taxation.
Department of Compliance and Taxpayer Assistance.
Department of Administrative Services.

Office of General Counsel.

11. Tourism Cabinet:

O]
(®)
©
)
(e
®
(&
6y

Department of Travel Development.
Department of Pé.rks. -

Department of Fish and Wildlife Resources.
Kentucky Horse Park Commission.

State Fair Board.

Office of Administrative Services.

Office of Film Promotion.

Office of General Counsel.

12.  Cabinet for Workforce Development:

(2)
®

BR244600.100-2446

Department for Adult Education and Literacy.

Department for Technical Education.
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(c) Department of Vocational Rehabilitation.
(d) Department for the Blind.
(e) Department for Employment Services.
(f)  State Board for Adult and Technical E&ucation.
(g) Governor's Council on Vocational Education.
(h) The State Board for Proprietary Education.
(1)  The Foundation for Adult Education.
(5) The Kentucky Job Training Coordinating Council.
(k) Office of General Counsel.
() Office of Communication Services.
(m) Office of Development and Industry Relations.
(n) Office of Workforce Analysis and Research.
(o) Office for Administrative Services.
(p) Office for Policy, Budget, and Personnel.
(99 Unemployment Insurance Commission.
III.  Other departments headed by éppointed officers:

1. Department ofMilitary Affairs.

2. Department of Personnél.

3. Council on Postsecondary Education.
() Kentucky Community Service Commission.

4.  Department of Local Government.

5. Kentucky Commission on Human Rights,

6.  Kentucky Commission on Women.

7.  Department (_)f Veterans' Affairs.

8.  Kentucky Commission on Military Affairs.

9. Office of the Chief Infarma‘tion Officer.
Section 6. KRS 12.023 is amended to read as follows:

Page 12 of 22
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The following organizétional units and administrative bodies shall be attached to the Office

of the Governor:

M

(1) Council on Postsecondary Education;
(2) Department of Military Affairs;
' (3) Department of Local Government;
(4) Kentucky Commission on Human Rights;
(5) Kentucky Commission on Women;
(6) Kentucky Commission on Militax;y Affairs;f-and}
(7)  Coal Marketing and Export Council; and
{8) _ Office of the Chief Information Officer.

Section 7. KRS 18A.115 is amended to read as follows:

The classified service to which KRS 18A.005 to 18A.200 shall apply shall comprise

all positions in the state service now existing or hereafter established, except the

following:

(a) The General Assembly and employees of the General Assembly, including the
employees of the Legislative Research Commission;

(b) Officers elected by popular vote and persons appointed to fill vacancies in
elective offices; )

(c) Members of boards and commissions;

(d) Officers and employees on the staff of the Governor, the Lieutenant que{nor,
the Office of the secretary of the Governor's Cabinet, and the Ofﬁ;é of
Program Administration;

(e) Cabinet secretaries, commissioners, office heads, and the administrative heads
of all boards and commissions, including the executive director of Kentucky
Educational Television;

(f) Employees of Kentucky Edﬁcationzﬂ Television who have been determined to

be exempt from classified service by the Kentucky Authority for Educational
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Television, which shall have sole authority over such exempt employees for
employment; dismissal, and setting of compensation, up to the maximum
established for the executive director and his principal assistants;

One (1) principal assistant or deputy for each person exempted under
subsection (1)(e) of this section;

One (1) additional principal assistant or deputy as may be necessary for making
and carrying out policy for each person exempted under subsection (1)(e) of
this section in those instances in which the nature of the functions, size, or
complexity of the unit involved are such that the commissioner. approves such
an addition on petition of the relevant cabinet secretary or department head
and such other principal assistants, deputies, or other major assistants as may
be necessary for making and carrying out policy for -each person exempted
under subsection (1)(e) of this section in those instances in which the nature of
the functions, size, or complexity of the unit involved are such that the board
may approve such an addition or additions on petition of the department head
approved by the commissioner;

Division directors subject to the provisions .of KRS 18A.170. Division
directors in the classified service as of January 1, 1980, shall remain in the
classified service;

Physicians employed as such;

One (1) private secretary for each person exempted under subsection (1)(e),
(g), and (h) of this section;

The judicial department, referees, receivers, jurors, and notaries public;
Officers and members of the staffs of state universities and colleges and
student employees of such institutions; officers and employees of the Teachers'
Retirement System; and officers, teachers, and employees of local boards of

education;
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Patients or inmates employed in state institutions;

Persons employed in a professioﬁal or scientific capacity to make or conduct a
temporary or special inquiry, investigation, or examination on behalf of the
General Assembly, or a committee thereof, or by authority of the Governor,
and persons émployed by state agencies for a specified, limited period to
provide professional, technical, scientific, or artistic services under the
provisions of KRS 45A.690 to 45A.725,

Seasonal, temporary, and emergency employees;

Federally funded time-limited employees;

Officers and members of the state militia;

State Police troopers and sworn officers in the Department of State Police,
Justice Cabinet;

University or college engineering students or other students employed part-
time or part-year by the state through special personnel recruitment programs;
provided that while so employed such aides shall be under contract to work
full-time for the state after graduation for a period of time approved by the
commissioner or shall be participants in a cooperative education program
approved by the comnﬁssioner; i
Superintendents of state mental institutions, including heads of mental
retardation centers, and penal and correctional institutions as referred to in
KRS 196.180(2);

Staff members of the Kentucky Historical Society, if they are hired in
accordance with KRS 171.311;

County and Commonwealth's attorneys and their respective appointees;

Chief district engineers and the state highway engineer;

Veterinarians employed as such by the Kentucky State Racing Commission or

the Kentucky Harness Racing Commission;
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(z) Employees of the Kentucky Peace Corps;f-and}

(aa) Employees of the Council on Postsecondary Education; and

(bb) Chief Information Officer of the Commonwealth.

Nothing in KRS 18A.005 to 18A.200 is intended,A or shall be construed, to alter or
amend the provisions of KRS 150.022 and 150.061.

Nothing in KRS 18A.005 to 18A.200 is intended or shall be construed to affect any
nonmanagement, nonpolicy-making position which must be included in the classified
service as a prerequisite to the grant of federal funds to a state agency.

Career employees within the classified service promoted to positions exempted from
classified service shall, upon termination of their employment in the exempted
service, revert to a position in that class in the agency from which they were
terminated if a vacancy in that class exists. If no such vacancy exists, they shall be
considered for employment in any vacant position for which they were qualified
pursuant to KRS 18A.130 and 18A.135.

Nothing in KRS 18A.005 to 18A.200 shall be construed as precluding appointing »
officers from filling unclassified positions in the manner in which positions in the
classified service are filled except as otherwise provided in KRS 18A.005 to
18A.200. ' )

The positions of employees who are transferred, effective July 1, 1998, from the
Cabinet for Workforce Development to the Kentucky Community and T?chpical
College System shall be abolished and the employees' names removed fro; the
roster of state employees. Employees that are transferred, effective July 1, 1998, to
the Kentucky Community and Technical College System under KRS Chapter 164
shall have the same benefits and rights as they had under KRS Chapter 18A and have
under KRS 164.5805; however, they shall have no guaranteed reemployment rights
in the KRS Chapter 151B or KR~S Chapter 18A personnel systems. An employee

who seeks reemployment in a state position under KRS Chapter 151B or KRS
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Chapter 18A shall have years of service in the Kentucky Community and Technical
College System counted towards years of experience for calculating benefits and
compensation.
Section 8. KRS 42.029 is amended to read as folléws:
There is established a department of state government to be known as the
Department of Information Systems. The department shall be a part of the Finance
and Administration Cabinet. The Department of Information Systems shall be
headed by a commissioner, appointed by the secretary of the Finance and
Administration Cabinet, with the approval of the Governor. The commissioner shall
be responsible to the secretary.
The secretary of the Finance and Administration Cabinet shall appoint, with the
approval of the Governor, a deputy commissioner of the Department of Information
Systems, pursuant to KRS 12.050. The commissioner of information systems, with
the approval of the secretary of the Finance and Administration Cabinet, may
appoint such principal assistants, pursﬁant to KRS 12.050, as may be necessary for
the development and implementation of policy. The commissioner may employ,
pursuant to the provisions of KRS Chapter 18A, such personnel as may be necessary
to execute the functions and duties of the department-.
The Department of Information Systems shall providef-Jeadership;potiey-direstion;
and]} technical support and services to all executive agencies of state government in
the application of information technology. The department shall:
(a) Assure compatibilityf-pertabilitys} and connectivity of Kentucky's information
systems; and
(b) Implement necessary management processes to assure full compliance with the
Kentucky information resources architecture as adopted by the Kentucky

Information Resources Management Commission.

(4) The Department of Information Systems shall include the following divisions, each
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of which shall be headed by a director appointed by the secretary with the approval

of the Governor, pursuant to KRS 12.050:

(@)

®

©

G

(©

®

The Division of Network Services, which shall be responsible for network
planning, network design, network manégemem, systems administration,
research and evaluation of desktop and departmental computer technologies,
support for end user computing, and information dissemination;

The Division of Computer Services, which shall be responsible for all
computer operations, systems programming, technical support services, data
storage, and database management services,

The Division of Systems Development, which shall be responsible for
providing comprehensive systems analysis, design, and development services,
and applications consulting services to designated state agencies with primary
responsibility for supporting economic development, education, human
services, and public protection systems;

The Division of Systems Engineéring, which shall be responsible for providing
comprehensive systems analysis, design, and development services and
applications consulting services to designated state agencies with primary
responsibility for supporting environmental; financial, labor, personnel,
revenue, safety, justice, tourism, and transportation systems; and

The Division of Support Services, which shall be responsible for planningi and
procurement assistance, fiscal administration, service coordination, appligétion
development standards, data security, disaster recovery planning, technical
training, technical publications, and facilities support.

The secretary of the Finance and Administration Cabinet, in consultation with
the commissioner of the Department of information Systems, shall designate
the state agencies to be ﬁrovided services by the Division of Systems

Development and the Division of Systems Engineering based on the
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complexity of the services to be provided and each division's work load.

The Department of Information Systems may delegate authority to individual state

agencies for the performance of departmental and desktop level functions if the

commissioner finds the delegation to be in the best interest of the Commonwealth.

All delegations of authority shall:

(a) Bein written form;

(b) Specify the level and scope of functions to be performed; and

(c) Provide notice to the agency receiving delegation of authority, that the
delegated authority will be revoked if the commissioner finds that the functions
being performed fail to adhere to prescn'bed criteria or if the commissioner
finds that it is no longer in the best interest of the Commonwealth to continue
the agency's delegation of authority. Nothing in this subsection shall apply to
the data processing operations or personnel of the Kentucky Retirement
Systems or the Kentucky Teachers' Retirement System.

The Department of Information Syste;'ns may provide general consulting. services,

technical training, and support for generic software applications, upon request from

a local government, if the commissioner finds that the requested services can be

rendered within the establishéd terms of 'the federally approved cost_allocation plan.

Nothing in this section shall be construed to alter or diminish the provisions of KRS

171.410 to 171.740 or the authority conveyed by these statutes to the Archives and

Records Commission and the Department for Libraries and Archives. h

The department may promulgate necessary administrative regulations for the

furtherance of this section.

Section 9. KRS 61.945 is amended to read as follows:

There is hereby created an independent agency of state government to be known as

the Kentucky Information Resourc;es Management Commission, hereafter called the

"commission.” It shall be the responsibility of the commission to coordinate and
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guide the application of information technologies and resources in the executive

branch of state government.

(2) The commission shall consist of

@

®
©
@
©

®

(@

®

)

&

@

Three (3) cabinet secretaries from the exécutive branch, at least one (1) of
whom shall be from either the Transportation or Human Resources Cabinet,
appointed by the Governor, or their respective designees;

The state budget director or his designee;

The commissioner of the Department of Information Systems;

The State Librarian or his designee;

One (1) representative from the public universities to be appointed by the
Governor from a list of three (3) persons submitted by the president of the
Council on Postsecondary Education;

Two (2) citizen members from the private sector with information resources
management knowledge and experience to be appointed by the Governor;

One (1) representative of local government appointed by the Governor from a
list of six (6) persons, three (3) to be submitted by the president of the
Kentucky League of Cities, and three (3) to be submitted by the president of
the Kentucky Association of Coun.ties; )

One (1) member of the press to be appointed by the Governor from a list of
three (3) persons submitted by the president of the Kentucky Press
Associatién; ' -

The executive director of the Kentucky Authority for Educational Television,
The chairman of the Communications Advisory Council as an ex officiol
nenveting] member;fard}

The chairman of the Geographic Information Advisory Council as an ex

officiof;-ronveting} member; and
The Chief Information Officer of the Commonwealth.
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(3) The commission shall select from its membership a chairperson and any other

officers it considers essential. A member of the commission shall not:

®

(b)

©

@

@ @

®

Be an officer, employee, registered legislative agent, Executive Branch

lobbyist, or paid consultant of a business entity that has, or of a trade

association for business entities that has, a substantial interest in the

information resources technology industry;

Own, control, or have directly or indirectly, more than a ten percent (10%)

interest in a business entity that has a substantial interest in the information

resources technology industry;

Be in any manner connected with any contract or bid for furnishing any state

governmental body with information resources systems, the computers on

which they are automated, or a service related to information resources

systems; or

Receive anything of value from an individual, firm, or corporation to whom a

contract may be awarded, directly or indirectly, by rebate, gift, or otherwise.

It shall be a ground for removal of a member of the commission if the member:

1. Does not maintain during service on the commission the qualifications or
status required for initial appointment tb tﬁe commission;

2. Violates a prohibition established by subéection (3) of this sectibn; or

3. Is absent from three (3) consecutive meetings or miore than half of the
regularly-scheduled commission meetings that the member is eligibl;e to
attend during a state fiscal year unless the absence is excused by majority
vote of the commission.

The validity of an action of the commission shall not be affected by the fact

that it was taken when a ground for removal of a member existed. If the

chairperson of the commission has knowledge that a potential ground for

removal of a comumission member exists, the chairperson shall notify the
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Governor-of th; potential ground for removal.

(5) (a) Theterm of office of the members specified in subsection (2)(b), (¢), (d), (1),
(), and (k) of this section shall be the same as the term of office by virtue of
which they serve upon the commission.

(b) The terms of the cabinet secretaries appointed pursuant to subsection (2)(a) of
this section shall be established in the commission's operating policies or
bylaws not to be less than two (2) years.

(6) Members of the commission appointed pursuant to subsection (2)(e), (£), (g), and (h)
of this section shall serve for a term of four (4) years. Vacancies in the membership
of the commissioi; shall be filled in the same manner as the original appointments. If
a nominating org:;nization changes its name, the subsequent organization having the
same responsibilities and purposes shall be the nominating organization.

(7) Members of the commission shall serve without compensation, but shall be
reimbursed for actual expenses incurred in the performance of their duties.

(8) A majority of the members shall constitute a quorum for the transaction of business.

Members' designees shall have voting privileges at commission meetings.
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Mr. HORN. Thank you very much. We appreciated that testimony
Mr. Doll. I'm going to have to do something I don’t like doing be-
cause I'm going to have to interject for a question period before the
representative of the administration has to go, and she said she
has to go at 11:15 and I want Mr. Davis, Mr. Turner to question
her before now and 11:15. So I first yield for questions 5 minutes
for the gentleman from Virginia, Mr. Davis.

Mr. DAvis. Thank you. Sally, thanks for being here once again
and for all the work you're doing. In your written testimony you
offer that Clinger-Cohen is correct in placing centralized leadership
responsibilities for IT investment management within OMB be-
cause OMB has budget and program oversight responsibilities
throughout the executive branch and can work to ensure that IT
supports agency missions and policies. You go on to say that legis-
lation which mandates a particular approach may lock in oversight
structures and constrain our capacity to solve the problems that
are unknown to us today.

I wonder if you could take a minute and describe the leadership
role that OMB has displayed in the past in defining and managing
interagency items, not just speaking to money items but managing
IT resources. How does OMB keep track of those initiatives so that
responsible decisions can be made when projects are not working
and should be halted or a new direction should be taken? Can you
give me a feel for how that works?

Ms. KATZEN. Sure. Thank you. In one respect we take our man-
agement challenges each year as part of the budget. We prepare
those priority management objectives, we call them, the PMOs,
that warrant senior management attention, and IT management is
always on the list. This year I think we have four that include that.
People are assigned within OMB both in the statutory offices and
in the RMOs, the Resource Management Offices, which do the
budgeting and management hands, often to report on a monthly
basis on the progress made. I have prepared this report for the Di-
rector, for the President and see how we are proceeding on the
most important challenges.

At the other end of the spectrum OMB is actually a fairly lean
and mean organization—well, I'm not so sure it’s mean but it is
lean. We only have about 500 people for all the governmentwide
functions. We leverage our power and authority through inter-
agency councils, whether it’s the Statistical Policy Council which
was created and reports through the Chief Statistician of the
United States, who’s in the Office of Administration. In the Office
of Information, Regulatory Affairs, or the CIO Council, the Deputy
Director for Management, me now, sits as chair of the CIO Council,
sits as chair of the CFO Council, that’s the Chief Financial Offi-
cers, sits as chair of the PCIE, which is the President’s Committee
on Integrity and Efficiency, which are the IGs, the Procurement
Executives Council. What I have done——

Mr. HorN. Excuse me. Could you sort of spell it out for the peo-
ple that are listening?

Ms. KATZEN. CIO Council is the Chief Information Officers Coun-
cil. CFO Council is the Chief Financial Officers Council. The PEC
is the Procurement Executives Council. The PCIE is the President’s
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Council on Efficiency and Integrity, which is the IGs, which are the
Inspector Generals.

Each of these councils have committees. Mr. Flyzik indicated the
myriad numbers of committees that they have. Their e-government
committee representative meets with me, with the CFO Council e-
government representative and the PEC e-government representa-
tive, at least once a month, where we sort through priorities, we
hear about initiatives. And the CFO Council people will sit there
and say, oh, is that what the CIO Council is doing? Isn’t that inter-
esting? We’re able to exchange best practices. Mr. Flyzik has at-
tended those meetings in the past. That’s another way we leverage.

Mr. DAvis. Where is the decisionmaking authority after you all
sit down and you go through all these? Does it come to you then
up through the head of OMB in terms of resolving——

Ms. KATZEN. In most instances it’s not a decision that has to be
made yes or no. It’s a sorting through priorities. But if there were,
it would be through me and I would consult with Jack Lew, the Di-
rector, or the President or Vice President. Mr. Doll was talking
about the President’s interest in FirstGov. We presented it to him
and he loved it, and he therefore announced it. It was something
we had developed, and we had developed it with the help of the
CIO Council as well as the PEC Council because one piece of this
FirstGov is to have a single gateway for procurement for buying
and selling to the government, and they’re interested in that aspect
of it.

So we put all these pieces together. When we presented it to the
President he was most enthusiastic about it. So it can go at dif-
ferent levels, in part depending upon how radical it may be or how
much funding is necessary.

And there’s also, one of the problems that we’ve had, and I've
heard this from a number of the people who are talking about this,
is the funding. OMB has included requests for funding for security,
for e-government, for digital signatures, for a variety of things and
we just were hoping that the Congress will be more receptive to
those requests.

Mr. DAvis. I think my 5 minutes are up. I want to make sure—
I might want to give you a couple of written questions, but I think
you’ve given me the outlines.

Ms. KATZEN. Be happy to supply any answers to that. Thank you
very much, sir.

Mr. HORN. The gentleman from Texas, Mr. Turner, 5 minutes for
questioning the witness.

Mr. TURNER. Thank you, Mr. Chairman. We appreciate all of
your input on this issue, and as you know, in our meetings together
there are some issues that must be resolved before we can move
forward. And obviously we want to be sure we structure this new
Chief Information Officer in a way that’s consistent with the roles
that you are accustomed to having oversight over. I did notice that
in a letter that we received just yesterday from Mr. Gilligan, who
is the CIO of the Department of Energy, he said that only a small
portion of the funding requests we’re talking about for information
technology funding is intended to provide for coordinating govern-
mentwide security efforts.
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We were talking yesterday, as you know, about computer secu-
rity as well as providing common solutions that will improve effi-
ciency and effectiveness of individual agency security programs. He
goes on to say these initiatives are not designed to replace individ-
ual agency programs already in place. Rather, they seek to build
on their successes and expand existing infrastructure. In an attach-
ment to his letter he says most of the funding that has been pro-
vided in the Federal budget has been directed at the individual
agencies. He says, and I quote, only a small portion of this funding
request is intended to provide for cross government initiatives.

I'd like for you to describe for us some specific cross agency ini-
tiatives relating to information technology that OMB has success-
fully implemented.

Ms. KATZEN. I will start by noting that I don’t completely agree
with his characterization of the way we do the funding. It is true
that there is a relatively small portion that is designed for intra—
interagency, among agencies, cross-cutting, governmentwide types
of projects. But the security, for example, should be built into the
system. It shouldn’t be a separate kind of venture. It should be
part of the capital planning process, and that’s one of the things
we’re working on.

But having said that, in terms of the types of activities that we
have, 2 years ago the Congress and Treasury-Postal gave us a $7
million fund for us to allocate for governmentwide efforts, and that
money was used in part for the CIO Council, and we asked them
to come up with their wish list, their priorities, so that we could
be responsive to the agencies’ CIOs as what they thought were
those projects most in need. Digital signature was one; FirstGov is
another that I can think of off the top of my head.

This year we took that same fund—$7 million is not a very large
amount considering that we spend billions in other areas—we in-
creased it to $17 million. All indications are the Treasury-Postal
will increase it. That should be significantly enhanced because
there are opportunities. But what we have done again for the 2001
budget for the $17 million was to go back to the CIO Council and
the CFO Council and say, what is it that you think is most desir-
able, and this is reviewed within OMB. And they came up with
these different types of projects that they wanted us to fund.

Mr. TURNER. Is that the only cross-agency initiative that OMB
has been involved in?

Ms. KATZEN. No. Clinger-Cohen also includes a “pass the hat”
authority. And there was an additional $5 or $6 million that we
used to collect additional moneys from the various agencies for
some of the CIO-type functions. Again, Mr. Flyzik, who helped im-
plement this, could give you more details on it. But that’s another
opportunity.

And the third opportunity is there could be a lead agency. For
example, on FirstGov, even though we’re using some of the inter-
agency money, GSA is the lead agency and is, in effect, sponsoring
this, and they have the resources that we have reprogrammed to
make sure that they can carry this out. There are other instances
where other departments—Treasury, the Treasury Department is
working on digital signatures. We have a $7 million request, which
unfortunately does not look like it’s going to be funded. We could
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use your help there. But that would be where theyre taking the
lead for the government. And I think that’s correct, if I'm not mis-
taken. But they're the lead.

So in different areas we'll ask different departments to be a lead
agency. So that, pass the hat and the interagency fund, all get
worked together. We use as much creativity as we can because the
technology is developing an awful lot faster than the budget proc-
ess, and you come up with new ideas in the middle of cycle, you
want to fund them. You want to figure out how to do it lawfully.

Mr. TURNER. I think that pass the hat problem, we discussed
that at the hearing yesterday, is one of the problems that we see
in our present pursuit of information technology.

Ms. KATZEN. It has drawbacks.

Mr. HOrN. We will have another round here.

The gentleman from Virginia, Mr. Davis, 5 minutes. It’s your
turn.

Mr. DAvVIS. Just a couple of questions.

You addressed the establishment of the Y2K Council with John
Koskinen, who did an outstanding job, I think we can all agree, as
chairman. It’s unclear to me how the need to establish a Y2K
Council in 1998 validates OMB’s role in managing information re-
sources. It seems to me that instead it demonstrated OMB’s inabil-
ity to gather the necessary expertise and foresee the need to ad-
dress the Y2K problem in a more timely manner and its subse-
quent inability to manage governmentwide Y2K remediation with-
out bringing in someone like John Koskinen to head the whole
thing up and to have the clout, and that you don’t want to keep
d}(;ing this kind of thing. Could you give me your comments on
that?

Ms. KATZEN. Well, Mr. Davis, OMB had been responsible for the
governmentwide Y2K efforts, and, in fact, as Administrator of
OIRA, it was one of my primary responsibilities, and we set in mo-
tion the processes that the Federal agencies would use. We estab-
lished the reporting practices. We established the CIO Council’s in-
volvement in this; the Y2K committee that I met with once a
month, we did a lot of things within OMB. By 1998, it became clear
that the issue was not just the Federal systems. The issue was the
country. And there was banking and finance, there was energy,
and it was more than the country. It was international as well.

And so we discussed within the administration bringing in some-
body who would focus attention, who would capture people’s imagi-
nation, and who would work with State and local governments. I
had already been meeting with NASIRE people in 1995, 1996 and
1997. John Koskinen took it over. He worked with State and locals.
He worked with the private sector. He worked with the inter-
national Y2K effort.

The responsibility for the Federal systems themselves remained
at OMB. We were the ones who did the quarterly reports. We were
the ones who met with the laggers or those who were not moving
as quickly as they should have. We were the ones who went to the
President or the Vice President when we wanted additional help.
John Koskinen was superb, and he was a superb candidate for this
because he had just stepped down as DDM at OMB, and he knew
where all the levers were. He never wanted to take from OMB its
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authority, but he wanted to work with us, and that was a very
good mix.

I was made the vice chair of the Y2K Council to keep the OMB
piece of it intact. And I heard Mr. Doll say that Mr. Koskinen is
a great model, and then he used the term “for a single project.” I
agree with that. I think if there’s a single project that you want
done sometimes, you find somebody who has the stature, the expe-
rience and the connections to do it. But if you’re talking about
something like all of information technology, Mr. Doll also said you
can’t separate technology from government programs. That’s the
whole thing. Then I am less amenable.

Mr. DAvis. I want to get you out of here. I just look at it dif-
ferently. You did a great job, but you had so many other things to
do over there at OMB. You just did. You have so many responsibil-
ities. You performed them admirably. I've worked with you on a lot
of issues, and you’re a great civil servant. But the problem was in
that particular case you had too many things. The same thing con-
cerns me with OMB and its structure today in giving it the empha-
sis. So I just look at it a little differently.

But I'm really interested to hear your perspective. I appreciate
your sharing it with me. I may get back to you with a couple of
other questions just for the record so we can fill this up.

You made one other comment that the administration will be
changing, and at least we will have a new President and probably
some new people, and we don’t want to act precipitously. I agree.
I'm just putting down a marker to say this is my concept, and we
want to solicit advice on this as we move forward. This is kind of
a work in progress. But I just wanted to share my thoughts, and
I appreciate hearing yours. Thanks.

Ms. KATZEN. That’s very helpful. Thank you, sir.

Mr. HORN. Does the gentleman yield?

Mr. Davis. I yield back.

Mr. HORN. The gentleman from Texas Mr. Turner. I'll give you
4 minutes this time because I want the last 3 minutes.

Mr. TURNER. Thank you, Mr. Chairman.

I concur with what my friend Mr. Davis said. I think we are in-
troducing these bills here in the latter month of this Congress in
order to get the issue on the table and begin to discuss what kind
of structure a Federal CIO should have, because we know whoever
is President is going to make this a part of their new administra-
tion.

And I want to say that, you know, GAO made the comment that
the benefit of a Federal CIO is the ability to focus exclusively on
information technology.

Your training is an attorney, as is mine. You practice regulatory
and administrative law. You wear a lot of hats. You’re the head of
the CFO Council, the CIO Council, the Procurement Council. Even
your Deputy, Mr. Spotila, who is the head of the Office of Informa-
tion and Regulatory Affairs, has a wide range of duties, one of
which is information technology, but he is neck deep into regu-
latory affairs in his office. And I think what we are trying to do
here is to pursue a new position that has the exclusive ability to
focus on information technology across government; to put in that
position an individual who has the background, the experience and
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the educational training to suit he or she to the position of a chief
information officer as we find in the private sector. And I think
that by doing that, we will see more opportunities for cross-agency
cooperation, and we’ll see the Federal Government move forward at
a much more rapid pace than we’ve seen in the past.

That is not to say we are critical of anything you have attempted
to do, but I think the emphasis on information technology is long
overdue. And I know that you want to work closely with us to be
sure that if we implement a Federal CIO, that it integrates well
with your traditional functions. And I know that is one of your pri-
orities, and we want to work with you in that regard.

Ms. KATZEN. Exactly. I appreciate that because I think there is
much merit to this call for higher visibility, more focus or single-
mindedness as it were. And my concern is that it be fully inte-
grated within OMB because they have the budgeting and the man-
agement function governmentwide, and you can’t easily separate
the two. But the repeated calls for higher visibility and more sin-
gle-mindedness, I think, have tremendous merit, and I appreciate
your comments in that regard.

Mr. TURNER. Thank you, Mr. Chairman.

Mr. HorN. I thank the gentleman.

My question is this: I appreciate you giving us the history there,
and that’s some of it we learned new. But the fact was that nothing
happened after this committee started the movement in April 1996.
We wrote the President with the ranking Democrats at that time
writing with us on the letter to put one person in charge in the ex-
ecutive branch. That was July 1997, and he finally got around to
it in late 1997 and 1998 when Mr. Koskinen was brought out of
retirement. While he was there in your position, he really didn’t do
anything on this. You were doing the work there, as I remember.

Ms. KATZEN. I was doing that, yes.

Mr. HORN. And then he retired

Ms. KATZEN. Although I reported to Mr. Koskinen, and he was
aware of what I was doing, and he had sufficient confidence in me
that he let me continue doing it.

Mr. HorN. Well

Ms. KATZEN. And I had sufficient confidence in him that when
we talked to the President and said, I think we ought to find some-
body, he was the first person that came to our mind, and we called
]}olimk He was only in retirement for 2 weeks before we got him

ack.

Mr. HORN. He was in retirement, and he did not come back on
board until April 1998.

Ms. KATZEN. Correct.

Mr. HORN. He was on a honeymoon with his wife. So the fact is
during this time, FAA, the IRS, billions of dollars were going
through those things. Now, did your group at OMB pull the plug?
Why not when you have that many billion dollars going right down
the drain?

Ms. KaTZEN. We did, in fact, review the FAA information sys-
tems—we're not talking Y2K now. We're talking the information
systems themselves—the FAA system, the IRS system, which Mr.
Flyzik can talk about the history of that through this past decade,
the HTM system. There was a health system at HCFA.
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Mr. HoORN. Right. They spent a few billion, too.

Ms. KATZEN. It was unbelievable. It was custom-built.

As I said in my testimony, when we came into office, there was
an established pattern. Federal systems were to be custom-built
with all the bells and whistles. They would inevitably come in over
budget and so late that they would be obsolete by the time they
were fully implemented.

We changed that. We changed that with your help. We changed
that with the help of Raines’ Rules. We changed that. We're now
focussing on open architectures, modular development. The whole
Raines’ Rules capital planning concept has turned it around, and
you don’t have those kind of unfortunate headlines as frequently by
a long shot at the end of the decade that you did at the beginning
of the decade. It took us time to turn it around. That was what I
was focusing on at the beginning part of the century—decade.

Mr. HORN. Who pulled the plug, OMB or the agency? Did the
agency finally think about it, that they weren’t managing any-
thing?

Ms. KATZEN. We worked together. We're collegial. We raised
issues——

Mr. HORN. I know. Collegially with the taxpayers’ money to the
tune of $7 billion.

Ms. KATZEN. Well—

Mr. HORN. That bothers me. The fact is nobody made the tough
decisions except Raines. I thought Raines really knew what he was
doing when he came in there. And we worked together on the ques-
tionnaire and all the rest of it. He was a very right-on-the-spot per-
son. He might have pulled the plug. I don’t know.

Ms. KATZEN. The health one was ended before Mr. Raines be-
came the Director. It was while Ms. Rivlin was still the Director
of OMB that we stopped the health one. We stopped them when
it became clear to us that this was not the way to go, and we
worked with them. Theyre individual cases. Individual systems
presented different problems within the agencies because they had
different needs. FAA’s need was that they couldn’t be without a
system because of the security of the air traffic controls. We had
to make sure that whatever we had was enough to bridge or link,
and so it was not just possible to say, well, let’s stop that and for-
get all about it and go to someplace else. We had to work to a tran-
sitlil;)n. The IRS is one that took a different turn that Mr. Flyzik can
talk to.

Mr. HORN. Let me ask my last question. I know you have to go.

Yesterday the subcommittee released its computer security re-
port card for the Federal Government, with the government receiv-
ing a D minus overall. Given the Office of Management and Budg-
et’s oversight responsibility for agency computer security programs,
how do you explain this?

Ms. KATZEN. Well, Mr. Chairman, I think, as Mr. Spotila indi-
cated yesterday, we do not completely agree with the grades.

Mr. HORN. Not one person under oath in this room disagreed
with any grade. And if they’re doing that to the press, they didn’t
do it here.

Ms. KATZEN. I was not here yesterday. Mr. Spotila was testify-
ing. My understanding is that a lot of the agencies—departments
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were, as they should be, totally candid about we’re doing partly
here, we're not doing anything here, we’re doing something here.
In some of the grades they got no credit for any of the things that
they were doing.

Grades come as a snapshot in time, and unlike the Y2K where
you have a single function that you want to sort of track over time,
and you can see whether you're 68 percent remediated, 98 percent
remediated, you get all the way to 100 percent, with security there
are a variety of different measures and a variety of different stand-
ards depending upon the sensitivity of the information, because
your security should be commensurate with the risk of loss. And
a DOD is a very different animal from the Department of Agri-
culture, for example, where a civilian agency does not have to
reach the same standards.

Having said all of that, I would remind you that when Mr.
Koskinen came into the office, the government was given a D
minus also——

Mr. HORN. That’s right.

Ms. KATZEN [continuing]. For Y2K.

Mr. HORN. And he got it up to a B, which is great.

Ms. KaTZEN. What happened was in the 2-year period, because
of the foundations that we had laid and the work that had been
done by the Federal employees, there were no disasters at the date
change. The Federal systems held together magnificently. People
were ready ahead of time. And if we get a B minus when we actu-
ally end up having a nonevent, there’s some sense that maybe the
grading on the curve could be a little bit adjusted.

Mr. HORN. It isn’t graded on the curve. It’s graded on the abso-
lute. And remember that this is self-graded by the agency, not us.

Ms. KATZEN. They didn’t give themselves a D minus. You took
the information and gave them the grades. They didn’t give them-
selves a grade. If you ask the agencies, and Treasury is here today,
whether they deserved the grade they got or whether they thought
that their work in process is warranting some other grade, I would
be very interested in the responses, because what I hear is that
they feel that the grading was kind of tough.

Now, I did well in school with professors who gave tough marks,
and I like to rise to the occasion, and I like to fight back, and I
like to say, OK, you give me a B, I'll show you. I'll get my A.

Mr. HORN. Good. We're glad we stimulated OMB to do some-
thing. And if it takes that, why we’ll give them a D minus or a D
plus next time.

But, no, what we want is something that solves this, and we
want people that make tough decisions with the taxpayers’ money.
That’s what I'm concerned about. That’s what every Member here
regardless of party is concerned about. We can’t afford these $4 bil-
lion boondoggles.

Ms. KATZEN. I share your—I agree with you completely.

Mr. HORN. With security they can do a lot of things. They just
haven’t because there hasn’t been the focus.

Ms. KATZEN. Well, and we haven’t gotten the funding.

Mr. HORN. They always say that. All you do is pull the plug on
a few things. Energy is the prime example.
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Ms. KATZEN. No, I'm sorry. What I meant—you may have mis-
understood what I was staying. We have repeatedly requested the
Congress to fund in the security area for FIDNA, for FEDCERT,
for Cyber Core. There was a $90 million critical information protec-
tion piece that the Congress has not funded.

We have requested funding for security again and again, and
over the last several years and even right now the IRS piece is not
fully funded. Apart from the security is the modernization that
they need to do.

So it’s not that we’re holding back, but I share your objective
which is not to waste taxpayers’ money, which is to provide the
best service possible, to do it in a way that is reasonable and ra-
tional and responsive to the American people.

I agree completely with where you're coming from, and, again, as
I said in my opening statement, we think that the work that this
committee has done has been very important and instrumental in
helping us with whatever progress we have achieved, and we thank
you for that.

Mr. HORN. Let me ask the last question. Do any of the people
here, and that includes the people who haven’t had a chance to
make their presentations, do you have any questions of the admin-
istration before Ms. Katzen leaves? Anybody want to raise their
hand or something? Any question you've been wanting to ask the
administration but couldn’t? OK. Forever hold your peace, or talk
to them on the side.

Ms. KATZEN. Thank you, sir.

Mr. HOrRN. We thank you for staying, and we hope we haven’t
delayed you, but we’re within 6 minutes. Thank you.

We now go back to the presenters. Next is Paul E. Rummell,
president and chief executive officer of RLG netPerformance, Inc.,
former Chief Information Officer for the Government of Canada.

We're delighted to have you here, and we want to get a lot of
your experience on the record.

STATEMENT OF PAUL E. RUMMELL, PRESIDENT AND CHIEF
EXECUTIVE OFFICER, RLG NETPERFORMANCE INC,,
FORMER CHIEF INFORMATION OFFICER FOR THE GOVERN-
MENT OF CANADA

Mr. RuMMELL. Mr. Chairman, Mr. Turner, Mr. Davis, members
of the subcommittee and distinguished panelists. I am very pleased
to speak with you regarding establishing a Federal Chief Informa-
tion Officer position in the U.S. Government. I have a unique per-
spective to share with you. I served as the first CIO for the Govern-
ment of Canada, and I am an American citizen and a Canadian cit-
izen. I have 28 years’ experience in information technology.

The role and mandate for Canada’s CIO position is to bridge the
direction and evolution of technology in government; work to im-
prove relations with the vendor community; renew the IT commu-
nity within the government, and tackle the inertia in Treasury
Board and across the government by resolving key concerns effec-
tively, like privacy and security.

I reported to the Secretary of the Treasury Board and had a liai-
son and strong communication with the Prime Minister’s office. My
responsibilities were a $3-billion-a-year budget, 16,000 employees,



174

and a portfolio of 80 some departments and agencies, and I had a
mandate to eradicate the year 2000 bug.

Policy and management were focused on larger departments like
Public Works, Revenue Canada, National Defense, Human Re-
source Development Canada, Industry Canada and the Department
of Justice. Twenty of the largest departments and agencies were
represented in a core committee which I chaired, and I consulted
with smaller agencies and departments less frequently.

I established a Council of Provincial CIO’s to coordinate activities
between their jurisdictions, and we met with other levels of govern-
ment to coordinate service delivery initiatives for our government.

The CIO position has made an impact on Canada’s Federal Gov-
ernment success in information technology. We moved beyond es-
tablishing policy to a strategic leadership role with operational
focus and delivered results in three key areas: infrastructure, inno-
vation and service to the IT community.

Infrastructure is the platform used to deliver cost-effective, uni-
fied services to citizens. It’s not just wires and networks, but
INFOstructure, the policies, standards, procedures and directions
that make interoperability a reality. It is the combination of people,
pri)cess and technology to capture the imagination and achieve re-
sults.

As CIO and an information exchange specialist, I was and con-
tinue to be in the business of innovation. The approach must be to
balance risk and fiscal responsibility. The CIO position should be
in a place that empowers solutions, from structural changes and al-
ternate service delivery models to partnerships with other govern-
ments and the private sector.

The CIO’s core mandate was to provide advice, expertise and
service to the information community across government, and my
goal was not to get in your way, but to get things out of your way.

We managed technology spending envelopes to be sure that we
were making appropriate investments. We helped get the govern-
ment through some challenges with megaprojects. We worked with
the vendor and outsourcer communities to ensure modern procure-
ment and project management procedures were in place.

Information technology provides one of the cornerstones for the
renewal of government. It is essential that the U.S. Government
adopt a modern organizational structure with a Federal CIO to
lead, make a real difference and encourage cooperation.

It is your challenge as a subcommittee and as a government to
play a leadership role in establishing a position that will direct the
appropriate use of technology in our government. Based upon my
experience, I favor the recommendation that the Federal CIO re-
port to the Office of the President. I believe the position will be
most effective in this structure.

To sum up, these are exciting times. The new Federal CIO for
the U.S. Government will have an ambitious agenda in this year
2000 and beyond. Effective use of technology will enable us to work
harder, faster and smarter. This is not an end in itself. What
counts is what it will enable us to do, and that is to serve Ameri-
cans better. Thank you.

Mr. HorN. Well, we thank you. Those insights are very helpful.

[The prepared statement of Mr. Rummell follows:]
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“Perspectives on Establishing a
Chief Information Officer Position
Jor the US Federal Government”

Notes for remarks by Paul E. Rummell
President and Chief Executive Officer of
RILG netPerformance Inc.
Former-CIO for the Government of Canada

To the Cengress of the United States
House of Representatives
Committee on Government Reform
Sub-Committee on Government Management,
Information and Technology

September 12, 2000

BACKGROUND

Technology exerts a profound influence on the everyday lives of Americans and
Canadians. The use of IT is growing by 15-20% a year, compounded annually, and there
are 10,000 new Web sites every day. The amount of information being maintained on the
Internet is skyrocketing - what we have seen is not just change, but a revolution!

This poses some complex challenges as governments re-examine the way they manage
and operate. Americans have high expectations of their government; if they can’t do it
well, they shouldn’t do it at all. To meet public expectation, it is essential to improve
service delivery using technology in new ways.

Powerful new technologies are becoming the infrastructure for the 21% century; our
society is based on the exchange of ideas, information, knowledge and intelligence.
Governments are digitizing information, working together fo share information in ways
inconceivable a decade ago.

The day is at hand when a citizen picks up the phone, dials one government number, gets
the information he/she needs, registers the information and receives the results instantly
in a secure, electronic environment. This is end-to-end electronic service. It is the
ultimate example of what government can do for its cifizens.

The convergence of people, process and technology is key to any IT solution.
Implementation of information systems is 50% management, 35% marketing, but only
15% technology. The 85% has historically not had enough focus, and that is where the
challenge lies.

‘Establishing a Federal CIO Position’ — Paul E. Rummell Page 1
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CHECK AGAINST DELIVERY

Mr. Chairman, Mombers of the Sub-Committee on Government Management,
Information and Technology - I am very pleased Lo speak with you regarding establishing
a T'ederal Chief Information Officer (CI0) position in the US Government.

INTRODUCTION

U have a unique perspective and experience to share with you regarding this position. 1
setved as the first CIO for the Government of Canada and am both a US and Canadian
Citizen. | have 28 years experience in information technology, including partnership in a
big-five management consullancy, and various executive positions in private and public
SECtors,

The role and mandate for Canada’s CIO is to:

e Bridge the direction and evolution of technology in government;

»  Work to improve relations with the vendor community;

e Renew the IT community in govermnent; and

e Tackle the inertia at Treasury Board and across government by resolving key
concerns like privacy and security.

1 am confident that the CIO team, uader my direction, was effective in moving this
agenda forward for the Government of Canada.

THE CANADIAN CIO

First, let me explain the structure of the Canadian CIO position, and then 1 will provide
examples of some strategic initiatives we were able to accomplish.

I reported (o the Secretary of the Treasury Board and maintuined a liaison with the Prime
Minister’s Office. My responsibilities encompassed a $3 billion budget, 16,000
cmployees, and a portfolio of 80+ Federal Departments and Agencies. I had an
immediate mandate to coordinate the effort required to eradicate and remedy the “year
2000 bug” in thousands of systems.

Palicy and management were focused mainiy on larger Departments like Public Works,
Revenue Canada, National Defense, Human Resourec Development Canada, Industry
Canada, and the Department of Justice. A Core Committee included 20 of the largest
Departments and Agencies, with smaller groups consulted less frequently. I established a
Council of Provincial CIO’s to coordinate inter-jurisdictional activities, and met with
Federal, Provincial, and Municipal CIO’s as needed to discuss integrated service delivery
opportunities.

WHAT WE ACCOMPLISHED

Creation of the CIO position made a significant impact on the Federal Government’s
success in the information technology arena. We moved beyond policy to a strategic
leadership role with an operational focus, and delivered results in three key areas:

‘Establishing a Federal CIO Position” ~ Paul E. Rummell Page 2
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e Infrastructure;
e Innovation; and
e Service to the IT community.

Infrastructure

Infrastructure is the platform used to deliver cost-effective, unified services to citizens.
Without infrastructure, we cannot deliver end-to-end electronic transactions, share
information, or work in concert across agencies, departments, and other jurisdictions. It’s
not just wires and networks, but infestructure; the policies, standards, procedures and
directions that make inter-operability a reality. It is the combination of people, process
and technology that drives the vision. The vision for government has to capture the
imagination, yet it must be achievable in the near term in a step-by-step way.

Under infrastructure, we identified four areas for action:

¢ Access and security;

e People;

¢ Horizontal governing; and
e - Policies.

Access and security

Citizens want instant access, informed answers and fast service. They want a single
window into government. They need to access a wide variety of information with
assurances that their privacy will be safeguarded.

Security is one of the biggest challenges we face as we move towards electronic service
delivery. The infrastructure required to allow secure messaging and transactions is
central to maintaining the trust of all citizens.

People

The IT community includes the people in our government who make the country,
government programs and services run, and serve as a cornerstone for future service
delivery.

The need for up-to-date IT skills is greater now than ever before, and both public and
private sector organizations around the world are competing for the same scarce pool of
skilled resources.

Attracting experienced, more senior people and retaining existing employees are
challenges all IT organizations are facing. Another common concern is raiding — many
employees hear the siren call of higher wages and better perks. We worked with many
HR communities to develop innovative solutions; exploring partnership arrangements
with industry, providing attractive compensation and benefits packages, offering
incentives such as flexible work hours, training programs and opportunities for career

‘Establishing a F ederal CIO Position’ — Paul E. Rummell Page 3
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fast-tracking, creating a vital learning culture and continued role for IT expertise in
government. '

Horizontal Governing

Traditionally information systems have evolved vertically — each agency and department,
each level of government building their own “silos” or stovepipes of information. This
was acceptable before networking and the Internet.

We worked across departments through a Shared Systems Initiative to reduce the number
of discreet administrative systems from over 120 to about 14. We built and maximized
horizontal linkages and bridges between information systems. For example, the
Department of Justice lawyers in all departments access information at a “home base’; the
Integrated Canadian Health Network provides linkages between Federal & Provincial
Governments and local communities --one coherent solution for our common client, th
taxpayer and citizen. ‘

The growth of horizontal governments means that old teporting mechanisms no longer
address the new realities. The Federal CIO must accelerate the dialogue with agencies
and departments to build a common IT and information management infrastructure.

Policy

The CIO’s office was responsible for: information security, secrecy, privacy, access to
information, appropriate use of the Internet, federal identity, information retention,
records, information management and standards to technology integration. Establishing
and maintaining these policies was a huge effort, but central coordination has provided
real efficiencies.

Innovation

As CIO and an information worker, I had to be in the business of innovation. The style
of innovation can’t be compared to that of a high-flying Silicon Valley entrepreneur.
There should be no precarious leap of faith in this process; the approach must be to
balance risk and fiscal responsibility. The CIO position should be established in a place
that empowers a spectrum of solutions from structural changes and alternate service
delivery models to partnerships with other governments and the private sector.

Service to the IT Community

The core of the CIO mandate was to provide advice, expertise and service to the
information technology and information management communities across government. I
was meant not to ‘get in your way’, but to ‘get things out of the way’.

We were able to provide for effective, early recognition and resolution of the year 2000
date challenge in all levels of government. [ also worked with senior people from some
of the largest organizations in Canada to establish an effective approach to dealing with
this issue in industry and small-to-medium sized enterprises.

‘Establishing a Federal CIO Position’ — Paul E. Rummell ' \ Page 4
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We reviewed Federal technology spending envelopes to be sure we were making
appropriate investments. We managed mega projects, which have plagued many
government agencies and departments, and helped to get the government through some
challenges in this area. We worked with the vendor and outsourcer communities to
ensure we had modern procurement and project management procedures in place.

SUMMARY

Information technology provides one of the cornerstones for the renewal of government,
creating a tremendous acceleration of the US economy. It is essential that the US
Government adopt a modern organizational structure with a Federal CIO who has the
ability to lead, make a real difference and encourage cooperation. This role must provide
for effective rationalization and coordination of the United States Government’s
tremendous technology and information resources.

The function of the Federal CIO will be to ensure that there is delivery of effective and
efficient government services throughout the US and to others that depend on the
leadership role of the United States. We cannot innovate if the same obstacles keep
reappeating in our radar. We cannot learn from the vast expertise we have in our
government if we do not share the information we have available to us. The
Government’s challenges are similar to those faced by other major organizations around
the world.

It is your challenge as a Sub-Committee to play a leadership role in establishing a
position that will direct the appropriate use of fechnology in our government. I applaud
the initiative of the two Congressmen that have put bills forward supporting this move.
Based upon my experience — being there - I favor the recommendation that the Federal
CIO report to the Office of the President rather than to the Office of Management and
Budget.

1 believe the position will be most effective in this structure. I know the efforts for
successfully resolving the year 2000 challenge were particularly effective from this
special reparting relationship to the President in the Executive Branch.

These are exciting times. The new Federal CIO for the US government will have an
ambitious agenda, In this, the year 2000 — and beyond, effective use of technology will
enable us to work harder, faster, and smarter. It is not an end in itself. What counts is
what it will enable us to do, and that is to serve Americans better,

Thank you,

‘Establishing a Federal CIO Position’ — Paul E. Rummell Page 5
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Mr. HORN. Our next presenter is Robert D. Atkinson, director of
technology & new economy project for the Progressive Policy Insti-
tute.

Mr. Atkinson.

STATEMENT OF ROBERT D. ATKINSON, DIRECTOR, TECH-
NOLOGY & NEW ECONOMY PROJECT, PROGRESSIVE POLICY
INSTITUTE

Mr. ATKINSON. Thank you, Mr. Chairman, Mr. Turner, Mr.
Davis.

I was the author of a report that PPI released a few months ago
called “Digital Government, The Next Step to Reengineering the
Federal Government.” In that report we concluded that the single
most important thing the Federal Government could do to foster
the speedy transition to a digital Federal Government would be for
Congress to create the position of a Federal CIO. Therefore, I
strongly support the committee’s efforts to do this as embodied in
H.R. 4670 and 5024.

Mr. McClure mentioned in his testimony that when Clinger-
Cohen was passed in 1995, that there was a debate whether we
should create a Federal CIO at that time, and the decision was no.
That may have been a reasonable decision at that time. I'm not
sure. I wasn’t involved in it then. But it’s not now, and the reason
for that is there’s a saying in the Internet community that the Web
changes everything. And I think the Web does change everything
in government. And now for the first time—we could not just talk
about the notion of functionally oriented government and moving
beyond the stovepipes that Mr. Flyzik talked about, but we can do
it now for the first time.

We have the technology that lets us think about creating cus-
tomer-oriented government. To do that, though, we need a manage-
ment system that moves beyond just single agencies, thinking
about an IT research from an agency’s perspective. And I would
argue we need to think about it on two levels. One, as I mentioned,
is a functional-based, not agency-based, government. And there are
a host of applications that one can imagine. One place for people
who are engaged in exporting and importing. In fact, there’s a pro-
gram I will mention, the International Trade Data system. One
place for companies to come and find out all the regulations that
they have to deal with. One place to find out about education and
training resources. One place to find out about health. All of these
things can be done on a functional basis.

Second, we need to think about an enterprisewide information
architecture. There are a whole host of issues with regard to issues
of data sharing, data collection, new types of interactive tools, ex-
pert systems, information on request systems, data base systems,
and other wide-ranging issues which you’ve mentioned, security,
privacy, digital signatures. All of those issues are essentially best
handled on an enterprisewide, Federalwide level.

Well, I think you’ve heard some arguments as to why the exist-
ing organizational and management system can do this. I would
argue that the existing organizational system is really a function
of the old legacy system, the old agency-by-agency system, and it
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isn’t suited to doing what we need today. Obviously the proof is in
the pudding.

Let me mention two things. I don’t really see a Federal digital
government conversion plan right now. I don’t think there is one.
I haven’t seen it. I think we need to have one to manage the overall
resources.

Second, let me mention one example of, to me, a very strong ef-
fort to do digital government on a functional basis, the Inter-
national Trade Data system. ITDS was a great idea. It was devel-
oped—to take 104 different Federal agencies’ programs or bureaus
and streamline the collection and reporting of trade data. That sys-
tem is essentially still in the water. It’s not moving anywhere, and
Customs has really taken over the charge and is planning to build
a proprietary system. And we don’t need a proprietary system.
What we need is a functional system.

And I would argue that if we had a CIO, the CIO’s leadership
would have been critical in making the ITDS system come about.

There’s another criticism that the CIO would add a layer of bu-
reaucracy and delay, and that we don’t need it because we already
have that management system. I think it’s interesting, we have 20
States now, or more than 20 States, that have cabinet-level CIOs
that report directly to the Governor. In each of those 20 States,
they also have their respective OMBs. They have Departments of
Administration. They haven’t eliminated those Departments of Ad-
ministration. But what those Governors in the 20 States have real-
ized is that digital government is so important to the functioning,
to the mission of the Governor, of their administration that they
need to create somebody whose mission it is to solely do that.

And I think, Mr. Chairman, you've made that point, that it’s not
really a question of OMB falling down on the job. It’s just that it’s
not their core mission. We need some institutions where that is the
core mission.

Last, there is a notion, well, maybe we don’t need this because
we can do this as single projects. And, again, the notion of Mr.
Koskinen and the Y2K czar—and I'll quote Ms. Katzen saying that
what was key about Mr. Koskinen was that “focused attention, cap-
tured imagination, and worked with State and local governments
and the private sector.”

To me, that’s what we need to be doing every day. It’s not just
a Y2K problem. It’s a security issue. It’s a privacy issue. It’s rein-
venting our Federal Government. We need somebody who does that
as their mission on a daily basis.

Let me close by saying this really isn’t something that—I think
you heard from Mr. Doll that States are doing this. The private
sector is doing this. The old model in the private sector was that
the person in charge of information technology was down in the
bowels of the company buying computers and servicing them and
that sort of thing.

The new model is that companies are creating CIOs that report
directly to the CEO and are partners with the CEO. Let me quote
Cisco CEO John Chambers. He recently stated, “the role of the top
information executive has been elevated to that of a strategic part-
ner with the CEO and the CFO.” Corporations are doing that for
a reason because they realize that without transforming their own
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companies into digital companies, they’re going to be left behind in
the marketplace. I would argue it’s time we need to do that for the
Federal Government.

Thank you very much.

Mr. HorN. Well, thank you.

How long is that report that you mentioned?

Mr. ATKINSON. The report that we issued, very readable, is about
13, 14 pages.

Mr. HorN. OK. I would like to put it in the record at this point
if I might.

Mr. ATKINSON. I will submit it.

Mr. HORN. Thank you very much.

[The information referred to follows:]
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About the Progressive Policy Institute

“One person with a belief is a social power
equal to ninefy-nine who have only interests.”

—John Stuart Mill

The mission of the Progressive Policy Institute js to define and promote a new progres-
sive politics for America in the 21st century. Through its research, policies, and per-
spectives, the Institute is fashioning a new governing philosophy and an agenda for
public innovation geared to the Information Age.

i

This mission arises from the belief that America is ill-served by an obsolete left-right
debate that is out of step with the powerful forces re-shaping our society and economy.
The Institute advocates a philosophy that adapts the progressive tradition in Ameri-
can politics to the realities of the Information Age and points to a “third way” beyond
the liberal impulse to defend the bureaucratic status quo and the conservative bid to
simply dismantle government. The Institute envisions government as society’s ser-
vant, not its master—as a catalyst for a broader civic enterprise controlled by and
responsive to the needs of citizens and the communities where they live and work.

The Institute’s work rests on three ideals: equal opportunity, mutual responsibility,
and self-governing citizens and communities. Building on these comerstone principles,
our work advances five key strategies to equip Americans to confront the challenges of
the Information Age:

Restoring the American Dream by accelerating economic growth,
expanding opportunity, and enhancing security.

Reconstructing our social order by strengthening families,
attacking crime, and empowering the urban poor.

Renewing our democracy by challenging the special interests and
returning power to citizens and local institutions.

Defending our common civic ground by affirming the spirit of
tolerance and the shared principles that unite us as Americans.

Confronting global disorder by building enduring new international
structures of economic and political freedom.

The Progressive Policy Institute is a project of the Progressive Foundation. For further
information about the Institute or to order publications, please call or write:

600 Pennsylvania Ave., SE - Suite 400 - Washington, DC 20003
E-mail: ppiinfo@dicppi.org - WWW: htip://www.dlcppi.org
Phone (202) 547-0001 - Fax (202) 544-5014
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Introduction

“I have in general no very exalted opinion of the virtue of paper government.”

magine a future in which citizens can log onto

one Internet site, easily find the government

services they are looking for, and use that site
to conduct an online transaction; a future in
which businesses fill out one Internet form for
all their local, state, and federal environmental
regulatory compliance requirements; a future in
which government officials make all purchases
and payments electronically, saving millions of
dollars. The technology for all these applications
and others is here today, waiting to be adopted
by the federal government.

Indeed, these technologies are rapidly
spreading in the commercial sectoy. The
economy is evolving to the point where a sig-
nificant share of economic transactions will
soon be conducted through electronic means.
Digital technologies are fundamentally trans-
forming our economy and society, and have the
potential to transform government. In fact, a
key next step in reinventing government in-
volves the widespread application of informa-
tion and communications technology to the
delivery of government services—in short, fos-
tering digital government.

Among the potential benefits of digital gov-
ernment are savings in money and time for the
government, consumers, and businesses. If banks
can cut their transaction costs by 90 percent
through online banking, similar savings forl gov-

Edmund Burke

ernment are likely.! Moreover, users of govern-
ment services will benefit by greater 24x7x365
access to higher quality services. Most impor-
tantly, the relationship between government and
citizens can evolve from its traditional hierarchi-
cal and arms-length one to a more reciprocal one
where citizens are genuine stakeholders in their
government.

Done right, digital government promises to
transform Industrial Age big government into
Knowledge Age smart government. Old economy
government was organized around agencies and
bureaucracies that operated like “stove pipes” with
little information flowing between them, and
with operations developed to meet the require-
ments of agencies, not the needs of citizens. New
Economy government will be organized around
the functions and the needs of citizens; with in-
formation and communication technologies a key
enabler of this reinvented government.

Moving to digital government will speed the
transition to a digital economy. Part of why this
transition is not proceeding even faster is because
of “chicken or egg” issues. For example, smart
cards have diffused slowly through society, in
large part because consumer value is limited as
long as few merchants accept them, and few mer-
chants accept them as long as few consumers have
them. Similar issues exist with regard to digital
authentication, educational software, and to some
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Digital Government

extent the Internet itself.? These impasses will
be broken, but if the federal government became
a leading-edge, or even “middle-edge,” user of
information technology (IT), it would enhance
the value of being online and speed the transi-
tion.

Despite the obvious promise of digital govern-
ment, it has not yet become a priority of most
policy makers. Congressional committees have
largely ignored the issue. And while the Admin-
istration has articulated goals and begun projects,
much more can be done. In the meantime, the
issue has remained the province of technologists
focused on technically complex issues not readily
understandable to policy makers, much less to
citizens in general.

In part because of this technocratic focus, digi-
tal government progress to date has been slow and
not linked to government reinvention. Rather,
most IT applications have focused on improving

the efficiency of existing operations or providing
one-way information dissemination, instead of on
funddmentally changing the way businesses and
citizens interact with government. As a result,
another kind of digital divide is emerging—be-
tween government, which is only moving tenta-
tively into digital operations, and the commercial
sector, which is moving at “web-speed” into e-
commerce.

This report lays out the overall direction the
federal government should take to foster digital
government and describes how the government
can use IT to transform its operations. It first dis-
cusses the factors that have slowed progress to
date and then describes 12 key principles to fol-
low in implementing digital government. It then
lists four major policy recommendations for
implementing digital government. Finally, it ex-
amines what government is doing now and what
it should be doing. ’
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Impediments to Faster Progress
Toward Digital Government

t the federal level, considerable progress has

been made toward establishing a vision for

digital government and providing informa-
tion to the public through agency web sites. But,
relative to the capabilities of the technology, much
more can be done. There are least four factors that
have hindered progress: 1) lack of top-level agency
and government-wide leadership; 2) lack of funding
and flexibility to implement digital government
projects; 3) the prevalence of a traditional “agency-
centric” government paradigm, rather than a cus-
tomer-centric one; and 4) lack of pressure for change.

A Lack of Political Support for Digital
Government '

Congress and the Administration have issued broad
and generalized mandates regarding digital govern-
ment. However, congressional committees have largely
ignored the issue. While the Administration has ar-
ticulated progressive goals and begun projects—includ-
ing innovative efforts from the Vice-Presidents’ National
Performance Review dating back as far as 1995—more
can be done. In fact, the NPR is a center for creative
thinking on these issues, but their initiatives have not
always received the high-level support needed to trans-
late them into results. Cabinet secretaries in partjcular
have generally not made digitizing government a top
priority and see it as separate from their core mission
(for an exception, see Box A, p.4). Nor has OMB been
a strong advocate of digital government. Within agen-
cies, Chief Information Officers (CIOs) normally do

have the authority and budget to implement signifi-
cant digital government applications.

However, there are signs that digital government
is receiving increased attention, both in Congress and
the Administration. President Clinton issued an ex-
ecutive memorandum on the subject in December
1999, and the President’s Management Council has
adopted the issue of digital government as one of their
three top priorities for 2000. And in Congress, Sena-
tor Joseph Lieberman (D-CT), and ranking Democrat
of the Senate Governmental Affairs Committee and
Congressman Jim Turner (D-TX), ranking Democrat
on the Government Management, Information, and
Technology Sub-committee of the House Committee
on Government Reform are both exploring the issue
of electronic government with an eye toward intro-
ducing legislation this congressional session.

Notwithstanding recent efforts, it has up until
now been hard to make needed progress, particu-
larly to develop cross-agency applications. Cur-
rently, each federal agency has an individual
information technology plan, usually created with-
out regard to the need to develop cross-agency ap-
plications. Compatibility on a government-wide
scale was not the original aim of government IT use
and has resuited in a cacophony of systems—pro-
prietary, and non-proprietary; and common and
rarely used software and hardware.

While inter-agency IT compatibility issues are
important, so is the incompatibility of systems
within individual agencies. For example, some em-
ployees at the State Department have to use up to
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BOX A: Success with Digital Government and the Federal Geographic Data Committee®
Anyone who has ever looked for anything on the Internet knows the frustration of trying to whittle down a search
to get to the useful information. Now imagine searching the Net to find a particular map and its underlying data
with the right scale and features for your application. Without a common means of describing geographic data, the
search could be long and fruitless. Fortunately, an obscure federal interagency
committee—aided by academics, states, businesses, and local government representatives—developed in 1994 a
common way to describe geographic (sometimes called “spatial”) data like land elevation, popuiation, vegetation,
waterways, political boundaries, soils, and many other features. This “metadata standard”, recently revised, helps
turn single-use data sets into widely used publicly available assets. It is an example of how government, working on
the edge of technological development, can add significant value to private and other public sector investments in
information.

Back in 1990, the Office of Management and Budget had the wisdom to establish the Federal Geographic Data
Committee (FGDC) to oversee the coordinated development of common standards for map-making by 16 federal
agencies like the Census Bureau, the U.S. Geological Survey, the Forest Service, the National Defense Mapping
Agency, and the Transportation Department among others, As geographic information system (GIS) software de-
veloped in the early 1990s, FGDC focused its efforts on developing standards and protocols for just about every
kind of data that could be represented on a map. While extraordinarily tedious to develop, these standards enable
millions of users of geographic data to search and find information on the Internet, use data sets assembled by
others, and make their own work widely accessible to others. A 1994 Clinton Executive Order further broadened
FGDC’s mission and links to state, local, and tribal governments and the private sector under the banner of the
Natjonal Spatial Data Infrastructure.

The Federal Geographic Data Committee is a story of how political leadership at the highest levels can transform
an obscure bureaucratic backwater into a leading edge model of digital government. In 1993, soon after taking the
helm of the Department of the Interior, Secretary Bruce Babbitt decided to become chair of the FGDC. (The
previous chair had been the Deputy Director of the Geological Survey.) When he announced this decision at a
senior staff meeting, he was greeted with hoots of laughter. Few of the political staff thought he was serious about
delving into this most arcane—and boring—government activity.

In fact, Secretary Babbitt knew exactly what he was doing. He had seen with his own eyes during the negotia-
tions on the Northwest Forest Plan in early 1993 that none of the dozen or so government agencies worked off the
same map. Nor could the maps be made compatible with one another: land ownership boundaries didn’t match,
and measures of scale and elevation were inconsistent, making a difficult policy and political issue even worse.

Secretary Babbitt understood the value of standard setting and coordination among federal agencies and their
partners in state and local government. These partners, in fact, were often at the front line of tracking land use and
fine-scale geographic features that can be so important in resource management. Because of the Secretary’s inter-
est in the mission of the FGDC, all the other agencies had to revisit their representation on the Committee. By the
next meeting, under secretaries and assistant secretaries were attending instead of GS-14 and GS-15 employees.

FGDC now directs a widely used, net-based clearinghouse of 188 spatial data servers, making access to geo-
graphic data possible in ways that text-based search engines could not. FGDC offers modest seed grants to states
and local agencies to develop their own nodes for the NSDI. In addition, FGDC leads in the development of a
nationally consistent “framework” data set, upon which virtually all map products in the future will be based.
Finally, FGDC continually develops and revises the core data standards for making maps of population density,
forests, soils, waterways, highways, biological resources, pollutant sources, and many other kinds of information
that can be displayed on maps. With a modest budget of about $3.4 million each year, FGDC more than pays its
freight in adding value to hundreds of millions of public and private dollars invested in data gathering and map
making.

The lessons for digital government from the FGDC are the following: involve cross-agency and intra govern-
mental collaboration, focus on the end user customer, be web enabled, and drive it from the highest levels of
political leadership.
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three computer terminals to accomplish tasks, be-
cause of incompatible applications and systems.*

Concerted top-level leadership in both Congress
and the Administration is necessary to harness con-
temporary technology to bring government into
the 21% century. Leadership is also needed to fos-
ter inter-agency solutions. A number of commit-
tees and organizations work to foster government
IT coordination. The National Partnership for Re-
inventing Government (NPR) has attempted to
develop a number of cross-agency applications, and
the Government Information Technology Services
Board was created in 1993 to help implement NPR’s

recommendations. Similarly, the Chief Informa-'

tion Officer Council, made up of 54 CIOs or deputy
CIOs from federal agencies, meet as an interagency
forum to direct the implementation of federal IT
resources. The Office of Intergovernmental
Solution’s Intergovernmental Advisory Board and
the General Services Administration have also
worked to develop innovative cross-governmen-
tal technology systems.>

But these interagency groups suffer from sev-
eral distinct limitations. First, they lack the re-
sources to implement government-wide efforts.
Second, they are largely a meeting of equals, and
lack the authority to impose central direction on
individual agencies. Moreover, their primary
focus remains on their individual agencies, not on
government-wide reinvention. Third, without
strong cabinet-level support, CIOs are limited in
what they can get done, especially if it involves
reengineering government. Fourth, because OMB
itself is organized by stovepipe it has done little to
promote cross-agency, enterprise-wide initiatives.

A final reason why elected and appointed
officials have not done more to promote digital gov-
ernment until recently is because the private sector
has done little to push for it. Unlike their support
for important issues such as encryption export con-
trol reform, copyright protection, and digital signa-
tures, business has been virtually silent when it comes
to advocating digital government. Without the
strong support of the technology business commu-
nity, it is easy for policy makers to put this issue on
the back burner, or to treat it simply as a narrow
technical issue affecting government alone. The tech-
nology business community needs to educate Con-
gress and the Administration as to why moving toa
digital government is a critical step in the overall
evolution to a fully networked, digital economy.

Progressive Policy institute

Lack of Funding and Flexibility

Government is being asked to manage paper and face-
to-face government while at the same time
creating a new digital government, but often without
additional resources to do the job. While it is true
that digital government saves money, there are short
term costs for technology and project management.
Moreover, agencies are limited by Congress and OMB
in the amount of flexibility they have to reprogram
funds toward digital government initiatives.

When funding is provided, it is usually to
individual agencies. There is a conspicuous lack of
funding for cross-agency applications and agencies
are not apt to use their limited funds for them. Yet
to effectively implement many digital government
functions, government must take an enterprise-wide
management perspective (whether it's delivering
monetary benefits to the public, organizing cross-
agency or individual agency databases, or develop-
ing government portals). This unwillingness to fund
cross-agency projects is a principal reason why the
development of the International Trade Data Sys-
tem has stalled, as the Customs Service has lobbied
for funds for its own proprietary system (see Box B,
p-6). Similarly, when the Smail Business Adminis-
tration sought to develop a single point of entry
where small businesses who interact with numer-
ous federal agencies could enter their data just once
and have it shared with the various agencies, resis-
tance by individual agencies scuttied the initiative.

An “Agency-centric” Rather Than a
“Customer-centric” Paradigm Prevails

Government services are funded on an agency-by-
agency basis. Congressional committee jurisdiction
and OMB agency budget allocations sustain this stove-
pipe focus. Within Congress, committees and sub-
committees focus on individual agencies, as does the
oversight system. There are few means in Congress
to take an enterprise-wide perspective.

However, the IT revolution provides the oppot-
tunity to reengineer government and to allow gov-
ernment services to be organized in ways that fit
the needs of customers rather than the requirements
of bureaucracies. Yet, because government officials
usually view the world through an agency, ot even
bureau perspective, developing the will to create and
implement digital government solutions organized
around customers’ needs has proven difficult.
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As President Clinton stated in his recent memo-
randum on electronic commerce: “There has not
been sufficient effort to provide government in-
formation by category of information and service—
rather than by agency—in a way that meets
people’s needs.”s For example, many of the re-
quired forms for exporting can be downloaded
from the Internet, printed, and mailed to the re-
spective offices. While the online forms expedite
the process considerably, it would be much more
efficient if all of the pertinent information from
various agencies were available in one form and
automatically routed to the correct agencies at the
push of the “submit” button.

This is not unique to the United States. A re-
cent survey of UK citizens on digital government
reported, “There is . . . a strong belief that {govern-
ment] services have traditionally been developed
from the producer rather than the user perspec-
tive and this has induced a feeling of powerless-
ness in dealing with government.”

Just as the Internet threatens to disintermediate
large sectors of our economy (for example, it has
put out of business some brick and mortar retajl-
ers, middiemen, stockbrokers, etc.) it also threat-
ens to disintermediate some government

functions. For instance, some in government have
justified their positions by controlling and doling
out information. Yet, by providing information
freely on demand, digital governmerit makes these
functions obsolete. Only top-level leadership can
overcome the resistance of government bureaucrats
to potentially disruptive changes.

Lack of Competitive Pressures Forcing
Change

Commercial e-commerce companies face enormous
pressures to innovate, to be the first to commercial-
ize applications, and to gain market share as
rapidly as possible. As a result, in the frenetic Internet
economy people talk about technological and com-~
mercial evolution in “Web years” (three months tirne)
because the rules seem to change that often. In con-
trast, the federal government does not face these pres-
suges, and because of this, has not operated with
anywhere near the same speed and intensity as e-
commerce companies. As a reflection of this, one
federal official recently stated, in an informal con-
text, that the federal government could afford to go
slow because the Internet marketplace just wasn’t big
enough to justify an aggressive pacc.

Box B: ITDS and the Challenge of Overcoming Stove-Pipe Government

In an effort to reinvent the system by which exparters and importers deal with regulations reporting require-
ments, the National Partnership for Reinventing Government proposed the creation of the International Trade
Data System (ITDS). ITDS was intended to be a partnership of the Customs Service and a number of other
regulatory agencies, including the Food and Drug Administration, the Environmental Protection Agency, and
the Department of Agriculture, to accomplish a variety of trade-oriented tasks without the traditional hin-
drances of agency boundaries. The proposed system would allow importers and exporters to essentially fill out
one master form that would combine all of the information all of the various agendies may need. This process
would lead to cheaper, more accurate, and mote timely exthange and recording of information, and expedite
the physical rnovement of trade by reducing the time goods are kept at the border for inspection,

Yet, the ITDS story iliustrates just how hard it is to develop true customer-centered government. From the
beginnings of the process, the Custorns Services viewed ITDS with suspicion. [TDS represents a cultural shift,
one that would require Custorns to share power and authority over trade with other agencies, something they
are presently able to avoid, Because of this, Customs has resisted the development of a true interagency
parinership. Customs was able to funnel funds toward its own proprietary system, which has meant that the
inter-agency ITDS has been slow to get off the ground. Most recently, the Customs Service has gained
jurisdiction over [TDS, taking it away from a joint-agency working group housed in Treasury. It is not clear that
the system will now be implemented, or if it is, implemented as originally intended.

if implemented properly, these multi-agency systems could provide both information and services in a
more streamlined and cohesive manner and make government run more effectively and cheaply. Yet, without
new institutional means and leadership to support and promote these efforts, they are likely to be stilborn.
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12 Principles for Implementing
Digital Government

he Progressive Policy Institute offers the fol-
lowing 12 principles for implementing digi-
tal government.

1) Think Customer, Not Government’
Agency

Digital government both enables and requires re-
thinking how government is organized from the
perspective of the citizen and the functions gov-
ernment performs to serve the needs of its citizens.
A system based on functionality rather than agency
jurisdiction, will lead to a more intuitive and effi-
cient process of government-customer interaction
where information is collected once and govern-
ment functions are integrated. To do this, govern-
ment must focus on customer requirements first
and then work backwards to design systems that
best meet those needs. The strategy should sup-
port the streamlining and integration of
processes across the boundaries between govern-
ment departments and agencies, so that those
boundaries are invisible to the customer. This also
means streamlining the processes between levels
of government—federal, state, and local—so that
cross-government applications are developed.
Doing this will begin to reinvent the government’s
relationship with the public and will recognize
citizens as real stakeholders. It will also raise
citizen expectations of their government. Some
nations have begun to use IT to reorient their gov-

ernment this way. For example, Australia called
its report on digital government: Clients First: The
Challenge For Government Information Technology.

2) Reinvent Government, Don't Simply
Automate It

If digital government is viewed simply as a tech-
nology solution and is used to merely automate
routine tasks, it will have failed to live up to its po-
tential. Digital government must be part and par-
cel of government reinvention. The technologies
need to be used to simplify government processes,
drive internal change, and reorganize government.

For example, the Environmental Protection
Agency is experimenting with allowing compa-
nies to file compliance forms online. But if the
technology only makes the shift from scores of
paper forms to scores of electronic forms it will
not have taken advantage of the opportunity to
use IT to reengineer government and move to-
ward multi-media regulation (such as focusing on
air, water, and solid waste emissions collectively).

3) Set An Ambitious Goal

In order to transform the federal government to a
digital government, it is necessary to set an ambi-
tious goal to be met in the near future. For example,
Australia seeks to deliver all appropriate services on
the Internet by 2001. British Prime Minister Tony
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BOX C: Principles for Implementing
Digital Government
1. Think Custorner, Not Government Agency

2. Reinvent Government, Don’t Simply
Automnate It

3. Set an Ambitious Goal
4. Invest Now to Save Tomorrow

5. Focus on Digital Transactions Between
Citizens and Government

6. Make Government Applications
Interoperable with Commercial Ones

7. Pass on a Portion of Savings From Electronic
Transactions Back to Citizens

8. Promote Access to Information on the
internet, Do Not Restrict it

9. Respect the Rights of Americans for
Information Privacy

70.0Online Access to Government Should Not
Eclipse Traditional Means

11. Federal Efforts Should Complement, Not
Duplicate Private Sector Efforts

12. Take Action Now, and Learn From Mistakes

Blair declared in October 1997 that “within five
years, one quarter of dealings with government can
be done by a member of the public electronically—
through their television, telephone, or computer.”
The 1998 Government Paperwork Elimination Act
requizes each federal agency to make its forms avail-
able for electronic submission by 2003 {through use
of a digital signature when necessary).

4} Invest Now to Save Tomorrow

Investment in digital government will yield high
returns as more time- and cost-efficient systems

are developed. However, Congress and the OMB
too often view digital government appropriations
simply as one expenditure competing against oth-
ers. Moreover, appropriators usually expect im-
mediate staff reductions from digital government,
which are not possible until new systéms are
online and debugged, and the user community
has switched. Expenditures on digital govern-
ment need to be viewed as investments with posi-
tive returns in the near term.

3) Focus on Digital Transactions Between
Citizens and Government

Internet enabled services should be the driver of
digital government reengineering for the next five
years. The growing popularity and availability of
the Internet provides an unparalleled opportunity
for the government to vastly improve contact
with the American public. Govenment should
ensure that all possible government-citizen and
government-business interactions that can be
transacted online are available,

6) Make Government Applications
Interoperable with Commercial Ones

The driving force of information technology is
interoperability—the basic foundation of the
internet. In embracing digital government, the
government needs to make its systems
interoperable with commercial ones rather than
force the public to develop two separate systems—
one for government use and one for private use.
Interoperability makes the process of interaction
maore efficient, easier, less confusing, and cheaper
for all parties involved. It alse helps to resolve
the chicken and egg problems slowing deploy-
ment of these technologies in the commercial
marketplace.

7) Pass on a Portion of Savings From
Electronic Transactions Back to Citizens

Digital government will save govemnment money
and these savings should be reflected in the
“price” people pay for interacting with govern-
ment. For example, Massachusetts offers a five
dollar rebate on their driver’s licence fee for those
who register online, since it saves the state much
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more. Providing rebates and discounts will en-
courage citizens to choose these lower cost forms
of interaction. A United Kingdom survey found
that a large proportion of the population is will-
ing to use information technologies in interact-
ing with government irrespective of their current
knowledge or familiarity, provided that it offers
benefits—including cost savings—to them.

Yet, the U.S. Government has not done this.
For example, the U.S. Postal Service (USPS) will
not give discounts to users of “electronic stamps”
or postal meters, even though they cost the Postal
Service less than purchasing stamps at a post of-

fice.” Similarly, the IRS will not give a rebate for

electronic tax filing.

Some argue that providing discounts will only
benefit the affluent since they are now more likely
to be on the Internet. Yet by lowering the actual
cost of Internet access, rebates and discounts for
online transactions (both government and com-
mercial) will probably do more to get low-income
Americans online than any other factor.

8) Promote Access to Information on the
Internet, Do Not Restrict It '

Moving to digital government will lead to issues
regarding security and privacy. But if handled
properly, these issues should be no more prob-
lematic than those faced in the current era of
paper government. Yet, in the face of privacy con-
cerns, elected and Administration officials can
overreact, stymying progress. For example, a bill
was introduced in the last Congress (HR1330) to
prohibit government from providing information
over the Internet. Rather than restricting online
access to information, government should pro-
mote it and ensure that adequate security and
privacy measures are in place.

9) Respect the Rights of Americans for
Information Privacy

Some government entities have treated personal
citizen information as belonging to the state, and
have engaged in the practice of selling such in-
formation to the highest bidder, without citizen
permission or knowledge. Examples have in-
cluded prominent cases involving state driver’s
license lists and databases which have been sold

Progressive Policy Institute

to third parties. The Supreme Court has ruled
that such activity is unlawful, rejecting the de-
fense by government that it ought to have the
latitude to continue such practices.

As we make the transition to digital govern-
ment, policies need to be put in place which en-
sure the privacy of the personal information of
individual citizens. These issues are being ad-
dressed in the private sector through self-gover-
nance initiatives, including detailed “best
practices” certifications by groups as Trust-E and
BBB-Online. Governments should do no less to
ensure that their own practices respect the pri-
vacy of citizens. In addition, as the federal gov-
ernment becomes more digital, it needs to ensure
that it has top-quality security systems in place
which protect the integrity of information against
hackers and other threats. Specific policies of this
sort, and funding to support them, are necessary
to help instill public confidence in governments’
intentions in the evolving Information Age.

10) Online Access to Government Should
Not Eclipse Traditional Means

All services that can be provided digitally should
be. However, at least for the foreseeable future,
federal services should remain accessible through
all forms of communication, including mail,
phone, and in person, for those who cannot or
do not wish to communicate digitally. TFor ex-
ample, an individual should still be able to call
the Social Security Administration office to find
out how to apply for benefits, even when the in-
formation and application process is online.

11) Federal Efforts Should Complement,
Not Duplicate Private Sector Efforts

In OMB Circular A-76, nine successive American
presidents, beginning with Dwight Eisenhower,
have set forth a policy regarding the relationship
of government to the performance of “commer-
cial activities.” That policy is well-summarized
in one sentence: “A commercial activity is not a
governmental function.”

As the federal government ventures into digi-
tal government it needs to remember the A-76
guidelines. In some instances, government agen-
cies have recently pursued strategies where good
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electronic government ideas have evolved into
electronic commerce initiatives, where the govern-
ment took on a role of providing commercial prod-
ucts or services to consumers in competition with
the private sector. Whether the subject is the USPS
and electronic bill presentment and payment, or a
state agency with electronic tax preparation ser-
vices, or a federal department wanting to commer-
cially sell its electronic payroll services, these forays
cross the line into electronic commerce.

For example, it is one thing for government
to provide tax forms in electronic format (as they
already do in paper format), it is quite another to
provide tax preparation software that mimics the
functions of tax preparers. Similarly, it is one
thing for the USPS to use information technolo-
gies to support its mission of delivering physical
mail. It is quite another to become an Internet
Service Provider. For example, the USPS has an-
nounced an interest in entering the market for
electronic bill presentment and payment services.
Yet, it is not appropriate for the USPS to unilater-
ally expand its charter beyond the delivery of
physical mail and packages and to compete with
private sector companies already providing such
services as e-mail, electronic carrier services, elec-
tronic certificate authorization, or electronic bill
presentment and payment.

The justification government agencies often
make for such efforts is that they are simply act-
ing more like private corporations, and after all,
isn’t this the goal of government reinvention?
Yet, when reinventing government advocates ar-
gue that government should operate more like a
business, they mean that it should become effi-

cient,: faster, and more customer-oriented in its
deiivery of services—not that it should effectively
go into business and use public funds to competi-
tively provide commercial goods and services in
private markets.

As a result, digital government efforts should
be focused on those innovations and initiatives
which are necessary to fundamentally improve
service to the citizen in inherently governmental
functions, and to provide significantly better ac-
cess to public information resources. Public funds,
whether appropriated by Congress or generated
through systems such as the Postal Rate Base,
should not be used as venture capital to launch
governmental agencies into competition with the
private sector. There are toc many necessary func-
tions of government which are either going un-
fulfilled, or are being poorly performed in
outmoded ways, to be able to justify in an era of
limited budgets spending taxpayer dollars on ac-
tivities which fundamentally change the role of
government in our economy.

12) Take Action Now, and Learn From
Mistakes

The IT revolution is changing so rapidly that wait-
ing until the “perfect” comprehensive system can
be developed will mean that any solution will be
out of date by the time it is implemented. Gov-
ernment needs to move forward with smaller
projects that, if successful, can be scaled up. More-
over, failure should be seen as an opportunity to
learn what does not work, and not necessarily
something to be penalized.
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Policy Recommendations

7 I \o accelerate the pace of transformation we
recommend that the Congress and the Ad-
ministration do four major things to foster

digital government:

Establish the Position of a Chief
Information Officer for the Federal
Government

Establish a $500 Million Annual Digital
Federal Government Fund to Invest in
Cross-Agency Digital Government Projects

Give Agencies the Flexibility in the Use of
Funds for Digital Government and Let
Them Keep the Savings Generated by It

Expand Funding for Agencies to Develop
Digital Government Applications

Establish the Position of a Chief
Information Officer for the Federal
Government

Currently, 54 federal agencies have CIOs, but the
federal government as a whole does not. Current
coordination efforts are just that, meetings among
equals without the budget or authority to imple-
ment government-wide digital government solu-
tions. A federal CIO would report directly to the
President and direct the process of developing a
concerted digital government conversion plan. He

11

or she would have a budget independent of indi-
vidual agencies to help drive the next generation
of digital government, much of it involving cross-
agency applications. The CIO would head inter-
agency and cross functional IT councils. The office
would also take the lead in shaping the
Administration’s policy regarding the Internet,
oversee issues of computer and network security
for the government, and work with state and local
governments to promote digital government. Just
as the Y2K “tsar” was able to assert strong leader-
ship in dealing with a potential Y2K crisis in gov-
ernment, a federal CIO and a comprehensive plan
will foster digital government in a faster, more ef-
fective, and more comprehensive manner.

A number of states and nations have moved
in this direction, appointing technology directors.
For example, British Prime Minister Tony Blair has
appointed an e-minister to coordinate the vari-
ous departments involved in developing digital
government as well as carry out e-commerce ini-
tiatives to improve service to the citizens.

Establish a 3500 Million Annual Digital
Federal Government Fund to Invest in
Cross-Agency Digital Government
Projects

Agencies generally have not funded interagency
digital government projects. Similarly, appropria-
tions by both Congress and OMB is organized by
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Box D: Ten Digital Government Applications

There are literally hundreds, if not thousands, of applications that could be developed to allow

businesses, citizens, and other governments to interact with the federal government digitally. Here

are 10 examples of things that could be done today.

1. Businesses and individuals could file tax returns directly with the IRS at no cost.

2. Exporters could fill out just one electronic form that is automatically routed to all government
agencies involved in export issues.

3. Individuals could bid on government surplus items online.

4. Companies could file environmental compliance forms online.

5. Individuals could apply for Social Security benefits online. ,

6. Businesses could query a computerized “expert system” to find out what regulatory requirements
their particular facility faces.

7. Individuals could store and access their medical information on a “smart card.”

8. Individuals could search for federal employees through a centralized and integrated online database.

9. Government officials could purchase goods using electronic catalogs.

10.Companies could access and bid for government procurements on the Internet.

department, not function, so finding allocations
for cross-agency projects is difficult. Only a small
amount of funds for agency pilot projects has been
allocated. But while pilot projects can get pro-
grams launched, they are not able to sustain them
or develop them on the scale needed.® Providing
a pool of funds specifically targeted at implement-
ing significant cross-agency projects would not
only provide the resources to implement such
projects, it would provide the organizational di-
rection to get them done. However, to ensure
agency buy-in, agencies should be required match
these funds. And Congress should allocate funds
to agencies specifically targeted to joint projects.

Give Agencies Flexibility in the Use of
Funds for Digital Government and Let
Them Keep the Savings Generated by It

Digital government will save money, but where will
the government get the money to implement this

innovation? There is a model from the private sec-
tor. A number of computer/IT service firms, led by
IBM and EDS, contract for these services with com-
panies and, in effect, guarantee productivity gains
to the firm. In return, companies are compensated
out of a portion of the client firm’s productivity gain.

Current law allows federal agencies to contract
for energy efficiency technologies that will lower
energy costs, with the contractor being paid out
of the agency’s energy cost savings. In this way,
the agency doesn’t have to invest up-front appro-
priated monies in efficiency saving technologies.
Rather, it can pay for them over time with a part
of the cost savings. The Clinger-Cohen Act of
1996 similarly allow federal agency pilot experi-
ments with such “shared savings” contracting in
the information technology area.

The information technology provision hasn’t
been used yet, probably because there is no “up
side” for the agency-—it has to return any savings
to the Treasury, and can’t use savings to enhance
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its mission responsibility. But if that provision
were fixed, and if broader demonstrations were
permitted (rather than just the two pilots the law
currently allows), this might be a significant way
to expand digital government.® In particular, agen-
cies should be allowed to earmark the savings from
digital government to their own innovation funds
to finance further digital government initiatives.

In addition, governmental agencies should be
given increased flexibility regarding digital gov-
ernment-related procurement. The Administra-
tion should identify pilot digital government
projects that meet certain requirements, and de-
velop new acquisition and procurement methods
for them that are faster and more flexible. For
example, in 1999 Congress gave the Central In-
telligenice Agency the authority and funding to
create a $28 million “venture capital fund” to help
generate and procure advanced information tech-
nologies to help the agency carry out it mission.
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Expand Funding for Agencies to Develop
Digital Government Applications

Federal funding for information technology has
grown every year since 1996, but the rate of
growth has slowed, while the amount going to
new applications has declined. In FY96, federal
funding for information technology grew almost
8 percent, while in FY2000, it grew less than 2
percent, increasing slightly more than 4 percent
in the President’s 2001 budget.’® Moreover, this
growth has not kept pace with growth in private
sector information technology expenditures
which have averaged over 8 percent growth per
year through 1999.7 In addition, much of the
increase in funding for IT has gone to maintain-
ing existing systems (increasing 24 percent be-
tween FY99 and FYO1), while funding for
modernizing and developing new systems has
actually decreased 2 percent.t?
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What Government Is Doing Now,
What Government Should Be Doing

here are at least three distinct aspects of

digital government: information dissemi-

nation, interactive service delivery, online
monetary transactions. This section details what
the government is doing in each of these areas
and suggests what government policy makers and
managers should be doing.

Information Dissemination

What the Government is Doing

Government has begun to embrace the Internet,
but most applications still focus on information
dissemination from the government to the user.
The information dissemination capabilities of the
Internet and the low cost of maintaining and
updating web sites has helped substitute for a
shrinking government budget. Every federal
agency from the statistics-rich Department of
Comumerce to the secretive National Reconnais-
sance Office maintains news updates, background
information, and other data accessible through
~ Internet.

wever, the lack of coordinated IT policy has

~ disparities and duplication in the trans-

fer of online information between agencies.
While some agencies stand out as innovative ser-
vice providers, most do not utilize the Internet
to its full capability—often viewing the Internet
as a tool simply for information dissemination, and
not a means of carrying out complex transactions.
Moreover, agencies vary significantly in how
online information is organized and the web site
designed, making finding information confusing.
While most agency web sites maintain individual
search engines, they are of varying capability and
efficiency, some allowing advanced searches while
others have few customizing capabilities.

Most government web sites are designed with
an agency-centric focus, not a customer-centric
focus. For example, the typical agency web site
home page features a picture of the department
secretary, and lists press releases and other recent
news about the department. This is equivalent to
the Amazon.com home page featuring a picture of
its CEO Jeff Bezos, along with press releases on how
well Amazon's stock is doing, instead of immedi-
ately seeing how to buy books, CDs, etc.

Information is often quite difficult to find un-
less one is lucky enough to know what agency or
bureau to look at.’3 In response, the federal gov-
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ernment has developed some “portal” sites that
aggregate a variety of information. Sites such as
business.gov do a reasonable job of organizing gov-
ernment-related information that businesses may
need. However, while they provide numerous re-
sources from obscure technical information to
general knowledge information, most federal por-
tals (e.g., webgov.net; fedworld.gov) are confusing,
difficult to use, and do not comprehensively and
accurately search all online government docu-
ments. More importantly, most are simply col-
lections of many disparate web sites, as opposed
to means to truly organize federal information in
logical and accessible ways. In this sense, these
sites are currently pointers to agency-centric or-
ganizations and their services, not real vertical
and horizontal portals organized according to
how customers view and seek government services
and capabilities.

Moreover, because individual agencies and pro-
grams develop their own web sites, there is dupli-
cation of efforts. For example, both Access
America’s student web site (students.gov) and the
Department of Education’s Easy Access for Stu-
dents and Institutions (EASI) web site' focus on
students, but the EASI web site does not to link
to the Access America site and its online student
loan application function. The proliferation of
agency and program-specific web sites is a reflec-
tion of the stovepipe nature of the federal gov-
ernment and the inability to organize information
and services around the customer. As the federal
CIO Council states, IT has been “used in pockets
of isolation to accomplish separate and distinct
tasks.”!s

Several agencies are beginning to combine re-
sources to better carry out tasks, record transac-
tions, and benefit the consumer. As stated earlier,
Vice President Gore’s National Partnership for Re-
inventing Government (NPR) has been at the cen-
ter of the efforts to reform government and
traditional agency practices. Specifically, NPR’s
Access America program has worked to coordinate
government-wide resources into a more user-
friendly structure, namely in the form of gateways
(web sites pertaining to a particular topic) focused
on seniors and students. The resources are pri-
marily links to online information such as Social
Security benefits, educational resources regarding
scholarships, and federal loans. But there are few
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innovative services available on either gateway
and a number of links seem to be quite dated.

What Government Should be Doing

+ Develop an enterprise-wide information ar-
chitecture: In an attempt to make web sites
more easily accessible, the Australian and Is-
raeli governments have developed design and
content standards for their web sites.'® Simple
baseline standards on design, file architecture,
and information display for federal web sites
will make it easier for users to navigate sites
and retrieve information. This should be part
of a broader effort to develop a shared infor-
mation architecture for the federal government
that addresses issues of data sharing, telecom-
munications usage, and standards for web de-
sign.

Implement a standardized information tag-
ging system. Most indexed information cata-
loged by an Internet search engine is retrieved
using search programs (called spiders or robots)
which explore the World Wide Web by tun-
neling through web pages and categorizing the
information contained therein. The degree
and depth to which the robots search differs
from engine to engine. The process is time
consuming (considering the billion-plus web
pages) and results in an index of web sites
which are often not accurately organized ac-
cording to relevance. Increasingly, web devel-
opers have begun adding metatags, or short
descriptions of the web page content, for use
by search engines in cataloging web pages.
However, there is currently no standard for
Internet metatagging.

The most effective solution for categoriz-
ing information on government web pages
would be to develop a database-driven system,
where all information is automatically listed
in databases as it is placed online. Implement-
ing this type of system would allow more ac-
curate and efficient searches. Extensible
Markup Language (XML), a newly approved
Internet standard for developing highly inter-
active and flexible web pages, will allow a more
accurate and efficient categorization for im-
proved indexing and searching.
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However, while XML is a viable solution
to information organization, it will take time
to implement and does not solve the current
problems associated with indexing. In the in-
terim, a metatagging standard should be de-
veloped that will more accurately index
immediately forthcoming and currently avail-
able web pages. The standard should be ap-
plied to all government web sites to improve
government-wide search agents, and should
be available to commercial search engines to
better enhance their search capabilities.!”

The federal government should consult
with several organizations currently working
on metatagging initiatives and either support
one standard or develop one for government
use. Combining metatagging with the capa-
bilities of XML will allow expert systems, in-
telligent agents, and next generation search
engines to use semantics and concept associa-
tion to search and index information.'® For
example, this type of technology could be used
by the Department of Health and Human Ser-
vices and others to establish health informa-
tion networks; where people could get state of
the art health information online despite not
knowing complex medical terminology and
jargon (see Box E, p.18).

Create an entryway/portal to government
services. Web sites need to be categorized by
the function of the service rather than the
agency (or most likely, agencies) administer-
ing them. A well designed portal to all online
federal information will make citizen-govern-
ment interaction more efficient and effective.
But a portal needs to be more than simply a
mega-link to government web sites. Rather, it
needs to completely bypass agency stovepipe
organization and be organized by information
and type of interaction.

Australia® has organized a central web site
by bringing together eight different govern-
ment programs into one web site interface
for the citizen, called CentreLink. The Is-
raeli government completed a similar process
and created a portal to Israeli government
services.

Expand the amount of information acces-
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sible on searchable databases. The federal
government has an enormous amount of in-
formation in databases, but most are not
searchable online. For example, citizens
should be able to search Bureau of Land Man-
agement land records to identify land parcels.
In fact, there are a host of potential database
functions that could be developed.

Use “information on request” to provide
people with government information. This
notification technology automatically sends
information to individuals based on criteria
that they have submitted which is unique to
their interests. For example, companies should
be able to answer a questionnaire and auto-
matically receive an e-mail informing them of
each federal procurement solicitation that
matches the criteria they entered. Similarly,
this technology could inform businesses of
new regulations that might affect their particu-
lar facility or company.

Develop “expert systems” to access infor-
mation. Expert systems are software pro-
grams that let individuals enter information
and receive back expert advice based on the
data programed into the software. For ex-
ample, the Occupational Safety and Health
Administration has developed a series of
online “adviser” expert systems to help busi-
ness people to identify safety problems in the
work place—from cadmium to mercury to as-
bestos—and determine an appropriate course
of action.?®

Make the Web the first place to put infor-
mation, not the last. Too many federal web
sites are “stale,” only slowing adding new in-
formation and in many cases containing in-
formation that is months and often years out
of date. For example, one agency site de-
scribes its efforts to use Electronic Data In-
terchange (EDI) protocols to allow companies
to file regulatory information, even though
the information is years old and the agency
is now planning on using Internet-based sys-
tems. Agencies need to post information on
the web even before they publish it in other
forms.
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BOX E: Creating Health Information Networks?'

As purchaser of about half of the nation’s health care (through Medicare, Medicaid, the VA
etc.), the government is in a unique position to catalyze greater adoption of information technol-
ogy throughout the health care system. Indeed, in the Information Age, affecting the change
outside your organization is as important as the change inside it. And nowhere is this more appar-
ent than the health care system.

Consider how many times patients must fill out medical histories. Each doctor and hospital has
their own form and no system for checking the accuracy of the records. Yet such information can
literally be a life and death matter for patients. As one business leader put it, an ATM knows more
about your finances than the average doctor knows about your medical history.

The Department of Veterans’ Affairs has taken the lead in catalyzing adoption of information
technology for health records. The leaders of the VA have come to realize that any information
system that works only in their own system won’t do them any good. Even VA patients do not stay
in the VA system, so if doctors are to track their patients, they need a system that everyone can use.

The VA's goal is much like the DOD’s in building the Internet. The DOD needed a communica-
tion system that couldn’t be shut down by the enemy because it was widely used yet controlled by
no one. The VA realizes that any system for exchanging health information must be similarly diffuse
in order to operate between the highly fragmented elements of health care, and cannot be con-
trolled by any one element of the health care system, which few people would trust.

As VA health care consultant Tom Munnecke puts it, everyone should be able to have a personal
health space that allows for the secure, private, and confidential exchange of health information
from their medical history to the payment for health services. It might take the form of a personal
web site where consumers could keep and control access to their health records, communicate
confidentially with their doctor or other patients with similar health problems, and shop for health
care services that are best matched to their needs and preferences.

The key to creating a personal health space is an organization that reflects the diversity of the
health care system and yet comes together around a common purpose of giving people control of
their health and health care. Along with the VA, other federal agencies and private sector organiza-
tions fike the American Hospital Association have launched the “Vvaleo” project. Vvaleo is from a
Latin word, “to be in good health.” While it s still in the very early stages, this organization or
another like it is needed to address the systemic problems in health care that otherwise slip through
the cracks because no one is directly responsible for them.

The government must also assure that personal health information is not abused. Incredibly,
there are no national laws or even national standards on health information privacy and confiden-
tial use. While a national regulatory process is underway as part of the Health Insurance Portability
and Protection Act, it covers only electronically stored information and not written records, which
could potentially create an unlevel playing field and effectively discourage using information tech-
nology to replace written records.

Measure customer satisfaction. Just as its
possible to get data on the number of times
private web sites have been visited, it would
help assess the usefulness of federal web sites
by tracking and reporting this information.
Usage metrics should be built into the site
maintenance process. In addition, all web sites

should have standardized ranking forms built
into them where citizens can rank a web site
(1 to §, with 1 being extremely useful, and 5
being not useful) on how useful it is to them
and to what degree it met their needs. These
will help government customize its efforts to
meet citizen needs.
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Interactive Service Delivery

It is one thing to simply provide information on
a web site, it is another to allow businesses or
citizens to engage in transactions with the gov-
ernment. Creating an agency web site is rela-
tively easy. But government must do more than
this, it must enable citizens to interact and trans-
act business with government. But this is harder,
both technically and organizationally. It is not
good enough to simply build a fancy web site
with online forms for people to fill out and sub-
mit if the forms are printed out (on the govern-
ment end) and go into the same old bureaucratic
system. The government must reinvent itself the
same way companies have had to reinvent them-
selves in the private sector: use the technology
to replace bureaucracy with more efficient sys-
tems and more flexible human organizational
structures. Online transactions are the next ma-
jor challenge to implementing digital govern-
ment.

What the Government is Doing

The online form has become one of the preemi-
nent Internet-age tools for web-based commu-
nication; a fundamental step toward improving
online services. Using an online form, a person
can submit information which is deposited di-
rectly into a database, saving both the person
and the organization time and money. The range
of applications and the cost savings and quality
improvement (reduced errors) are immense.
Many agencies allow individuals to obtain
forms online, print them, and then mail the pa-
per copies, where the information is then either
entered by hand or scanned into a computer.”
A few agencies are beginning to allow citizens
and businesses to file forms online. For example,
the Postal Service allows residents to file change-
of-address forms online, while 18 year-old Ameri-
can males can register with the Selective Service
online to immediately obtain a Selective Service
number. The Social Security Administration also
maintains an online benefits calculation service
(however, the information is mailed to the ap-
plicant). The National Park Service allows people
to make registrations online. In addition, some
federal agencies, such as the Securities and Ex-

change Commission, the Federal Communica-
tions Commission, and the Federal Energy Regu-
latory Commission allow companies to submit
regulatory filings online.

What Government Should be Doing
« Expand and standardize the number of ap-
plications for online forms. All government
forms should be publicly available and search-
able on a central federal web site. The 1998
Government Paperwork Elimination Act re-
quires each federal agency by 2003 to make its
forms available for electronic submission
(through the use of a digital signature when
necessary). President Clinton recently issued
an executive memorandum to all executive
departments and agencies calling for the avail-
ability of online forms needed for the top 500
government services by December 2000.%
There are a host of potential applications in-
cluding: applying for Social Security benefits,
veterans benefits, passports, and federal jobs;
allowing businesses to pay Social Security and
other regularly recurring taxes; allowing people
to respond to government surveys (e.g. Cen-
sus); and letting attorneys file federal court
documents electronically.

Whenever possible, use Web-based technol-
ogy. In the private sector, e-commerce appli-
cations are evolving toward the web, and away
from proprietary electronic data interchange
(EDI) protocols managed by fee-based vendors.
Yet some federal applications have been slow
to move toward web-based applications, even
though they do not require costly subscrip-
tions to EDI Value Added Networks and are
more accessible to small businesses and indi-
viduals. Forms packages should also have open
standards so that they all tie into back-end
legacy systems.

Online forms should use shared informa-
tion about the submitter. One of the frus-
trations many individuals experience with
e-commerce is the requirement to fill in per-
sonal information every time they order
something online. E-commerce vendors are
working on solutions that would allow indi-
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viduals to only enter personal information
once, saving them time and effort, Directory
technology such as Lightweight Directory Ac-
cess Protocol (LDAP) is used {o maintain one
information resource that is queried by mul-
tiple systems. This system should be used in
conjunction with XML or other advanced and
flexible Internet-related formats. The federal
governmernt needs to adopt the same system
so individuals can streamline their interac-
tions with government.

Integrate forms. Putting forms online is one
thing, streamlining and consclidating informa-
tion collection is another. For example, EPA
has been slow to shift to one-stop reporting
whereby companies fill out one form, ideally
for both state or federal compliance reporting.
The proposed International Trade Data System
is an example of this (see Box B, p.6).

Focus on intergovernmental solutions.
Many online applications require citizens and
businesses to deal with multiple levels of gov-
ernment. For example, companies must file
local, state, and federal environmental regu-
latory compliance forms. Digital government
efforts need to be integrated at all levels of
government to streamline these processes.

Online Monetary Transactions

Monetary transactions increasingly rely on elec-
tronic funds transactions (EFT). This process sig-
nificantly reduces transaction costs and improves
the timeliness of interaction. The federal gov-
ernment is the largest issuer of checks and is the
largest procurer of goods and services in the world.
Virtually ali of these activities could be done elec-
tronically, replacing paper.

What the Government is Doing

Government has begun to embrace online mon-
etary transactions. For example, the IRS encour-
ages online filing of tax returns for both citizens
and businesses. Online filing reduces instances
of data error from an average of 21 percent (in
paper) to less than 1 percent, and significantly
reduces the transaction costs of processing returns
and checks.* In 1998, 24.6 million Americans—
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an increase of 28 percent from the year before—
filed their tax returns electronically.? However,
due to a lack of digital signature protocol, the user
is required, via mail, to return a signed confirma-
tion sheet to the IRS. The IRS also uses direct
deposit of refunds, saving substantial costs. The
costs of issuing a paper check are $2-$3.50 per
check, compared to roughly $0.15-$0.55 with di-
rect deposit and EFT.26 Despite the convenience
and cost savings of e-filing, it was not until Janu-
ary 2000 that the first business tax return was
submitted online; and even then, only one com-
pany has been authorized to process electronic
tax returns for businesses.”

Today, a large share of federal payments (ex-
cept tax returns) are carried out through EFT, as
required by the 1996 Debt Collection Improve-
ment Act.® In FY99, 68 percent of government
paynients, including benefit payments, were
transacted through EFT; additionally, 96 percent
of salary and allotment payments were carried out
using EFT.? Savings after full conversion to EFT
could reach roughly $100 million per year.*®

The government is also embracing electronic
benefits transfer (EBT) to convey medical, food,
and other government-to-citizen benefits. In-
creasingly, electronic benefits are placed on debit
cards or smart cards. Like EFT, EBT replaces the
need for checks and allows people receiving gov-
ernment support to have it automatically trans-
ferred to debit cards. This is especially useful for
the 20 percent of benefit recipients who do not
have bank accounts. Today, 39 states—29 of
which are state-wide programs—use EBT systems
with benefits going to 4.25 million families ($1.35
bitlion per month in food stamp benefits alone}. 3!
The National Partnership for Reinventing Gov-
emment has proposed putting all (federal and
state) benefit-related information on one card, to
reduce confusion and cost, and increase conve-
nience.> One of the most innovative pilot pro-
grams, which incorporates state, local, and federal
government benefits, has been the Health Pass-
port, a project developed by the Western Gover-
nors’ Association. This program places all medical
benefit information on one smart card and can
be used to redeem a variety of benefits—from
medical care, to pharmaceutical products, to food
benefits.®

As the world’s largest purchaser, the U.S. Gov-
ernment spends large sums on procurement,



204

Digital Government

E-commerce cuts the costs of procurement and
acquisition for government and for vendors. The
majority of government agencies have unique
procurement and electronic catalog systems, uti-
lizing non-web based proprietary accounting and
data basing software. Department of Defense is
perhaps farthest along, having established a goal
of an entirely paperless contracting system for
major weapons systems by January 2000.% The
Federal Electronic Commerce Program Office and
the Interagency Acquisition Internet Council are
working with CommerceNet, an electronic corm-
merce industry membership organization, to de-
velop interoperable electronic catalogs which
allow agencies to post notifications of their needs
online for public bidding by contractors. The
catalogs would also allow companies to list goods
and prices for government purchasers. Currently,
vendors can go to the electronic posting system
(eps.gov) where agencies post their procurement
requirements for purchases above $25,000. The
General Services Administration (GSA) hopes to
have this system in place on a government-wide
basis by early 2001. Similarly, fedcommons.gov is
a gateway to a large share of government grants
that are awarded.

The government is also beginning to experi-
ment with allowing individuals to purchase items
from the federal government online. Forexample,
in'its first month onlineg, the U.S. Mint averaged
sales of $2 million per day of numismatic sets and
coins, Savings bonds can be purchased online.
Individuals can also buy stamps, postal products,
and savings bonds online.

The government is also beginning to use smart
cards to fulfill an increasing number of functions
including EBT and procurement. Integrated cir-
cuit chip cards, or smart cards, enable the cen-
tralization of information, tools, and
identification on one small plastic card. The cards
are being used by the private sector, and increas-
ingly by the government in pilot programs, as a
means of organizing several card-based tools onto
a single card.

The Department of Defense (DOD), especially
the Navy, has begun to implement smart card
technology for American servicemen. Smart cards
make obsolete the multiple forms and papers ser-
vicemen are required to keep. The Navy uses
smart cards for identification, ATM-at-sea cash re-
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trieval systems, medical and dental records, re-
trieval of classified documents, and accountabil-
ity tracing of government tools and clothes by
Navy personnel. Proposed improvements will
include tracking mess line attendance, debit card
capability with the ship’s store, and recording rnail
room pick-ups.¥

The private sector has been anxious to work
with government on the development of smart
cards. Citibank, IBM, Visa, 3G international, GTE,
the Sandia National Labs, and the Federal Tech-
nology Service have created a 500-card pilot
project for Federal Technology Service employees
in Virginia. The 16KB card includes the basic utili-
ties of smart cards: ID, building access, procure-
ment ability, calling card, access to LAN and
applications, as well as direct access to girplane
boarding.%?

What Government Should be Doing

* Use EFT in all monetary transactions, Elec-
tronic fund transfer will save government, citi-
zens, and businesses both time and money.
This process also automatically creates an ac-

curate record of transactions.

Implement the use of electronic checks.
Blectronic checks involve not just the transfer
of funds but also the transfer of an electronic
record to the recipient. The Treasury Depart-
ment is in the injtial stages of a trial program
using this technology; this should be expanded
government-wide.®

Develop government-wide electronic pro-
curement systems. A standardized electronic
procurement system would reduce costs and
increase competition and convenience. The
process would include bidding by companies
for government contracts, as well as search en-
gines and virtual assistants which will help
government employees find desired goods at
the lowest possible prices. The “Channel Con-
vergence in a Delivery to the Citizen Model
Pilot” with the Social Security Administration
is focusing on this area.

Issue government benefits through EBT. Au-
tomatic allocation of benefits will reduce pa-
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perwork, cut costs, and allow government to
keep better track of benefit use for data and
studies. States that have not yet implemented
EBT programs should work with both the fed-
eral government and the private sector to de-
velop systems.

Expand the number of items citizens can
purchase online. To the extent that federal
agencies sell items, citizens should be able fo
purchase them online. CommerceNet is wark-
ing with the federal government to allow citi-
zens to find online government surplus items.
In addition, the government should develop
an online auction for disposing of surplus gov-
ernment property. Other applications should
be developed.

Make it easier for citizens and businesses to
directly file their taxes online. Simply con-
tinuing the current system of regulating the
certification of data transmitters who batch
income tax returns and submit them by pro-
prietary tax agency electronic protocols is not
adequate. Governments should instead invest
in the ‘back room’ infrastructure necessary to
permit direct electronic transmission to the
government of completed tax returns by indi-
vidual citizens using their private sector soft-
ware. The creation of such electronic portals
will also facilitate direct electronic communi-
cation between citizens and tax agencies, al-
lowing citizens o access general government
information, information on tax return status,
and individual income tax "accounts.” Digi-
tal government in the income tax environment
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cannot move forward in robust ways until the
government invests in modernizing the infra-
structure underlying the entire tax system.

Expand federal smart card applications.
Currently, smart cards are in use in pilot pro-
grams. Pending successful outcomes, these
card applications should be expanded. For ex-
ample, the Veterans Administration could is-
sue smart cards to veterans to obtain
prescriptions. In addition, the smart card can
also house the veteran’s medical history and
other information. In fact, there is no reason
why this could not be extended to all Ameri-
cans who could have their medical history on
one card. The government should explore
how to extend benefits and services to all
Americans through the use of smart cards.

Ensure that government smart cards are
interoperable with private sector applica-
tions. At minimum, government smart cards
need to be interoperable with other cards in
government. Ensuring that government smart
cards can be used in non-governmental appli-
cations will help jump start the introduction
of smart card technology and smart card read-
ers throughout society, making it a more use-
ful tool for government use.

Attach digital signature functions. Attach-
ing digital signature (i.e. online authen-
tification) abilities to smart cards (along with
a password) would allowing verification for
forms and transactions and would help jump
start the use of digital signatures.®®
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Conclusion

r I \he U.S. economy is going digital. This in
formation technology revolution provides
the opportunity for the federal government

to transform itself and the way it provides ser-

vices to citizens. Doing so would not only cat
the cost and improve the quality of government,

it would improve the trust citizens have in their
government. Yet, real progress in a timely man-
ner depends upon digital government rapidly be-
coming a priority of Congress and the
Administration, both in terms of funding and
leadership.

22
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Mr. HORN. When I was a university president, I had a CIO in
1971, and I began to wonder what’s the fuss, folks, we did that 20,
30 years ago on every single decision before the university. He sat
right at the management group. And it’s about time that we got
some focus on that in the executive branch.

Now, our next presenter comes with great credentials that we all
respect: William Scherlis, principal research scientist, School of
Computer Science at Carnegie Mellon University. And Carnegie
Mellon has done a marvelous job in working on just the issues that
we're concerned about, so we're delighted to have you here.

STATEMENT OF WILLIAM L. SCHERLIS, PRINCIPAL RESEARCH
SCIENTIST, SCHOOL OF COMPUTER SCIENCE, CARNEGIE
MELLON UNIVERSITY

Mr. SCHERLIS. Thank you, Mr. Chairman.

Mr. Chairman, Mr. Turner, Mr. Davis, thank you for the oppor-
tunity to appear today on this issue of the definition and role of the
Federal CIO. My focus in this testimony is on innovation in govern-
ment information technology. I am emphasizing innovation because
I believe that we will not be able to realize the vision of govern-
ment online, unless there is a new kind of leadership. Nor will we
successfully address our security challenges.

In particular I support the creation of a Federal CIO within the
Executive Office of the President who can exercise positive leader-
ship with respect to multiagency efforts, new kinds of customer-fo-
cused services, innovative acquisition processes and appropriate
technological and architectural innovation.

I'm going to make quick comments on each of these areas, but
first the bottom line, which is that the Federal CIO must be em-
powered to provide this positive leadership. The empowerment
should come from direct access to funds, agency funds which are
used by the Federal CIO to leverage in order to buy down risk for
innovative projects, for multiagency projects, and for exploratory
projects. The process would be led by the Federal CIO, but admin-
istered and managed in individual agencies by agency CIOs. This
would enable the Office of the Federal CIO to be a lightweight op-
eration within the EOP along the lines envisioned in both of the
proposed bills, H.R. 4670 and H.R. 5024.

Why do we need this positive leadership? We need it in order to
respond to several challenges. The first is customer-targeted serv-
ices and multiagency efforts. Starting and managing a small busi-
ness, for example, requires an entrepreneur to interact with mul-
tiple agencies—in the present regime—and to develop a deep
knowledge of the roles and structure of those agencies involved. It
would be much more effective to offer one-stop shopping, and this
is now being done in many States. The State of Washington, for ex-
ample, has a superb Web site. This kind of one-stop shopping is
also offered through emerging Federal sites, such as seniors.gov,
students.gov, fedstats.gov and many others.

These sites illustrate the value of real customer focus, but they
also demonstrate, in the way that they are managed the challenges
of real cross-agency interaction. An important role for a Federal
CIO will be to lead in defining these areas of customer focus and
in forging partnerships among agencies to enable better targeting
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of services. These are aggregations of services that go beyond a
simple bundling of the stovepipes that we've been talking about.

The second challenge is the rapid evolution of technology.
Moore’s law shows no signs of being repealed. Software is becoming
the principal building material for competitive advantage in many
sectors, ranging from health care to banking and other sectors.

As you know, the Federal Government has a principal role in
long-term innovation in information technology starting as early as
the 1890 census with Hollerith’s punched cards. I am presently
chairing a National Research Council committee that is looking at
advanced information technology in government. We've issued two
reports on crisis management and Federal statistics identifying a
number of long term technical challenges. We are completing a
final report that is more broadly focused and that addresses some
of the issues that we are considering today.

Mission agencies with organic research capability have developed
a culture of IT innovation to help ensure that their special needs
are addressed over the long term and also that they can respond
rapidly to new challenges, for example, in the security area. A Fed-
eral CIO could help create this culture of innovation throughout
the government.

A third challenge is the overall mechanism by which we under-
take and manage IT acquisitions. Consider the case of a major
Internet portal—commercial or governmental: Requirements are
unlikely to be fully clear at the outset. The underlying technologies
are evolving rapidly. And the capability, once we deliver it, will
need to continue evolving rapidly. The security environment, for ex-
ample, is complex and continually changing.

Although I am not an expert in acquisition processes and regula-
tions, it is clear that the present mechanisms and culture remain
oriented around what is called the waterfall model. This model is
not well-adapted to experimentation or prototyping or other forms
of focused, careful risk-taking. Program managers often seem to re-
sist the use of more aggressive acquisition models including those
already available in the Clinger-Cohen Act; for example, modular
acquisition and the use of commercial off-the-shelf components.
Why? Because they have strong incentives to meet schedules and
costs—to make these as predictable as possible and risk at a mini-
mum—even when it comes at a cost of overall capability, flexibility,
interoperability, and other less easily measured attributes.

The Federal CIO should have a major role in helping agency
CIOs structure incentives—and regulations where appropriate—to
facilitate risk-managed acquisition processes.

My written testimony addresses several other areas where this
Federal CIO could provide this positive leadership.

I would like to conclude by saying that I support the concept of
a Federal CIO who can provide this positive leadership and who
can catalyze effective—and pervasive—government response to
both the challenges and the opportunities of delivering government
online. Thank you very much.

Mr. HORN. Thank you very much.

We appreciate—I would like to have a definition before we leave
you of the waterfall concept. Is that when you put somebody in the
barrel, and they go over Niagara Falls? Just so we can get bureauc-
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racy cleared up today because we will have two asterisks that I've
gained. So I do not regard this as something I have cared not to
do. I am very interested in doing it, and you have all been memo-
rable. So it will be the Scherlis law and the Flyzik law.

Tell me about the waterfall.

Mr. ScHERLIS. The waterfall model is a term that refers to a tra-
ditional step-by-step acquisition model. First a process is under-
taken to initially formulate a precise definition of the system re-
quirements. This is a process that sometimes can take years. After
this is complete, then contracts are let and development processes
are undertaken, followed by test and evaluation and ultimately de-
livery. But by the time the capability is delivered, the world has
evolved and the requirements have changed, even assuming they
were correctly identified at the outset.

That’s the waterfall model. It is a model that works well only for
classes of systems that we have already developed successfully. It
does not work well for systems that have even mildly innovative
character.

Mr. HorN. Having spent part of my life for 22 years at one uni-
versity, I now think that even the Federal Government looks effi-
cient. But I think you would agree on that. Things take a lot longer
in the university. OK.

Our last presenter and one individual who is very well known to
this committee, and we appreciate all he’s done for this subcommit-
tee over the last 5 to 6 years, Dwight Ink is President Emeritus
of the Institute of Public Administration. He was a former Assist-
ant Director for Executive Management in the Office of Manage-
ment and Budget from 1969 to 1973. A highly respected civil serv-
ant, he was taken by various Presidents to clean up this agency
and that agency and another one.

So we welcome your thoughts, Mr. Ink. You've got—I will give
you 6 minutes.

STATEMENT OF DWIGHT INK, PRESIDENT EMERITUS, INSTI-
TUTE OF PUBLIC ADMINISTRATION, FORMER ASSISTANT DI-
RECTOR FOR EXECUTIVE MANAGEMENT, OFFICE OF MAN-
AGEMENT AND BUDGET (1969-1973)

Mr. INK. Thank you, Mr. Chairman, Mr. Turner and Mr. Davis.
It’s a pleasure to be here. By the way, I didn’t think the waterfall
approach ever worked very well.

In summary, I believe the sponsors of these bills are correct in
searching for ways in which to strengthen the information tech-
nology leadership capacity of our government. I do not believe
these bills, however, provide the best way of achieving those goals,
and, in fact, I think they may weaken what the sponsors are trying
to accomplish. I would also urge that the committee look at this
issue as well as others from the total Presidential perspective and
the total congressional perspective rather than just IT. Otherwise
I think we contribute to further growth of a stovepipe approach to
government.

First, as was said at the beginning of these hearings, IT certainly
should be regarded as an integral part of the agency administrative
and program activities. It is really the glue that connects every-
thing else people do in government. So one of our goals, it seems
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to me, should be to search for ways to better integrate information
technology with other management and program activities.

I believe establishing a Federal Chief Information Officer that is
freestanding and separate from other elements of management
leadership will work against the need for integration.

I also have some questions about the feasibility of some of the
separation that is contemplated. For example, there are several pa-
perwork reduction functions that are transferred out of OMB to
this new office, and yet the basic tools for dealing with red-tape-
cutting remain in OMB. So if these bills are passed, the leadership
for cutting red tape is divided between two agencies, and I think
that tends to result in nibbling at problems rather than reforming
government processes.

I think that fragmenting central management responsibilities in-
evitably creates unnecessary burdens for the agencies. Again, this
is part of your stovepipe problem that was mentioned earlier.

I believe this separation not only weakens IT over the long haul,
it weakens other management functions. In my view, the more we
establish organizational barriers among different fields of manage-
ment, the less one area will benefit from the other, the less syner-
gistic value we gain, and the more we handicap the President and
the agencies in modernizing government.

I would also ask the question if it should be regarded as nec-
essary to have a freestanding IT unit in the Executive Office of the
President, should we not do the same with respect to financial
management, an extremely important area? What about procure-
ment? What about program management? Everyone wants to be
independent and report to the President, but in my view, this is
the road to confusion, higher cost, managerial chaos and, again,
stovepipe government.

I do not see the freestanding IT office as having the capacity to
provide the strong leadership that I know Mr. Davis, and Mr.
Turner are seeking. People tend to assume that any office that re-
ports directly to the President, especially if they are within the Ex-
ecutive Office of the President, has muscle, but this is simply not
true. I know. I've been there.

In fact, it is difficult for any organization to gain sustained atten-
tion on management issues because there are so many competing
pressures within the Executive Office of the President. The OMB
uses the leverage of the budget to help on issues directly related
to the budget, but other management issues have great difficulty
in competing with the budget pressures in OMB. A freestanding IT
would have not even the budget leverage.

In discussions about a separate Office of Management which
have taken place in this committee, we've listed a series of ele-
ments of that office which we believe are absolutely necessary to
provide the leverage needed to provide effective leadership on be-
half of the President. I don’t see any of those levers present in this
separate IT. Without these levers, an Office of Management, I
think, would not be wise, strongly as I support the concept. I be-
lieve a more narrowly based, freestanding IT would be even more
impotent. Even with a structure separating these two, there would
have to be some relationship to OMB. But who would coordinate
IT and OMB? I mentioned other problems in my testimony.
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Although I do not support a freestanding IT, I do agree with the
sponsors that it is desirable and, very important to take steps to
enhance the IT leadership structure. This is one of the reasons I
support the Office of Management which has been under consider-
ation by this committee. The OMB leadership is hard pressed by
complex annual budget and economic issues, and its leadership
simply does not have the time to provide the focus and the energy
that IT leadership requires in this day and age. An Office of Man-
agement would provide this leadership focus. It would provide the
integration, and avoid the fragmentation of an isolated IT office.

In summary, I believe an Office of Management, given the nec-
essary leverage, would be a much better solution to what I agree
is a need for greater IT leadership capacity. It would have the le-
verage and avoid isolating IT from other components of manage-
ment leadership. Though I think these bills would have unfortu-
nate unintended consequences that would run counter to the intent
of the sponsors, I do agree with the sponsors on the need for
change. I just think there’s a better way to achieve their objective.
Thank you.

Mr. HorN. Thank you very much.

[The prepared statement of Mr. Ink follows:]
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Statement of Dwight Ink
September 12, 2000

Mr. Chairman and Members of the Subcommittee:

I am pleased to have the opportunity to share my views on the basic organization

concepts contained in two bills, H.R. 5024 and H.R. 4670.

To summarize, I believe the sponsors of these bills are correct in searching for ways in
which to strengthen our Information Technology (IT) efforts to improve government.
However, I believe these bills do not provide a good way of achieving their goals. In
fact, over the long period I fear they would weaken what the sponsors hope to achieve. I
would also urge the Committee to look at this issue from the total presidential and
congressional perspective of government operations, not just IT, important as that is.

There are several reasons for this view.

Integration. First, IT is an integral part of agency administrative and program activities.
It is a fundamental part of financial management, it is a part of procurement, and it is an
essential part of project management. In many respects, it is the glue that connects
everything else people do in government. One of our goals should be to increase the
awareness of people to that fact and search for ways to integrate modern IT with their
day-to-day work. Establishing some version of a Federal Chief Information Officer that
is free standing and separate from other elements of management leadership that are now
located in the Office of Management and Budget will work against this need for

integration.

I also have serious doubts that some of the separation contemplated, even if desirable, is
feasible. H.R. 5024, for example, transfers to a CIO several functions relating to
paperwork elimination and reduction. Others are necessarily left in OMB. As a result,

leadership for cutting red tape would be divided between two agencies, making it very
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difficult to launch broad based attacks on costly paperwork. I believe this splitting of
leadership would tend to result in nibbling at burdensome government processes rather

than reforming them.

I would also suggest that fragmenting central management responsibilities inevitably
creates unnecessary burdens for the agencies. The agencies may try to coordinate diverse
initiatives emerging from different pieces of the EOP, yet they rarely have the muscle to
do so. Monitoring of agency performance becomes more complex, and my experience
would suggest that it is likely to become more vulnerable to gaps in information

gathering and early warning of problems involving different disciplines.

Not only would the level of separation from other elements of management contemplated
by these bills lead over time to a weakening of IT, I believe it would weaken the other
management functions that need to build the latest information technology into their
programs. The more we set up organizational barriers among different fields of
management, the less one area will benefit from the others, the less synergistic value we
gain, and the more we handicap the president and the agencies in modernizing

government.

Fragmentation. If it should be regarded as necessary to have a free standing IT unit
reporting to the President, should we not do the same with respect to procurement,
financial management, etc? Everyone wants to be independent and report to the

President, but that is the road to confusion, higher costs, and managerial chaos.

Leverage. I do not believe a free standing IT office would have the capacity to provide
strong leadership over the long term. People tend to assume that any office that reports
directly to the President, especially if located in the Executive Office of the President
(EOP), has muscle. This is simply not true. In fact, it is difficult for any organization to
gain sustained attention on management issues, because there are so many competing

pressures in the EOP.
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The OMB uses the leverage of the budget to help on issues directly related to the budget,
but other management issues have great difficulty competing with the budget pressures.
A free standing IT would not even have the budget leverage. In advocating a separate
Office of Management, several have listed a series of elements of that office believed to
be necessary to provide the leverage needed to provide effective leadership on behalf of
the President. These include the development of presidential executive orders, issuance
of regulations covering a broad range of subject matter, legislative clearance, and
leadership for inter-agency and intergovernmental management issues. It was these
types of leverages that enabled an earlier Office of Executive Management to have a seat
at the White House daily 7:30 meetings and to inject management considerations into
critical presidential issues as they were developing. Without these levers an Office of
Management would be largely ignored. I believe a more narrowly based free standing IT
office would be even more impotent after the initial fanfare had faded into the

background. I do not see the levers that would give it a seat at the table.

Coordination. Even though I do not see the structural separation permitting the
integration among the fields of management I regard as important, there would
nevertheless have to be some degree of coordination with OMB. But who will provide
it? Who will settle disagreements between the two? If the answer is OMB, then the IT
will be irrelevant and scarcely noticed. Despite reporting to the President, a separate IT

will not have the strength.

The White House and the EOP are already too cluttered in the opinion of most close
observers. Clutter tends to dilute accountability and creates confusion. It makes life
difficult for departments and agencies. We ought not to go further down that road

without a compelling reason.

A Different Solution. Although I do not support a free standing IT, I agree with the

sponsors that it is desirable to take steps to enhance the IT leadership structure. In fact,
this is one of the reasons I support the Office of Management, which has been under

consideration by this Committee the last several years.
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The OMB leadership is understandably hard-pressed by complex annual budget and
economic issues. It has had increasing difficulty in devoting the time and resources
required to address questions of long term IT and capital improvement investments,
crosscutting management problems, major agency and interagency structural problems,
intergovernmental and interagency coordination, or program operation concepts that

involve every component of management.

I believe an Office of Management, given the necessary levers, would be a much better

solution to the need for greater IT leadership capacity.
In summary, I believe these two bills would have unfortunate unintended consequences
that would run counter to the intent of the sponsors. Yet I agree with the sponsors on the

need for change. I think there is a much better way to reach their objective.

I would be happy to respond to questions.
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Mr. HorN. That’s very helpful testimony, and I can tell you've—
given the preciseness within your paper, that you've spent a lot of
your life on trying to get to the essence of a problem. So we're
grateful that you’ve come from various States where you’re now liv-
ing and giving us some wisdom. So we thank you.

We now have the questioning. The gentleman from Texas Mr.
Turner, 5 minutes for questioning, and then Mr. Davis.

Mr. TURNER. Thank you, Mr. Chairman.

We appreciate the testimony that each of you has given us, and
I think it is apparent to us that every witness on the panel, per-
haps with the exception of Ms. Katzen and Mr. Ink, have advocated
a Federal CIO. We all respect that there is a clear issue we must
correctly address as to how it should be structured.

That is not to say that we should not address it within the con-
text of the remarks Mr. Ink made. And I know Mr. Ink has been
an advocate of separating the Office of Management and Budget
into two entities with a Director of the Budget and a Director of
Management, but it does seem that at least as we look to the pri-
vate sector, the private sector has recognized the importance of
having a chief CIO who works with the CEO and the CFO.

I might ask, Mr. Scherlis, if you wouldn’t mind commenting on
the CIO in the context of the remarks Mr. Ink made as to where
you think the structure should be in order to perhaps accommodate
the kind of concerns that we just heard expressed from Mr. Ink,
who definitely has a vast experience in the Federal Government.

Mr. SCHERLIS. I enjoyed and appreciate his remarks, but I am
unfortunately not familiar with the recommendations that were
voiced here earlier concerning the concept of a separate Office of
Management. But pertinent to the issue is the recent report re-
leased by the President’s IT Advisory Committee on August 31 con-
cerning transforming the government through information tech-
nology. It recommends creation of a new office within OMB called
the Office for Electronic Government [OEG], with strong senior
leadership. Although the concept of the Federal CIO is not explicit,
the recommendations that we’re talking about today are consistent
with the recommendations of that report.

The reason for separating the OEG from the OIRA within OMB
is to create a focus of positive leadership that is separate from reg-
ulation and policy. There are many roles that are now being bun-
dled together in one organization, and some separation of those
roles is appropriate.

On the basis of comments of Mr. Ink today, I believe that the rec-
ommendations that I've voiced are consistent with his comments.

Mr. TURNER. Mr. Atkinson, do you have an observation here?

Mr. ATKINSON. Yes, The major point I would want to stress after
listening to Mr. Ink’s comments is that information technology is
fundamentally different. This is to me the central mission, the cen-
tral challenge facing the Federal Government today, and it will be
the central challenge for this decade, just as when we made this
last major transformation from an old economy to a new economy
back in the 1930’s and 1940’s, and we created all new management
structures in the Federal Government. I think this is just as equal-
ly a major transformation. This is about creating a fundamentally
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new economy, a digital economy, and it’s creating a fundamentally
new type of government.

And I don’t think that the existing structure of OMB or even in
the Office of Management is suited to do that because the key to
all of this is digital reinvention, and I think the core of that has
got to be someone who is a CIO, who has that as their sole mission.

The second point would be I think Mr. Ink mentioned we need
to think beyond IT. I couldn’t agree more. We need think beyond
IT. That’s why I think the CIO—if the CIO is just a glorified com-
puter systems manager, then we won’t think beyond IT. But if you
think where the States are, most of the States’ CIOs, when you lis-
ten to what they have to say, they’re the ones that are arguing—
all their language is about cross-cutting applications, breaking
down barriers between bureaucracies and agencies who don’t want
to do that. And I think that’s why the CIO is central to making
all this happen.

Mr. TURNER. Mr. Rummell, I would like to hear your comments
on it. I heard you say at the beginning of your testimony you’ve
been working in the IT field for 30 years. One of the things I see
lacking today in OMB is anyone with the background, the experi-
ence, the expertise to really move us forward aggressively in IT,
but?perhaps you would have some comments to share on the sub-
ject?

Mr. RUMMELL. First of all, when I started with the Federal Gov-
ernment of Canada, I went on a whistle-stop tour of the depart-
ments and talked to the heads of the departments and agencies
and the heads of the technology function of the departments. And
I asked them what they were looking for from me as the new CIO
for the government, and they said to me, leadership. And that sur-
prised me, being in the land of leaders, because I suspected that
all these people were leaders by themselves, but they really were
looking for my leadership.

They also were looking for us to provide the strategic direction;
that was an overall context to take it from a 50,000-foot elevation
right down to ground level, and provide direction with large
projects that were in trouble, to provide for e-government initia-
tives to coordinate and deliver services, and from the things that
we put into place, we made a lot of progress. There was a lot of
frustration. We really provided focus, and I think we provided a
very solid operational plan, and I think that’s what I was able to
accomplish i1s that focal point.

Mr. TURNER. Thank you.

Mr. McClure, when you look at the existing structure of OMB,
is there anyone there who by education or background is uniquely
qualified to fill this role today or—and I guess I might ask you is
there anyone over there who has that as their sole responsibility?

Mr. McCLURE. No. I think that highlights the concerns that I
raised in my testimony, Mr. Turner. The Deputy Director for Man-
agement created by the CFO Act wears many, many hats, both the
Chief Financial Officer, general management functions, statistical
policy, procurement. The list is quite long in terms of overall man-
agement responsibilities of the Deputy Director for Management.

Similarly in OIRA, the OIRA Administrator is really focused
heavily in terms of resources on information collection requests, on
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burden reduction reviews and on calculating the cost and benefits
from Federal regulations. So a lot of the staff in OIRA are focussed
on these issues as opposed to the IRM or IT issues. So as a result
we don’t have someone in OMB full time focused, I would argue,
on some of these important IT issues.

Mr. TURNER. Thank you.

Thank you, Mr. Chairman.

Mr. HORN. The gentleman from Virginia Mr. Davis.

Mr. Davis. Thank you. I also want to extend my thanks to all
the panelists.

Mr. McClure, let me go back and ask you a question that I asked
Ms. Katzen earlier. I asked if she could describe the leadership role
that OMB has displayed in the past in defining—in managing
interagency items. I am not just speaking of money items, but
managing IT resources. How do you think OMB has kept track of
those initiatives so that responsive decisions could be made when
projects aren’t working and should be halted or when a new direc-
tion should be taken?

Mr. McCLURE. Mr. Davis, I think since the passage of Clinger-
Cohen, to its credit OMB has certainly stepped up to the plate with
some specific guidance, better guidance in many areas, for the
agencies, in architecture, investment control, capital planning.
We've worked actually with OMB in revising some of the guidance.
I think the question for OMB is how to use the information that
results from that new guidance to make really tough decisions
about stopping, delaying, canceling or even accelerating good Fed-
eral IT programs, and that, I think, is where the jury is out.

The fortitude of OMB to be able to step up to the plate and stop
projects has not always been clearly demonstrated, in our opinion.

Mr. Davis. Mr. Flyzik, let me ask you a question. Can you give
me any recommendations that have been made by the CIO Council
that have been implemented by OMB?

Mr. FLyziIk. What OMB has been doing with us, sir, is working
to facilitate our recommendations. We do have a whole list of
things that we have moved on, and moved quite quickly on. We
have a whole lineup of interagency activities. The FirstGov project
comes to mind; our public key infrastructure in the bridge certifi-
cate authority that enables digital signatures to really happen; the
Access America series, Access America for seniors and students.
We have a number of wireless initiatives. We have the Federal
Commons Project, the Enterprise Project. They are supporting us
on the concept of ITPS, or the information technology portfolio sys-
tem, which will give us a common platform for building IT port-
folios across government.

The OMB role has evolved to one that I think has been working
well. In the beginning, I guess, the Council went through kind of
a bonding process, trying to figure out who we are and what we’re
going to do. I think we’ve moved over time into more of a leader-
ship role where OMB is giving us support to move forward on
projects and is listening and working with us.

Mr. DAvIS. So as far as information resources management goes,
you think that OMB is handling this, this statutory authority, is
handling it well?
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Mr. FLyzIK. I think it’s evolving well under the guise of Clinger-
Cohen. I do believe we’re moving in a very, very positive direction.
OMB is supporting us.

As youre well aware, the Council does not have authority to
issue policy. OMB does. What we do is we’ve been working with
OMB 1in situations where we need policy guidance.

Mr. Davis. Right. But can you give me a specific recommendation
that you’ve made to them?

Mr. FLYZIK. We have Internet use policy. We’re working on pri-
vacy policy now. We have a dialog ongoing on our Internet privacy
issues and a number of things along those lines.

Mr. Davis. Mr. McClure, do you have any observations on that?

Mr. McCLURE. I think, as I said earlier, I agree with Mr. Flyzik
that the role of OMB has changed under the recent passage of
laws. They had tremendous responsibilities for not only issuing
guidance, but also oversight responsibilities for major IT projects in
the Federal Government. So, again, I return to the point, OMB
should not be totally focused on justification for projects in the Fed-
eral budget. It also should play a role in stepping up and helping
control projects that are out of line in terms of cost, schedule and
performance.

And in that area, again, I think that the track record is not what
we would like to see it to be.

Mr. DAvis. Mr. Doll, let me ask you a question: In States where
the CIO has multiple bosses, reports to one or more cabinet sec-
retaries, what’s their experience in achieving an integrated and co-
ordinated information resources management policy?

Mr. DoLL. Where States’ CIOs deal with multiple entities to get
the job done, because of the typically high level, whether it’s to the
Governor’s staff in addition to some council, or other entity that
controls, again, it’s a statewide implementation and application of
technology across the State. And I think that’s truly what the key
is, because unless theyre inserted at a level in the organization
that’s looking at IT as an entity in a field that helps make vision
reality, then that’s where they can have impact.

Most States have put IT up there with human resources, finan-
cial management, administration, services that are used to make
the vision of a Governor happen. And whether that is put through
some committee or some special commission that a Governor has
established or to the Governor directly, it’s really that orientation
of saying that to make the vision of education, whether that may
be in a State or make the vision of economic development happen,
that what you’re trying to do is align this information technology
world to see that as a reality.

Mr. Davis. Mr. Atkinson, let me ask you a question: You make
a strong case for the need for a strong centralized leader to achieve
a digital Federal Government. What, in your opinion, are the flaws
in current structure placing IRM responsibilities with OMB? Ms.
Katzen seems to conclude that instead of a Federal CIO, OMB
should have a strengthened role. How do you respond to that?

Mr. ATKINSON. Well, I think a major reason I would say that, is
that I don’t think that would achieve what you all are wanting to
achieve and others are wanting to achieve. OMB is responsible, as
Mr. McClure mentioned, for so many other things. And I don’t
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think it would give the leadership that, for example, Ms. Katzen
provided on the Y2K issue where it is much broader than that. Let
me just mention another example. A lot of what I think digital gov-
ernment is about frankly is the details. And let me just mention
one—Students.Gov—which is a portal for students. It’s a very good
effort, it’s a great effort, and the people who developed it should be
commended. The problem is with Students.Gov, though, it’s what
other agencies are doing. For example, in the Department of Edu-
cation, they have their own Web site designed around students. On
Students.Gov, you can apply for a student loan online. On the De-
partment of Education Web site, you can’t apply for a student loan
online. There’s no link back to Students.Gov.

I can give you many more examples like that. What I think
they’re a reflection of is agencies doing their own thing. Even when
they can get together with a portal like Students.Gov, you still
have agencies doing their own thing. That’s why it requires central-
ized leadership—will drill down into that level of detail to make it
a much more coordinated system.

Mr. Davis. Thank you very much. Mr. Chairman, I yield back
and thank the panel for their indulgence.

Mr. HorN. I thank the gentleman. And I don’t believe the gen-
tleman from Texas has any more questions. I have just one or two.
And Mr. McClure, I don’t want to put you on the hot seat, but the
question is this: Of the two bills being considered, which one is
closest to what you would consider to be a Federal chief informa-
tion officer’s role, responsibilities and empowerment as far as GAO
feels is their recommendation?

Mr. McCLURE. The seat is very hot, Mr. Chairman. Especially
with both members present.

Mr. HORN. I don’t know how it’s going to come out either, but I
thought we’d like your views on it. But you did a great report
there.

Mr. Davis. We're not taking names.

Mr. McCLURE. I just want to reiterate that both of them have
positive characteristics. There’s no reason why things that are in
both bills could not ultimately be combined or considered together.
I think the real question is whether this position is inside or out-
side of OMB. That seems to be the drawing distinction. There are
clear advantages for having the CIO outside of OMB and contained
within the executive branch. Because of many of the reasons that
we went over today, it avoids the problem of multi-hatted respon-
sibilities within the Office of Management and Budget.

Having said that, it also creates, as many people have said, tre-
mendous risk in that you’re removing that budget lever from the
chief information officer. I don’t think that’s necessarily true and
it’s certainly not true in private sector and public sector CIOs who
do not have budget control either. They simply have to come to the
table and work with those individuals that have budget control and
the two combined can pull that lever.

And I think that’s the attraction that these bills have is they free
up time for somebody to focus full time on such issues like elec-
tronic government and security at a time desperately where we
need that kind of attention. It also allows them to sit at the table
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with the Director of OMB and have some very frank input on some
budget directions and budget control.

So I think, again, I've avoided answering directly, but I think
that’s the positives that I see in both bills.

Mr. HORN. Mr. Doll, if I might, let me try this question out on
you, and you probably don’t have the answer, but maybe you do.
A number of Governors change every once in a while based on the
election. Have you found that the chief information officer of a
State is carried on by another Governor, or do they have to sort of
be partisan in relation to the Governor? What’s your sort of off-the-
top-of-the-head view of that.

Mr. DoLL. Well, to give you a scope, we've lost 16 CIOs this cal-
endar year for one reason or another. Most going to the private sec-
tor. A number of those tied to the fact that this is the last year of
the Governor’s term. So we expect in the future that you will get
this turn over. I think it’s critical that the CIO be aligned to the
Governor so that his or her vision can be carried out. And not
someone who as you mentioned, will be able to sort of pass from
administration to administration. Yes there is value in that, but
the rest of the civil service below that level is typically there year
after year, term after term. The key part to us at least in talking
with my colleagues is making vision reality and applying informa-
tion technology to that. And you have to be close and have the
same orientation as that Governor to be successful in my mind.

Mr. HORN. Mr. Rummell, I really have the same question in rela-
tion to the Canadian Government. When there were turnovers, did
the CIOs in the agencies change or what?

Mr. RUMMELL. There have been changes, again we've kept the
same government so there haven’t been political changes. There
certainly have been no new CIOs appointed or rotated based upon
the changes in the heads of agencies. I guess one of the other
things that we had too, if I could make another comment, that was
a terrific feature started in our government was agency heads
would meet at a committee on information technology issues. They
took a role of very active sponsorship and met at least once a
month for 1 to 2 hours, and discussed cross-cutting IT initiatives
across the agencies and departments and the Canadian Govern-
ment, and that really raised the level of sponsorship for the CIOs
and for initiatives that were providing overall services to the pub-
lic. So that’s where I think we were also able to make a difference.
Thank you.

Mr. HORN. Well, thank you. I want to thank this panel.

Mr. INK. Mr. Chairman, could I make one rebuttal comment?

Mr. HornN. OK.

Mr. INK. I think the States provide excellent ideas, excellent ex-
amples in many areas of governmental activity. You look at welfare
reform, for example, they were well ahead of the Federal Govern-
ment. And I think in terms of information technology, as it relates
to the delivery services, States have a lot to offer. But I wanted to
tell you there is a tremendous difference between operations within
a Governor’s office and that within the President’s office. The leap
in terms of pressures and the difficulty of having a workable base
which will provide the strength for leadership is entirely different.
Look at the West Wing program. I was thinking yesterday about
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the daily meetings I used to participate in with the top White
House staff. Had I had responsibilities for only information tech-
nology or only procurement or only financial management, I
wouldn’t have been there, much less have had a voice at the table.
Separate IT isolated from these other responsibilities will not have
a voice at the table. Much as people might wish it otherwise, I
think that’s the fact of life, that’s the way the President’s office
functions.

Mr. HOrN. Well, we thank you for that. We thank you also for
coming on less than 24 hours’ notice. And——

Mr. INK. Much less.

Mr. HORN. Much less. I think all of your testimony has been very
helpful and I'm grateful to you. I think some of the charts all of
you provided was also very helpful. Staff on both sides might wish
to have some questions sent out to you, and if you would take some
time and give us a couple of answers, we’d like to put them at this
point in the records if there’s some we’ve missed or there’s some-
thing you’d like to get on the record.

But right now I'm going to thank our staff who put all this to-
gether: J. Russell George, staff director, chief council of the sub-
committee; gentleman to my left, your right is Randy Kaplan, coun-
cil to the committee, and he’s worked on this particular hearing;
and yesterday Ben Ritt, professional staff member on loan to us
from the General Accounting Office, which always has good people
and we’re glad to use them; Bonnie Heald, director of communica-
tions; Bryan Sisk, clerk; Elizabeth Seong, staff assistant; George
Fraser, intern; and from Mr. Turner’s staff, Trey Henderson coun-
sel, he’s on his right; and Jean Gosa, minority clerk. And Mr.
Davis’ staff, Amy Heerink, we know how good she is on a lot of
these things, and Melissa Wojciak. Then our court reporters are
Julie Thomas and Colleen Lynch, and we thank you very much.
And we adjourn the meeting.

[Whereupon, at 12:16 p.m., the subcommittee was adjourned.]
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