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A LICENSE TO BREAK THE LAW?
PROTECTING THE INTEGRITY OF
DRIVER’S LICENSES

TUESDAY, APRIL 16, 2002

U.S. SENATE,
OVERSIGHT OF GOVERNMENT MANAGEMENT, RESTRUCTURING,
AND THE DISTRICT OF COLUMBIA SUBCOMMITTEE,
OF THE COMMITTEE ON GOVERNMENTAL AFFAIRS,
Washington, DC.

The Subcommittee met, pursuant to notice, at 10:03 a.m., in
room SD-342, Dirksen Senate Office Building, Hon. Richard J.
Durbin, Chairman of the Subcommittee, presiding.

Present: Senator Durbin.

OPENING STATEMENT OF SENATOR DURBIN

Senator DURBIN. Good morning. This hearing will come to order.
Thank you all for being here. Today, the Senate Subcommittee on
Oversight of Government Management holds a hearing entitled, “A
License to Break the Law? Protecting the Integrity of Driver’s Li-
censes and State IDs.”

On August 1, 2001, two men named Hani Hanjour and Khalid
Al-Mihdhar drove a van from New Jersey to the Virginia Depart-
ment of Motor Vehicles office located across the Potomac River just
a few miles from where we are sitting this morning. In the parking
lot of that DMV, they asked around until they found someone will-
ing to lie and to vouch for their Virginia residency. They met Luis
Martinez-Flores and Herbert Villalobos, who, for a price, were will-
ing to help. Hanjour and Al-Mihdhar paid these strangers $50 each
and received notarized forms which claimed that the two transients
were, in fact, Virginia residents.

Using these fake documents, Hanjour and Al-Mihdhar walked
into the DMV, stood in line, like all of us would, had their photos
taken, and walked out with authentic State-issued Virginia photo
ID cards. The next day, on August 2, 2001, Hanjour and Al-
Mihdhar returned to the same Arlington DMV office with two
friends, Salem Al-Hazmi and Majed Moged. Hanjour and Al-
Mihdhar helped Al-Hazmi and Moged obtain Virginia ID cards of
their own by vouching that they lived together in the State of Vir-
ginia. After all, why should the clerk behind the DMV counter have
any doubts? Hanjour and Al-Mihdhar produced their Virginia IDs
to prove their in-State residence.

On the same day, Abdul Al-Omari and Ahmed Al-Ghamdi, who
were renting a room at a Maryland motel, contacted Kenys Galicia,
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a Virginia legal secretary and notary public, through a referral
from Luis Martinez-Flores, the same person who was hanging
around the Arlington DMV the day before. Al Omari and Al-
Ghamdi paid Galicia to have her prepare false notarized affidavits
stating that the two men lived in Virginia. Using these fake docu-
ments, the two went to a Virginia motor vehicles office and re-
ceived State-issued ID cards.

On the morning of September 11, 2001, Al-Mihdhar, Hanjour, Al-
Hazmi, and Moged boarded American Airlines Flight 77 from
Washington Dulles Airport headed for Los Angeles. They all used
their Virginia ID cards to board the plane. The same morning, Al-
Omari used his Virginia ID card to board American Airlines Flight
11 in Boston, bound for Los Angeles. At the same airport, Al-
Ghamdi used his ID card to board United Airlines Flight 175, also
bound for Los Angeles.

We all know what happened to those three flights and another,
United Airlines Flight 93, that never made it to their intended des-
tinations that day. Instead, the commercial jets tragically became
weapons of mass destruction at the hands of these terrorists. These
terrorists bought their way into our shaky, unreliable, and dan-
gerous system of government-issued identification. With these
phoney cards, doors opened across America, including the doors of
these doomed aircraft.

Since September 11, our Nation has been struggling to under-
stand how such heinous crimes could have occurred here in Amer-
ica. As we reflect upon the events of the past few months, we have
come to realize that our system of democracy which allows all of
us to enjoy our freedom is vulnerable to abuse by those who seek
to destroy that freedom.

The terrorists mentioned above, along with their co-conspirators,
knew exactly how to take advantage of our open and free society.
In addition to Virginia, these terrorists targeted Florida, a State
that at the time did not require any proof of residency from any-
one. In fact, any tourist could walk into a motor vehicle office, fill
out a form on his own, and receive a Florida license or ID card at
that time. At least 13 of the 19 terrorists held driver’s licenses or
ID cards from Florida. A few of the 19 held licenses or cards from
more than one State, including from California, Arizona, and Mary-
land, while only one did not appear to hold any American ID.

Some received duplicate cards from the same State within
months of September. These foreign terrorists knew that a key to
their devious plans was to come to America and blend in with ev-
erybody else until they were ready to take on their murderous mis-
sion, and one way they blended in with the rest of America was to
obtain a driver’s license or a State-issued ID card that helped them
present a cover of legitimacy.

They knew that the driver’s license is the most widely-used form
of personal identification. Across America, law enforcement agen-
cies, retailers, financial institutions, airlines, and employers ac-
knowledge the presentation of a person’s driver’s license as an ac-
ceptable and reliable method of verifying a person’s identity.

The driver’s license is also a key that opens many doors. Anyone
who can produce a valid driver’s license can access just about any-
thing. It can get you access to a motel room, membership in a gym,
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airline tickets, flight lessons, and even the purchase of weapons, all
without anyone ever questioning you about who you really are. If
you can produce a driver’s license, we assume you are legal, you
are legitimate, you are for real.

The use of fake IDs is one of the oldest tricks in the book for
criminals. It is also one of the oldest traditions of adolescence and
a rite of passage for teenagers, to casually use a borrowed or tam-
pered ID to buy alcohol or tobacco products or just to get into a
nightclub. But after September 11, use of fake IDs is no longer just
a teenage trick or merely about drunk drivers, as serious as that
is, trying to hide their bad driving records using multiple licenses.
It is about our national security.

I want to show you a page from the al Qaeda terrorist manual.
I am sure you cannot read it from there, but this was found in
Manchester, England. Police officials during the search of an al
Qaeda member’s home found this particular document and Attor-
ney General Ashcroft presented it to our Senate Judiciary Com-
mittee last year. It is obvious that the September 11 terrorists
were well trained by al Qaeda. They followed the instructions flaw-
lessly. Here is an example of how successful they were.

Each obtained the form of a photo ID, but it is not only foreign
terrorists who use fake IDs or IDs obtained through fraudulent
means. Seven years ago this week, Timothy McVeigh used a fake
ID to rent the Ryder truck that he drove into Oklahoma City. As
part of his plot to blow up the Federal Building, McVeigh picked
up a fake driver’s license in the name of “Robert King.” The card
even listed a false birthday of April 19 as some cruel inside joke.
That is the day that McVeigh executed his terrorist attack against
fellow Americans, which was planned to fall exactly 2 years after
the Waco incident of April 19, 1993.

Another example, fugitive James Charles Kopp was arrested in
France in March of last year after evading our law enforcement of-
ficials for almost 3 years. Kopp was accused of the October 1998
murder of abortion clinic doctor Barnett Slepian, who was shot and
killed as he stood in the kitchen of his home in Amherst, New
York. With help from other antiabortion activists, Kopp used a va-
riety of fake driver’s licenses and passports, changed aliases fre-
quently, and moved in and out of the country.

So as we look to defending America, it is critical that we care-
fully examine how our States issue driver’s licenses and ID cards
today and determine if it makes sense for every State to continue
to maintain its own unique policy and procedures for the issuance
process. For example, some States independently verify the breeder
documents, such as birth certificates and passports provided by ap-
plicants, while others accept them at face value. Some States ask
the applicants’ Social Security numbers, others do not. Some States
ask for proof of legal status in the country, others do not. Some
States take fingerprints of the applicants, others do not.

We also need to examine how secure the cards are themselves.
For example, each of the 50 U.S. States and the District of Colum-
bia issues driver’s licenses and ID cards that vary widely in the
level of security and resistance to tampering, from States that in-
corporate high-tech biometric identifiers to States that do not even
require a photo on their cards.
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I recognize many States since September 11 are taking proactive,
sensible steps to tighten their DMV systems, but I believe we need
a nationwide effort to coordinate those activities.

To help us understand the extent of the weaknesses and loop-
holes that exist in our driver’s license issuance process and the
usage of cards today, this Subcommittee has invited seven individ-
uals to discuss these problems and to offer solutions. I am pleased
to introduce the following witnesses and look forward to their testi-
mony.

I would like to welcome and introduce today’s panel, Ted Wern,
an attorney with Kirkland and Ellis in Chicago, thank you for
being here; Mary Ann Viverette, Chief of Police of Gaithersburg,
Maryland, on behalf of the International Association of Chiefs of
Police; Richard Varn, Chief Information Officer for the State of
Iowa, who is here on behalf of the National Governors Association;
the Hon. Barbara Allen, State Senator representing the Eighth
District of Kansas; Betty Serian, Deputy Secretary for Safety Ad-
ministration of the Pennsylvania Department of Transportation,
here on behalf of the American Association of Motor Vehicle Ad-
ministrators, who have been extremely helpful in putting together
this hearing; Barry Goleman, Vice President of AMS State and
Local Solutions; and Bradley Jansen, Deputy Director of the Center
for Technology Policy at the Free Congress Foundation.

Thank you all for coming. We are looking forward to your testi-
mony. It is customary in this Subcommittee to swear in all wit-
nesses, so if you would please rise and raise your right hand.

Do you swear the testimony you are about to give is the truth,
the whole truth, and nothing but the truth, so help you, God?

Mr. WERN. I do.

Chief Viverette. I do.

Mr. VARN. I do.

Ms. ALLEN. I do.

Ms. SERIAN. I do.

Mr. GOLEMAN. I do.

Mr. JANSEN. I do.

Senator DURBIN. Let the record reflect that the witnesses an-
swered in the affirmative and will not be asked to leave. [Laugh-
ter.]

That was a joke. I would ask that you limit your oral statements
to about 5 minutes. I know that is tough because this is a com-
plicated issue. I will remind you, your entire statement will be en-
tered into the record.

Mr. Wern, would you like to begin?

TESTIMONY OF THEODORE W. WERN,! VICTIM OF IDENTITY
THEFT

Mr. WERN. Thank you. First, I would like to thank you all for
the opportunity of coming here and just let you know how truly
honored I am to be a part of this process in any way.

My name is Ted Wern. I am an attorney in Chicago, Illinois, and
4 years ago, beginning in the spring of 1998, a person in Columbus,
Ohio, stole some of my mail, and in that mail were documents con-

1The prepared statement of Mr. Wern appears in the Appendix on page 27.
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taining three vital pieces of information, my name, my Social Secu-
rity number, and my date of birth. Using that information as well
as a fake identification card, that person departed on a crime and
spending spree that was unimaginable to me at the time, and I still
cannot quite put it into perspective.

There are two categories of crimes that he committed. First, fi-
nancial crimes. He incurred up to $50,000 in bad debt that I knew
about. He had telephone accounts, cable bills, and utility accounts.
He was able to board airline flights using tickets issued in my
name, of course, purchased with credit cards issued in my name.
He was able to rent a U-Haul truck. He was able to rent vehicles.
He was able to enjoy all of the financial freedoms that we all take
for granted.

The second category of crimes were a bit more bold and these in-
volved traffic violations. This man would be stopped by police—he
apparently was not a very good driver. He was stopped by police
on four separate occasions and he told the police that he was me,
that he forgot his driver’s license, and on those four occasions,
somehow, the violations went onto my driving record. All along, I
had no idea this was happening and these arrest warrants were
issued in my name and all along I am just driving around in Ohio
thinking that there are not any problems.

One of those occasions was actually a DUI, and under the same
circumstances, he was able to convince the officers, by giving all of
this information that he had memorized so well and claiming that
he has lost his driver’s license. In those situations, we think that
there was not an actual identity card presented, but it is hard to
really know.

The end result was that warrants were issued in my name. I was
forced to go to court and appear as Ted Wern under these traffic
violations and convince numerous judges that these were not com-
mitted by me. Those were the difficulties in remedying the traffic
violations, but to be honest, what took more time and much more
expense was to remedy each one of the credit accounts that this
person created.

For every credit card, and there were many, probably into the
twenties, every credit card and every account, there was a half-
hour of telephone conversations, numerous letters, notarizing of
documents. There is a very elaborate process that one has to go
through to clear these from your name, and the most difficult as-
pect is that you get better at clearing these from your name after
you keep doing it. But the better you get and the quicker you clear
your record, the more easy it is for him to get more credit because
you have now cleared your record, your name is clear, and he can
just spend more freely.

The same applies for the traffic violations. Once I cleared the
warrants, I had a clear record, so when he used my information to
a police officer, he did not get arrested for an outstanding warrant
in my name.

With all that said, despite those problems, the financial effects,
the inconveniences, the emotional effects of knowing that there is
someone out there living a much richer lifestyle than you are living
now on your name and on your credit. Aside from all that, I really
do consider myself one of the more fortunate victims.
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For example, I am an attorney. It is my job to write forceful let-
ters, to navigate corporate bureaucracies and to follow up with peo-
ple and it was much easier for me to do that. It came natural to
me. But there are quite a few people out there who do not have
those resources. In fact, I volunteer for an organization out of San
Diego, the Identity Theft Resource Center. I help victims in Illinois
deal with these problems and I get a couple of E-mails a week from
people—bright, educated people who just have no idea how to start
and complete the process.

Yesterday, in an attempt to be a little more presentable for this
hearing, I decided to get a haircut and the hairdresser happened
to be a woman from El Salvador who just 3 months after she came
to this country had her identity stolen. At the time, her English
was not very good and it took years for her to clear her record.

So despite my problems and the heartache it caused, I was cer-
tainly one of the more fortunate victims, especially given that my
perpetrator was caught. He is now in jail. He is off the streets.
Many people are not that fortunate. Most perpetrators get to stay
out there for a while because, as you will hear today, it is a pretty
difficult crime to catch. It happens sometimes not even on paper.

So with all of that said, what I would like to emphasize here is
that this is an extremely difficult situation to remedy after it has
happened to you. It has taken years for me. I would like to say that
government and that law enforcement are able to correct these
problems really easily, but the reality is, once it is committed, it
is your burden as a victim to clear these things up. You cannot ask
a police officer or a lawyer to go in and convince creditors that you
are who you say you are. That is something, as we all know when
we make telephone calls and prove that we hold a particular ac-
count or whatever, it is something only you can do.

So what I would like to emphasize is that once this happens to
somebody, the process for clearing it up is extremely long and ex-
tremely painful. So given the limited resources that we have, the
need that we have to deal with this so quickly in light of the Sep-
tember 11 attacks, I think we are doing the right thing to focus on
the prevention end right now. I mean, we will get to how to clear
it up, how to create a system to help people overcome this problem.
Right now, as I look back on my experience, I wish there was a
more rigorous system that would prevent somebody from getting
that information, from using it freely, from getting a fake identi-
fication card.

So I think at this point, we are doing the right thing. We are fo-
cusing on prevention and I hope that this panel and this system
can do everything in its power to make this all stop.

So once again, thank you for the opportunity for coming here and
it is an honor.

Senator DURBIN. Thank you. Nice haircut. [Laughter.]

Chief Viverette.
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TESTIMONY OF MARY ANN VIVERETTE,! CHIEF OF POLICE,
GAITHERSBURG, MARYLAND, ON BEHALF OF THE INTER-
NATIONAL ASSOCIATION OF CHIEFS OF POLICE

Chief VIVERETTE. Good morning. I am pleased to be here today
on behalf of the International Association of Chiefs of Police. As
you may know, the IACP is the world’s oldest and largest organiza-
tion of law enforcement executives. It was founded in 1893 and
with a current membership exceeding 19,000.

At the outset, I would like to thank you for holding this hearing
today. From a law enforcement perspective, the importance of en-
suring the integrity of identification documents cannot be over-
stated. Even prior to September 11, the IACP had been concerned
with the availability of false identification documents and the ease
in which false information could be used to obtain valid State-
issued driver’s licenses.

Law enforcement has seen that the ability of individuals to
misidentify themselves can have serious, often tragic, repercussions
in our communities. For example, teenagers often seek to obtain
false identification documents so that they can purchase alcohol. As
we all know, underage consumption of alcohol often has fatal re-
sults. The National Highway Traffic Safety Administration reports
that in the United States, drivers between the ages of 16 and 21
account for just 7 percent of all drivers in this Nation, yet are in-
volved in 15 percent of all alcohol-related fatalities.

Additionally, individuals who have had their license suspended
or revoked in one State because of their failure to operate a vehicle
in a safe manner have all too often been able to go to neighboring
States and acquire a new license under false pretenses. As a result,
these unsafe drivers are back on the roads of our communities.
Law enforcement officers who may encounter such individuals will
rely on their license to identify the driver’s infraction history and
will, therefore, be unaware of the driver’s actual status.

Off the roadways, the ease with which criminals can fraudulently
obtain a valid license or manufacture a counterfeit one greatly fa-
cilitates their ability to commit crimes involving identity theft and
identity fraud. In addition, each year, law enforcement officers ex-
pend thousands of hours in efforts to properly identify criminal sus-
pects who have misidentified themselves to police.

However, as we all realize, the events of September 11 greatly
increase our need to ensure that the integrity of the driver’s license
issuance process is enhanced and that the ability of law enforce-
ment officers to detect fraudulent licenses is improved. As the Sep-
tember 11 attacks demonstrated, the local police and other public
safety personnel will often be the first responders to a terrorist at-
tack. However, the role of the State and local law enforcement
agencies is not limited to responding to these events. These agen-
cies can and must play a vital role in the investigation and preven-
tion of future attacks.

Across the United States, there are more than 16,000 State and
local law enforcement agencies. These agencies and the 700,000 of-
ficers they employ daily patrol the streets of our cities and towns,
and as a result, have an intimate knowledge of the communities

1The prepared statement of Chief Viverette appears in the Appendix on page 29.
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they serve and have developed close relationships with the citizens
they protect. These relationships provide State and local law en-
forcement agencies with the ability to effectively track down infor-
mation related to terrorists. Often, State and local agencies can ac-
complish these tasks in a more effective and timely fashion than
their Federal counterparts, who may be unfamiliar with the com-
munity and its citizens.

In addition, police officers on everyday patrol, making traffic
stops, answering calls for service, performing community policing
activities, and interacting with citizens can, if properly trained in
what to look for and what questions to ask, be a tremendous source
?f intelligence for local, State, and Federal homeland security
orces.

However, in order to maximize the capabilities of State and local
law enforcement officers, it is vital that we improve the accuracy
and ensure the validity of what has become the de facto means of
identifying individuals in this country, their driver’s licenses. Law
enforcement officials must be able to act with certainty when deal-
ing with citizens in our communities. We need to be certain that
they are who their identification documents say they are and we
?eed to be certain that the documents themselves are not counter-
eit.

The effort to improve the accuracy of driver’s licenses is so vital
because of the simple fact that individuals with a valid driver’s li-
cense will have greater success in staying off the radar screen of
State and local law enforcement officials. As subsequent investiga-
tions have shown, the ability of the September 11 terrorists to ob-
tain driver’s licenses or State-issued identification documents
greatly facilitated their operation within the United States.

For example, as we all know, on September 9, a trooper from my
home State of Maryland pulled over Ziad Zamir Jarrah, one of the
terrorists on Flight 93, which crashed south of Pittsburgh, for
speeding on Interstate 95 north of Baltimore. During this traffic
stop, Jarrah produced an apparently valid driver’s license from the
State of Virginia, and as a result, the stop proceeded in typical
fashion. However, if Mr. Jarrah had been unable to produce a li-
cense or if he had produced a license that the trooper could have
identified as fraudulent, then further investigation would have
been warranted and perhaps future events would have taken a dif-
ferent course.

To address this crucial issue, the International Association of
Chiefs of Police believes that several steps must be taken. First,
certain minimum standards must be established that will help to
ensure that information used to establish an individual’s identity
at the time they apply for the driver’s license is valid and accurate
and consistent from State to State.

Second, agreement should be reached among the States for the
inclusion of both a unique identifier, such as a fingerprint, and
anti-counterfeiting security devices in driver’s licenses.

Third, States should be encouraged to link databases so that li-
censing agencies and law enforcement personnel in other States
will be able to access an individual’s criminal and motor vehicle
traffic violation history in order to assist in the identification of po-
tential criminal suspects or problem drivers.
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Finally, the IACP believes that penalties for identity theft and
identity fraud should be increased.

In conclusion, I would like to state that the ability of individuals
to obtain inaccurate identification documents either through fraud
or forgery has been an area of vital concern to law enforcement
agencies throughout the Nation for a number of years. Unfortu-
nately, it took the events of September 11 to catapult this issue to
the forefront of national debate. It is the IACP’s hope that action
to remedy this critical situation can be taken in a timely fashion.
We look forward to working with this Subcommittee, other Mem-
bers of Congress, and our colleagues around the Nation in this ef-
fort.

Thank you for the opportunity to appear before you and I would
be happy to answer any questions.

Senator DURBIN. Thank you for your testimony. I appreciate it
very much. Mr. Varn.

TESTIMONY OF RICHARD J. VARN,! CHIEF INFORMATION OF-
FICER, STATE OF IOWA, ON BEHALF OF THE NATIONAL GOV-
ERNORS ASSOCIATION

Mr. VARN. Thank you, Senator Durbin and fellow panelists, in-
terested guests. I would like to start by saying I am representing
both NASCIO, which is the National Association of State Chief In-
formation Officers, as well as NGA today.

I need to begin by saying that neither organization has an official
position directly on the subject of identity security or enhancing the
driver’s licenses or the life document systems. NGA does not see a
need for Federal action at this time. It believes it is a State issue
and the States need initially to have an opportunity to address it.

NASCIO and its members have a special interest in the informa-
tion technology issues surrounding identity security and want and
need to play a role in coordinating and an operational role in the
design, development, and implementation of IT solutions and sys-
tems. That said, let me point out some of the things I think do
need to be done, some of which I personally believe involved some
Federal action. That is my own personal opinion, though.

Identity security is a critical component, and I will offer my own
personal opinion separate from NGA or NASCIO’s opinions.

Identity security is a critical component of ensuring accuracy and
preventing fraud in the granting of privileges and benefits in many
government programs and processes. Identity is like a critical junc-
tion point in the wiring of government and the information society.
If a fault occurs and false positive or false negative identifications
are made, real harm, ranging from financial crime, ruined reputa-
tions, exploitation of vulnerable children and adults, and violent
crime can result. Without good identity security, the trustworthy
and deserving can be denied and the dishonest and undeserving re-
warded.

A common point of confusion in the discussion around identity is
between the right to anonymity and the right to privacy. Privacy
laws and constitutional protections are plentiful. Anonymity
analogs are scarce. One reason for this is for most of human his-

1The prepared statement of Mr. Varn with attachments appears in the Appendix on page 35.
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tory, we have not been anonymous. We have lived in close-knit
communities and people have known us since birth. We have rid-
den on that assumption, that we knew each other, and our credit
systems and our business transaction systems have depended on
that for the last 50, 60, 70 years, when, in fact, that system had
fallen apart.

The other reason anonymity is not commonly allowed is that it
only works where behavior, status, age, or individually granted
rights and privileges are not at issue. You have a right to be anon-
ymous when you pay cash or maybe when you look at public
records, but not when you are seeking a license, or a government
benefit, writing a check, using credit, working with children or in
a secure area, or buying protection from risk. The people that do
the transactions need to know who you are. Who they share that
information with is a privacy matter. It is not possible to be anony-
mous and get those rights and privileges in most cases.

The identity system on which we depend for most of our trans-
actions is broken and is more likely to actually enable identity
theft and fraud rather than prevent it. Sound security in the cre-
ation of authentication needs three parts: Something you know,
something you have, and something you are. We often rely on one
or two of these to establish identity and extend privileges and ben-
efits. As a result, facts such as we heard earlier, such as Social Se-
curity number, address, and birthday, mother’s maiden name,
which cannot be adequately protected as secrets, are used to create
identity.

It is not these facts or inability to keep them secret that is the
problem. It is that we rely on them alone to establish identity.
Moreover, we have grossly inadequate methods for creating and de-
termining validity of the documents that comprise the “something
you have” component. And finally, as was pointed out, with the ex-
ception of photos, we have not yet embraced a common and coordi-
nated system of a biometric for presenting something you are.

Our identity system is broken, therefore, because the parts are
broken. We lack adequate investment, infrastructure standards,
and process in coordination and information sharing among the re-
sponsible government entities.

I would like to just point out what others have said by pointing
out that I get on planes—our driver’s license system is one of those
parts that 1s broken—I get on planes with this identity right here.
It happens to look like a driver’s license, but it is my State ID card.
I needed no more than being an employee of the State of Iowa to
board every plane I have gotten on since September 11, an example
of the problem we have with the security of the driver’s license sys-
tem.

Cyber security, homeland security, electronic commerce, compli-
ance with many laws such as HIPAA and this whole issue of iden-
tity security are related and need a coordinated solution. However,
that is not how these programs are being done or addressed. We
are headed towards years of rework, retrofit, and the integration
of stacks of ID cards and ID systems unless coordination occurs
now.

There is a crying need for this and this coordination could take
many forms. I have listed some of them for you in my written testi-
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mony, such things as interstate compacts, committees such as this
looking at how the government spending is taking place in the
agencies and in the programs that you have already authorized and
making sure that it is coordinated both inside the Federal Govern-
ment and between and among levels of government.

I want to mention one other program that we are doing in Iowa
that might be also part of the solution. It is a relatively simple and
cheap effort to ensure that, what we call life documents are pro-
tected from illegal duplication or misuse. We have simply digitized
all 11 million birth records from the State of Iowa since the 1890’s.
This system will allow the creation of an index and a process to ref-
erence that single electronic record as the real and unique record
of a person’s birth and databases can reflect when that is used in
other life document issuing processes, and persons who are the
subject of that record can find out when their birth record is being
used to create identity.

Finally, I would like to point out a need for coordination for some
Federal activity concerning the legal entry of people into our coun-
try. There is a hodge-podge of systems that need to be coordinated
into a single system which mirrors and is integrated with these
enhanced State and local life document systems. The Federal Gov-
ernment needs to have a document that shows the beginning, the
duration, the course, and the end of a legal entrant’s life into our
country, regardless of whether they are just visiting or making
America their new home.

The multiple Federal systems need to create a common electronic
shared equivalent of a birth and death record. That common elec-
tronic record can be used by all levels of government in the same
fashion as a normal birth and death record and would be the ref-
erence document for forms of identity and extension of privileges
and benefits. Such a record for legal entrants could include a photo,
biometric, statement and documentation of their life facts, such as
name, date of birth, and so on. Even if different cards or processes
stem from this one record, we will enhance the interoperability and
efficiency of issuance systems and we will prevent fraud.

With that, I would conclude by saying that NASCIO, NGA, and
my department, the Information Technology Department of Iowa,
thank you for the opportunity to testify today and I will be happy
to answer questions.

Senator DURBIN. Thanks very much, Mr. Varn. Senator Allen.

TESTIMONY OF HON. BARBARA P. ALLEN,! STATE SENATOR,
EIGHTH DISTRICT, STATE OF KANSAS

Ms. ALLEN. Thank you, Senator Durbin. I appreciate the invita-
tion to testify today.

I became interested in the issue of identity theft last December
and January when I personally became a victim of bank fraud. I
will not go into the details here today, but I can say that it was
a very time consuming and frustrating and scary experience.

As 1 researched this issue in my own State of Kansas, I was
stunned to learn how easy it is to obtain fraudulent identification

1The prepared statement of Ms. Allen with an attachment appears in the Appendix on page
53.
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Whi(i:h is government issued in the form of driver’s licenses and ID
cards.

As we all know, reports of identity theft have increased signifi-
cantly and exponentially in the United States and, of course, in my
State of Kansas, in the last several years. Today, I regret to say
that Kansas is one of the easiest States in the country in which to
obtain false identification and to steal someone’s identity.

Kansas is one of only a few remaining States that will provide
any applicant an immediately-issued driver’s license or ID card
with no requirement of a Social Security number or any biometric
information. We have no security measures in place to protect Kan-
sans to ensure that the person applying for a driver’s license or a
non-driver’s ID card really is that person. A simple photograph
yields an instant permanent piece of government-issued identifica-
tion.

Kansas currently requires a photograph, but no Social Security
number or fingerprint, to get a driver’s license or an ID card. The
bill which I cosponsored at the beginning of the 2002 legislative
session would amend State law so that all applicants for driver’s
licenses or ID cards would be required to submit their Social Secu-
rity number and a biometric identifier, the most common of which
would be a thumbprint, to obtain identification. Applicants would
then receive a temporary license or ID card, and only after
verification of the applicant’s identity would a permanent piece of
identification be issued.

In addition, today in Kansas you can receive an ID card and a
driver’s license concurrently and we would no longer allow that to
happen. That would be prohibited.

The District Attorney’s Office in Johnson County, which is part
of the Kansas City metropolitan area and also near my Senatorial
district, reports that cases of identity theft double every year. Iden-
tity theft in the City of Overland Park, where I live, have increased
100 percent in each of the last 2 years. In my county alone, this
crime causes over $1 million annually in losses to retailers, credit
card companies, and banks. These losses are passed on to the con-
sumer in the form of higher costs for products and services.

Of course, the financial implications of identity theft are substan-
tial, but they pale in comparison to the damage that can be done,
including loss of life, when criminals steal our identities and use
them for evil purposes on a broader scale.

I have attached to my testimony today an article by Governor
Tom Ridge, Director of the Office of Homeland Security, who is en-
couraging governors and other State officials to take steps to im-
prove the security and authenticity of driver’s licenses. Governor
Ridge recently urged governors attending a National Governors As-
sociation meeting to draft model legislation setting standards for
more secure licensing procedures. By coming up with their own
procedures, Governor Ridge said the governors would avoid having
standards forced on them by Congress.

Driver’s licenses are much more than a license to drive. They
allow us to open bank accounts, to cash checks, to write merchants
checks, and to step onto airplanes. They are the most widely used
and accepted domestic document to verify a person’s identity, but
they are not reliable and they will not be reliable until we
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strengthen the verification identity process before a license is
issued.

As Americans, we have two choices. We can leave the current
identification system as it is and risk the personal and financial se-
curity of private citizens, the finances of the business community,
and the lives of fellow Americans, or we can improve the system.

Going through this experience in my own State of trying to get
legislation passed which would strengthen the identification system
for licenses and ID cards, I found that there are some who argue
a personal identification system is, in fact, an evasion of privacy or
a limitation on personal freedom, but only those who have some-
thing to hide will lose from providing proof positive that they are
who they say they are. Identity cards, and that, in fact, is what
driver’s licenses are today, should be as close to foolproof as tech-
nology can make them to protect us.

S. 559 is not about invading Kansans’ privacy. It is about pre-
serving Kansans’ privacy and protecting Kansans’ security.

Senator Durbin, you mentioned the nationwide effort to coordi-
nate activities and I want to comment about a question you raised
in our invitation letter, which was what should the role of the Fed-
eral Government be in enhancing the reliability and security of the
driver’s license system. Based on my own experience in Kansas, I
feel quite strongly that a national ID card is not the answer. Per-
haps the role of the Federal Government should be two things.
First of all, to set standards for more secure licensing procedures,
and second, to offer financial incentives to States that take every
siclep possible to ensure that government-issued identification is au-
thentic.

Personally, I would welcome incentives from the Federal Govern-
ment to help convince legislators in my State it is critical we im-
prove the security and authenticity of driver’s licenses in Kansas.
Many of them still do not appreciate the magnitude of this threat
to our personal safety and financial security.

I just wanted to comment in closing that this bill passed the
Kansas Senate in March on a vote of 25 to 15. It passed out of the
House Judiciary Committee and it is currently lingering in the
House of Representatives, but I am still hopeful that we will get
it passed this session. Thank you.

Senator DURBIN. Thank you. Ms. Serian.

TESTIMONY OF BETTY L. SERIAN,! DEPUTY SECRETARY FOR
SAFETY ADMINISTRATION, PENNSYLVANIA DEPARTMENT
OF TRANSPORTATION, ON BEHALF OF THE AMERICAN ASSO-
CIATION OF MOTOR VEHICLE ADMINISTRATORS

Ms. SERIAN. Good morning, Mr. Chairman. I am Betty Serian,
Vice Chair of the American Association of Motor Vehicle Adminis-
trators, AAMVA. I want to thank you for the opportunity to speak
this morning.

AAMVA is a nonprofit association representing DMV administra-
tors and law enforcement officials throughout the U.S. and Canada.
And let me tell you about a few Americans.

1The prepared statement of Ms. Serian appears in the Appendix on page 58.
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Larry and Rita Beller, Edward and Alice Ramaeker spent their
golden years traveling across the country. They were killed on a
New Mexico highway by a repeat DUI offender. The driver, holding
eight prior convictions from different States, was under the influ-
ence of alcohol and plowed head-on into the retirees’ car.

Emeke Moneme, an Ohio resident, had his wallet stolen at the
local gym. Within weeks of having his license disappear, Emeke
discovered an identity thief had opened 13 fraudulent accounts in
his name totaling $30,000 in bad credit debt. It took him months
to straighten out his life.

Sara Clark, a schoolteacher, was killed after her flight was over-
taken by terrorists and crashed into the Pentagon. Terrorists
boarded her flight using a fraudulently obtained driver’s license.
Sara Clark shared this sad fate with more than 3,000 other Ameri-
cans on September 11.

Larry and Rita Beller, Edward and Alice Ramaeker shared a list
of DUI fatalities with more than 16,000 Americans every single
year. And Emeke Moneme shares identity theft with hundreds of
thousands of American victims.

A common thread to these tragedies? The driver’s license. The
driver’s license has become the most requested form of ID in the
United States and Canada. Financial institutions require it to open
an account. Retailers ask for it when you write a check. And the
airlines demand it of you before you board a plane.

The United States has more than 200 different valid forms of
driver’s licenses and ID cards in circulation. Each State and D.C.
has different practices for issuing licenses. Individuals looking to
undermine the system, whether it be a terrorist, a drunk driver,
or an identity thief, shop around for licenses in those States that
have become the weakest link.

In addition, the lack of standard security features on a driver’s
license allows individuals to exploit this system. This makes it dif-
ficult for law enforcement to verify the validity of a license from
another State, not to mention the identity of the person who is
holding that license. The situation is worsened by the availability
of counterfeit driver’s licenses and fraudulent documents, breeder
documents, over the net and in underground markets.

We already maintain driving records. However, the country
needs more effective tools to manage them. Problem drivers who
obtain multiple licenses spread their bad driving history from State
to State. They avoid detection, they avoid penalties, they avoid
punishment. We need a system, such as the proposed Driver
Record Information Verification System, to keep bad drivers off the
road and save the lives of those who responsibly use the privilege
to drive.

DMVs already exchange driver history on commercial drivers
through the 1986 federally mandated Commercial Driver License
Information System, also known as CDLIS, and within a 4-year pe-
riod, CDLIS kept 871,000 potentially dangerous commercial drivers
off the road.

The American public wants a more secure license and there are
five ways we believe that Congress can help. Support minimum
standards and requirements for each State that each State must
adopt when issuing a license. Help DMVs identify fraudulent docu-
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ments. Support an interstate network for confirming a person’s
driving history. Impose stiffer penalties on those committing fraud-
ulent acts. And provide funding to make this happen, funding so
that States can help ensure a safer America.

Based on a recent survey, the public expects you to help. Eighty-
three percent of the respondents use their driver’s licenses for pur-
poses other than driving. Sixty-five percent think it is too easy to
obtain a fake license or ID card. Seventy-seven percent of the re-
spondents favor Congressional action to modify the licensing proc-
ess and ID security.

For years, AAMVA has worked to strengthen the driver licensing
process. Following September 11, Americans quickly learned how
easily terrorists obtain driver’s licenses. What is saddening is that
it took this catastrophic event to heighten America’s awareness of
the importance of secure ID credentials.

We want to ensure that every driver has one license and one
driving history and Congress can make that happen. When you can
verify identity, we are certainly one step closer to preventing fraud,
protecting privacy, and saving lives. Thank you very much for the
opportunity to testify.

Senator DURBIN. Thank you, Ms. Serian. Mr. Goleman.

TESTIMONY OF BARRY GOLEMAN,! VICE PRESIDENT, PUBLIC
SECTOR, AMERICAN MANAGEMENT SYSTEMS, INC.

Mr. GOLEMAN. Thank you, Mr. Chairman, for your leadership
and the opportunity to be here today.

Senator Durbin, we at AMS believe that this Subcommittee is on
exactly the right track by holding this hearing and advocating the
development of a more secure driver’s license. We believe tech-
nology can advance identification security while preserving our per-
sonal freedoms.

I work for American Management Systems of Fairfax, Virginia,
and I have been involved for nearly 30 years at the State and Fed-
eral level in how licenses are issued and in the information systems
that support that process. I started as a driver’s license examiner
in the State of California issuing licenses. I ran a motor vehicle of-
fice and I worked to implement the one standard Federal license
program that we have today, the commercial driver’s license. Be-
fore I came to AMS, I worked at AAMVA, where I built and oper-
ated the information systems for the exchange of commercial driver
information. And I know from personal experience that the system
can be attacked.

When I was an examiner, I was presented with counterfeit docu-
ments to obtain a license. I stopped people from stealing identities
for the purpose of cashing stolen checks. I was even offered bribes
of cash or sexual favors in exchange for issuing driver’s license. For
the record, I refused those attempted bribes. [Laughter.]

But unfortunately, not all employees do.

As has been described by others on the panel here today, we
have learned that in the aftermath of September 11 that terrorists
obtained multiple driver’s licenses and ID documents from State

1The prepared statement of Mr. Goleman with an attachment appears in the Appendix on
page 66.
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motor vehicle agencies with ease, some using fraudulent documents
or bribes.

Despite this security breach, there is encouraging news. This is
a problem we can fix. With technology that exists today, we can
stop the fraud and counterfeiting of State licenses. A model for the
kind of Federal and State cooperative effort that is needed is a de-
velopment of the licensing program to meet the requirements of the
Commercial Motor Vehicle Safety Act.

In helping to develop the information systems for this licensing
program, I have seen firsthand how State and Federal agencies can
work together. With Federal funding made available, State licens-
ing experts can adopt and implement new strict Federal standards.
Do not let detractors tell you this cannot be done.

Your leadership and that of the others on this Subcommittee,
however, is going to be necessary to make this happen. It is imper-
ative that we improve the integrity of the driver’s license to enable
it to live up to its reputation as a reliable personal identification
document. The reality is that, today, the license is the trusted de
facto identification used by Americans to prove their identity with-
in our borders. Retailers use them for cashing checks, banks for ac-
count verification, and airports for access to secure areas.

Our newly revealed security vulnerabilities demonstrate how im-
portant it is that the next generation of ID documents adhere to
standardized security features and use the highest level of tamper-
resistant technologies available. Biometrics, such as fingerprints or
facial recognition, for example, can complete a positive one-to-one
authentication of an individual to the card. Smart cards will also
make the driver’s license into a carrier of important data, including
the biometric identifier on the card itself.

Used without improved verification techniques, however, these
cards will be useless as secure, reliable forms of identification. I
urge you to consider new technologies to ensure that people with
counterfeit or false IDs will not be able to obtain better, more se-
cure licenses.

The first step is a thorough verification of the individual’s iden-
tity before he or she enters into the system. To accomplish this,
State examiners must have access to the data that backs up the
documents, such as birth records and immigration data. Today’s
web services technologies can verify information in multiple data-
bases while protecting the personal information from unintended
disclosure.

At AMS, we are currently working with Federal and State agen-
cies in an effort to improve the basis for making identification deci-
sions. Without improved identity verification, it is clear that we
will not be able to achieve our goal of a more trustworthy docu-
ment.

I would also like to draw your attention to the importance of pre-
venting or deterring employee fraud. Just as I was occasionally of-
fered bribes, today’s examiners have their integrity challenged
when criminals seek any path to obtain a valid State license. To
detect and deter fraud, licensing administrators must rely on tech-
nology for internal auditing and business intelligence tools. These
are tools commonly used today in the commercial world.
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For example, States issue commercial licenses today according to
Federal standards and it takes about 45 minutes to complete a re-
quired driving test. As a supervisor, I would be concerned about an
examiner who issued a commercial license in only 10 minutes and
I would want to investigate that transaction, but I cannot do that
unless I have the data.

The steps I have outlined are not only necessary, but achievable
with Federal, State, and private cooperation. With your leadership,
we can achieve success in improving our identification systems and
homeland security. I thank you and I look forward to your ques-
tions.

Senator DURBIN. Thank you very much, Mr. Goleman. Mr. Jan-
sen.

TESTIMONY OF J. BRADLEY JANSEN,! DEPUTY DIRECTOR,
CENTER FOR TECHNOLOGY POLICY, FREE CONGRESS FOUN-
DATION

Mr. JANSEN. Mr. Chairman, thank you for having us here. I
wanted to say that there are a lot of debates on this in the public
fora and I have met with some of the other people in this room
today. A lot of the other fora are more prone to sound bites and
do not necessarily advance a solution to the debate and I congratu-
late you for bringing together a lot of people who do offer positive
solutions. All of the groups that I know of here and from what I
have heard from the other testimony are all trying to reach actual
solutions, and there is not a simple one-size-fits-all approach that
is going to fix this and I look forward to working with many of the
other people here in the future.

The Free Congress Foundation works with Eagle Forum, the
Electronic Privacy Information Center, and the ACLU to head a
loose ad hoc coalition of groups that are opposed to a national ID
system. I would like to, with that in mind, indulge the Chairman
to include a letter that EPIC asked me to have included in the
record.!

Senator DURBIN. Without objection.

Mr. JANSEN. I would like to highlight some of our concerns brief-
ly and then go into some other comments. The coalition that we are
working with put a letter to President Bush on the AAMVA pro-
posal. We oppose Federal funding for that proposal for a variety of
reasons, the first of which is that a national ID system would not
prevent terrorism. An ID card is only as good as the information
that establishes the identity in the first place and there are other
solutions that need to be done.

A national ID would depend on a massive bureaucracy that
would limit our basic freedoms. There are problems there in terms
of just what the identification is. It is not just necessarily an identi-
fication system, but it could easily become a data collection system
and there are broader and complex issues that need to be ad-
dressed there which could also contribute to identity fraud.

A national ID system would be expensive and it would direct re-
sources away from more effective counterterrorism measures.

1The prepared statement of Mr. Jansen appears in the Appendix on page 80.
1The letter submitted by Mr. Jansen for EPIC with an attachment appears in the Appendix
on page 124.
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There have been a lot of varying estimates on this proposal and
there are lots of other proposals that might be done. We do not
know what the costs and benefits of these are and we need not
rush into some kind of a solution for that.

Our organizations believe very strongly that a national ID sys-
tem would contribute to identity fraud and make it much more dif-
ﬁ};:uflt to remedy instances when victims have suffered identity
theft.

Americans have consistently rejected the idea of a national ID
and limited the uses of data collected by the government. In the
1970’s, both Presidents Nixon and Carter rejected the use of Social
Security numbers as a uniform identifier because of privacy con-
cerns. A national ID would be one-stop shopping for perpetrators
of identity theft, who usually use Social Security numbers and
birth certificates for false IDs.

Even with the biometric identifier, such as a fingerprint, on a na-
tional ID, there is no guarantee that individuals will not be identi-
fied or, more importantly, misidentified in error. The accuracy of
biometric technology varies, depending on the type and implemen-
tation, and it would be more difficult to remedy identity fraud
when a thief has a national ID card with your name on it but his
biometric information.

As an example of some of the problems that might happen if we
were to standardize some of these issues, the letter that I received
from the Subcommittee here asking me to testify had my name
spelled differently in the two different times that it mentioned my
name. Again, I am sure there was no intent to defraud or anything
else, but transposition errors can happen.

Senator DURBIN. It was a test. [Laughter.]

Mr. JANSEN. A national ID could require all Americans to carry
an internal passport at all times. That would compromise our pri-
vacy, limit our freedom, and expose us to unfair discrimination
based on national origin or religion. The national driver’s license
right now is not used for many of these purposes, but other speak-
ers here are right that it is used more broadly, and the more it is
linked with other purposes, the more it could be used and abused
for other purposes.

If it is linked with, for example, our educational backgrounds, it
will not be difficult to determine that I went to a parochial grade
school and Jesuit high school that began with the word “Saint” and
determine, therefore, that I am Catholic. We need to be very care-
ful what a national identification system is that we are talking
about and also how it might be linked and used with data collec-
tion.

In addition to the concerns that we raised in this coalition letter,
the Federal Government already has a lot of authority to address
some of these concerns. Richard Clarke, who is the chairman of the
new Critical Infrastructure Protection Board, was quoted in Wired
magazine recently as saying, “On the government systems side, we
already have a lot of authority to use standards and enforce them.
We have never done that.”

What we need to do is for the Federal Government to focus on
systems that are directly affected by the Federal Government. An-
other speaker here today made reference to a use of a mailing that
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helped perpetuate identity fraud. The post office has a national
change of address system that needs to be addressed for uses for
identity fraud.

We also need to be concerned that standardizing these proce-
dures across the States would truncate the discovery process dur-
ing a period of great technological change. Some States might
adopt different types of biometric identification or different types of
systems, such as the one advocated by Senator Allen, that might
be a best system. Even if we adopt what might be an overall best
system now, there is no guarantee that that system would always
be the best system, and by actually having different States adopt-
ing different standards, we have a way of comparing and con-
trasting which systems work and which ones do not and adopting
the better systems more broadly.

In conclusion, I would just like to applaud the Subcommittee for
taking an active role in such an important question. The develop-
ment of new technologies, including biometrics, might be able to
improve the quality of identification systems, but their capability
should not be exaggerated. The focus of the Federal Government at
this point should be to address the inadequacies of their own sys-
tems, such as the passport and INS systems, and again, I thank
you again for this opportunity.

Senator DURBIN. Thank you, Mr. Jansen.

Mr. Jansen, let me ask you, you have undoubtedly flown since
September 11 and have been asked to produce a photo ID at an air-
port, is that correct?

Mr. JANSEN. Yes.

Sﬁna‘;:or DURBIN. Do you have problems with that? Do you object
to that?

Mr. JANSEN. To producing ID or a driver’s license to getting on
an airplane?

Senator DURBIN. Right.

Mr. JANSEN. No, not at all.

Senator DURBIN. Why?

Mr. JANSEN. I think that it is a good protection for Americans
and it is also a private commercial enterprise, and if I choose not
to do that, I do not have to, as opposed to a government ID or a
government-imposed system where citizens do not have that choice.

Senator DURBIN. You are getting way ahead of me here. The air-
ports, of course, now are under Federal jurisdiction and the stand-
ards that are being used at those airports are subject to Federal
rule, and one of those standards which is ubiquitous is the presen-
tation of a photo ID. I think most people would understand that
that is the entry into the system, and as you said, that is not an
unreasonable request that you verify that you are, in fact, Bradley
Jansen with one “s” and that you are the person who purchased
the ticket. So if that standard of proof is reasonable, what is wrong
with making certain that it is accurate?

Mr. JANSEN. There is nothing wrong with making sure that that
system is accurate, and again, I applaud the Subcommittee for ad-
dressing these in a much more constructive fora than we have de-
bated these in the past.

Having a photo ID does not necessarily require a specific identi-
fication card. I have traveled using my passport as well as my driv-
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er’s license. For example, in the situation of the terrorists, one of
the terrorists used a passport that was stolen, and when the initial
list of alleged hijackers came out, it included the name of someone
who had had his passport stolen, had reported it stolen, and the
State Department itself did not keep a record of passports that
were stolen.

Shunting responsibility to the States on this, I think would risk
absolving the Federal Government for their responsibility in main-
taining the accuracy and identification of the systems for which
they should be responsible.

Senator DURBIN. That is a good point, and let me assure you that
no matter what we say about driver’s licenses and State IDs or
other forms of identification, it is not at the expense of the Federal
Government meeting its own obligation, whether it is through the
passports or whatever source of Federal ID is used.

But I want to make it clear that this hearing is about State-
issued driver’s licenses, not a national ID, that the States will still
have the authority to issue and revoke those driver’s licenses.
There is nothing in legislation we are considering that would take
that authority away from the States. What I am trying to explore
here is ways to make certain that on a national basis, we have an
accurate, reliable standard so that if I present an Illinois driver’s
license and Senator Allen presents a Kansas driver’s license at
Reagan National Airport, that they know going in that it is more
likely that they are accurate. That is all that we are seeking to do
here and it is not to establish a national ID, which brings a whole
range of other issues into this discussion.

Mr. Wern, let me start with you, if I might, in my questions.
Senator Allen has been a victim of identity theft and so have I,
about 2 years ago. I was lucky. I did not go through what you did,
but I got a phone call at my home in Springfield, Illinois, one day.
My wife was nearby and they said, “Well, Durbin, we finally caught
up with you.” And I said, “What are you talking about?”

They said, “Did you think you could get by making charges at
Home Depot in Denver, Colorado, and not paying thousands of dol-
lars that you owe us?” I said, “I have never been to a Home Depot
in Denver, Colorado.” “Oh, yes, you have. Is this your Social Secu-
rity number?” They gave it to me. “And this is your mother’s
name?” “Yes.” “Well, you had a Home Depot credit card and these
charges were made and you have ducked it and we have finally
caught you here in Springfield.”

In fact, someone had stolen my identity and it took me, I think,
about 2 months to finally go through the credit system and clear
it up. And to their credit, no pun intended, it worked, and when
it was all said and done, my record was cleared.

You went through a much longer, more involved, and obviously
painful process, but ultimately, the person who did this was appre-
hended, is that correct?

Mr. WERN. Yes.

Senator DURBIN. How did that happen, do you know?

Mr. WERN. It was soon after he got a DUI from an Ohio State
patrolman and was able to give my information and basically walk
scot free from that. I think that the vigilance that they took after
that event, both the Mansfield Division of the Ohio State Patrol
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and the local Mansfield Police Department, they really focused
their energies on catching this guy because he basically crossed the
line.

That is not to say that other law enforcement was resistant to
following up on these things. It is just hard to catch somebody un-
less they really do something that bold and visible. Most of the
time, these things happen over the phone, they happen on the
Internet, and it is just hard to track a person down.

Senator DURBIN. A curious situation, though, that he would be
pulled over for a traffic offense, not have a driver’s license, and be
able to talk his way out of it.

Mr. WERN. Yes.

Senator DURBIN. That is what happened?

Mr. WERN. That is what happened.

Senator DURBIN. Did you have the assistance of any State or
Federal agencies in this effort to clear up your identity theft?

Mr. WERN. Aside from law enforcement, there were two inves-
tigators working on the case. I contacted the FTC, which has juris-
diction over identity theft cases. Now, at least from a research per-
spective, they do gather data. I also contacted the Secret Service
and the post office, because a lot of what he was doing would be
considered mail fraud.

The agencies were responsive, but I ultimately came to the deci-
sion that this is the kind of problem that I can better deal with my-
self. Their response was, well, send us everything you have. You
send them everything you have and it is very hard from their per-
spective, sitting in an office far away, to really approach it from a
granular level and talk to the creditors and track the person down.

And also, there has to be thresholds. There are thousands of
these cases out there, and at the time when I contacted those agen-
cies, it was at the beginning stage and I do not think that the num-
bers were quite high enough nor the incidents serious enough.
Those agencies have to prioritize their time.

But I think I probably could have looked to those agencies more.
I think, in retrospect, I probably could have benefited more from
their resources, but it became routine. I learned how to deal with
it and I tackled it, I guess, in my own way.

Senator DURBIN. And as you said, as a lawyer, you know how to
write a forceful letter.

Mr. WERN. Yes.

Senator DURBIN. Chief Viverette, have you worked the Highway
Patrol for the State of Maryland, or at least enforced traffic?

Chief VIVERETTE. Within my community, yes, sir.

Senator DURBIN. And so when someone is pulled over and pre-
sents a driver’s license, which is the first thing that you are asked
for, what is normal in terms of verification at the site of the stop
or the arrest when it comes to that driver’s license?

Chief VIVERETTE. Sir, it is normal for us to use that document
fair on its face unless we have a computer available to us where
we can check that documentation. It may be that the computer is
down and we have to believe that what we receive is fair on its face
and write the citation.

Senator DURBIN. If the computer is working, what can you learn?
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Chief VIVERETTE. Well, we can learn more about that individual
and ask additional questions. Sometimes we will ask for a registra-
tion and we can compare the information. But it is not unusual to
find tickets in a stolen vehicle where someone has provided false
information. The car is stolen and the tickets are left in the car as
the culprit leaves the vehicle behind.

Senator DURBIN. But you have a computer system that links you
to the Maryland State Police, is that how it works?

Chief VIVERETTE. That is correct, sir. Not all the cars have com-
puters, just the fortunate agencies that can afford them. You can
run them through communications, but sometimes air traffic and
a busy night precludes that, or the computer may be down, or you
just get very specific information that the person is not suspended.

Senator DURBIN. Ms. Serian, let us talk about the system now.
Assume that Chief Viverette has pulled someone over and gone
into the State computer system to get some more information to
see if that driver’s license is valid. Does that, for example, if she
picks someone’s license from the State of Pennsylvania, does her
Mary;and system check with the State of Pennsylvania at that
point?

Ms. SERIAN. Yes. I believe there is a nationwide system that can
check on the driver’s status of records through the State police sys-
tems. Ideally, in police officers’ cars in any State, eventually, you
should be able to pull up the photo so that would tell you then if
that really is the person or is not. But once again, photos are not
even commonplace on all licenses and the technology has not—it is
not available, I guess I should say. It is advanced, but not available
everywhere.

So yes, there are communication links that can allow those
things to happen, and perhaps Mr. Wern’s record would have been
flagged. But in this case, it probably was not. In the case when it
would be flagged, the local or State police officer would know that
this is a potential fraud issue here.

Senator DURBIN. But the communication between States is crit-
ical in the world of interstate commerce.

Ms. SERIAN. The communication between States is very critical,
especially, Senator, between DMVs and driver licensing organiza-
tions. We right now have a critical communication in terms of in-
formation for the commercial drivers. The Commercial Driver Li-
censing Information System provides not only a status, but also the
driving histories that can be transferred from State to State.

That is a very good system, and that is why the AAMVA
proposal also calls for a system that includes the Drivers Record
Information Verification System so that driving records and the in-
formation that surrounds that driver or ID card holder can be
transferred from State to State. That will, indeed, help local law
enforcement officials.

Senator DURBIN. Of course, some of the things that we are in the
process of putting into a piece of legislation include trying to make
certain that the issuance of the driver’s license in the first instance
is valid, that the person does prove their identity going in.

I was recently interviewed by one of the television networks.
They sent a reporter to the streets of Los Angeles with $150. It
took her 2 hours to come up with something that looked like a driv-
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er’s license, and those of us who walk through airports know how
closely those licenses are examined. People look at them quickly
and off they go. I think it would be easy to counterfeit them under
the current circumstances.

There has been talk here about a smart card, about more infor-
mation and transfer. The idea, I guess, is if you can swipe a credit
card and in a hurry determine whether or not there is any credit
to be issued, the same thing could be true for driver’s licenses in
the future, is that correct?

Ms. SERIAN. Yes, it is. However, I would say that right now, we
need to really focus on improving the driver licensing document as
the product that needs improvement. What States may wish to do
in the future are taking a driver’s license and making it other
things, including health care benefits, those types of things. Many
States are researching those possibilities right now. But that really
needs to be a State-to-State decision.

What we have is a system that is broken and a product that is
not very reliable. So I would really encourage the Subcommittee to
stay focused on improving the driver’s license.

For example, this is not a valid Pennsylvania driver’s license. I
know it. It i1s a counterfeit. But it would be very difficult, and it
is very difficult for the 16,000 police organizations throughout the
country, or in California, as you mentioned, to know if that is a
valid license or not. That is why minimum standards are an impor-
tant thing to consider.

Senator DURBIN. Let me ask you this, Mr. Varn, because I
thought you made some very important philosophical distinctions
about anonymity and when you surrender it in our society. In the
National Governors Association, how far along are you in dis-
cussing this issue?

Mr. VARN. Not very far along, Senator. I would say the governors
are at the beginning of discussing this issue. The technologists are
a little further along. NASCIO has been looking at this issue of
identity security for some time and you will find a number of ef-
forts in different States to improve identity security, but I would
say the governors just started to examine it.

Senator DURBIN. In fairness, we are just starting to work on this
bill, so I am not being critical of your lack of effort, but I think
when we look at what has happened in the 7 months or so since
September 11, we now realize this is going to be the coin of the
realm in America. You are going to have to produce a photo ID,
and the question is, is it reliable and is it accurate?

Senator Allen, in the State of Kansas, you have gone through
this experience. What kind of political resistance have you run into
in terms of making your process a little more accurate?

Ms. ALLEN. The issue has been the issue of loss of privacy and
loss of personal freedom, and I guess it just depends on your per-
spective on the issue, but to me, we are protecting privacy and pro-
tecting security and it is really those people who have something
to hide who do not want to verify their identity. Those people who
do not have anything to hide, I think are happy to provide what-
ever means are necessary to prove their identification.

Senator DURBIN. I guess the privacy issue is the most important
part of this conversation. How far can or should government go in
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asking questions? As Mr. Varn mentioned, when you walk in and

say, “I want to drive a car in this State,” you have basically said,

“I am part of your system now. What are the standards you use

in your system? Do I have to take a test, have my photo taken, a

thumbprint?” Whatever it happens to be, I have really voluntarily

ss,ubmitted myself to a system that has been established in the
tate.

I want to make it clear for the record that what we are trying
to establish here in this legislation are the basic minimum stand-
ards of identification. Each State can then decide where they want
to go in terms of additional information, and that is something that
will be debated in Kansas or Illinois or Pennsylvania, as to what
other information might be included in that card. But when Chief
Viverette and her officers with the International Association of
Chiefs of Police stop someone across America, there ought to be
some basic standards that they can look to and say, we know that
this is a valid Pennsylvania driver’s license and this one is not be-
cause there are certain elements we are going to look for that are
common to each and every one of them.

I might also add, it is interesting, if you would go to the City of
Chicago on virtually any weekday morning, just south of Wacker
Drive, you will see hundreds of people standing on the sidewalk
outside of an office building. They are trying to get into the Mexi-
can consulate because the country of Mexico is now issuing a card
called a matricula and the matricula is a national ID card in Mex-
ico, and these Mexicans in the United States are anxious to get it
because with that card, they can get into the financial system in
our country. They can open bank accounts and do other things.

The standard of proof for those cards is far beyond any driver’s
license that I have seen in the United States. They have to produce
original copies and certified copies of birth documents, a copy of a
driver’s license, for example, from Mexico, local identification as
well. It is a very high standard which is being used.

And it is interesting that we are saying to people from other
countries in our Nation, you are held to this high standard, but yet
for those within our Nation, we do not seem to establish the same
standard of proof in terms of what we can achieve.

Mr. Goleman, let me ask you about the technology. You have
talked about that for a second. How expensive is this? Where is
this going to take us in terms of what it will cost to make these
cards less easy to counterfeit?

Mr. GOLEMAN. The card production itself, States probably spend
today in the neighborhood of about $1 per card to produce the cur-
rent type of driver’s license. Actually, Ms. Serian can probably tell
you more accurately what she pays in Pennsylvania. But I would
estimate that card production costs would probably go up substan-
tially, up into the $2, $3, $4, $5 range in order to put much higher
security features on the licenses, or if you go to smart cards or
imbed biometric technology into the card itself. It is still not a high
cost, more similar to the costs that Europeans pay for identity
cards.

Senator DURBIN. The range of $1 to $5, you think, is a reason-
able range for our conversation here in terms of current cost versus
additional expense to make them more reliable?
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Mr. GOLEMAN. Yes, I do. On a mass production basis, I think

that the costs would be that.
hSeglator DURBIN. Senator Allen, did you want to comment on
that?

Ms. ALLEN. Well, I did. In our bill, we originally doubled the fees
for everything to cover the costs of implementation and there was
a lot of resistance to that. So what we ended up doing was amend-
ing the bill and we just raised the photo fee by $1, from $2 to $3,
and we estimated that that would cover the cost of implementing
even the biometric piece. So it is really not a big increase.

Senator DURBIN. That takes that argument to a different level.

Let me ask you about the other question, about the use of data-
bases by the States in issuance of driver’s licenses. Getting back to
the point Mr. Jansen and others have made about privacy here,
can you tell me what you think the standard should be, should
there be any national standard, let us say, about the use of the
database of information beyond law enforcement and verification of
identification? Ms. Serian.

Ms. SERIAN. There absolutely should be, Senator. Motor vehicle
agencies right now are governed by some of the strictest privacy
standards anywhere, and that is the Driver Privacy Protection Act.
We take those very seriously. In fact, many States have even more
stringent privacy regulations and laws than the DPPA requires.
We take that very seriously and we certainly follow that law.

I do believe that with any new proposal, we should probably con-
sider additional amendments or considerations to change the Driv-
er Privacy Protection Act in terms of strengthening it even further.
Even though we have very stringent privacy laws and regulations
and we take those very seriously and we treat that as a great re-
sponsibility, I think there is still a need to even consider stronger
amendments to the Driver Privacy Protection Act.

For an example, if I may

Senator DURBIN. Sure.

Ms. SERIAN. An example of taking your license right now and not
using it for verification procedures—this is a real Pennsylvania li-
cense here—and using it in bars or nightclubs, not just for
verification of age, or in convenience stores for verification to be
able to buy tobacco, taking that information that is on there and
storing it, even though you might give it up freely to go into that
bar, or even though you might give it up freely to go to the conven-
ience store or stay in a hotel, I think we need to consider greater
uses in terms of more stringent requirements so that it can only
ge used for verification purposes and certainly not retaining the

ata.

Senator DURBIN. Mr. Goleman, you also made a reference to Fed-
eral standards when it came to commercial driver’s licenses. What
are those standards that currently apply when the States issue
these commercial driver’s licenses, the Federal standards?

Mr. GOLEMAN. There are several standards. There are standards
for the actual tests that the driver has to take. But as far as the
information system goes, the States issue the licenses according to
the Federal standards and the States maintain that driving record,
but once they issue that license, they essentially register that driv-
er into the Commercial Drivers License Information System, which
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is merely an index of the fact that this driver, Joe Smith, with this
date of birth and this driver’s license number was issued a license
in the State of Illinois.

If that driver attempts to get a license in any other State, the
State is required to check first to see if he is already registered in
the system, and if he is, then that record is pulled back into the
new State for combining with his existing record.

So the States retain the data in their own systems. It is a very
critical aspect of the system, that they retain ownership of that
data and are responsible for it. Yet there is a centralized index that
allows them to locate the record wherever it is.

Senator DURBIN. Good. Thank you very much.

I might say that we had a number of witnesses who wanted to
join us today from a variety of different groups, Mothers Against
Drunk Driving and others. Each group kind of came to this from
a little different angle, but they all started with the same premise,
that the misuse of driver’s licenses had caused terrible problems,
and I think we have heard about quite a bit of that today.

The identity theft question, which involves not just credit but
traffic offenses and, in fact, reputation of an individual, which has
to be reconstructed, and fortunately, Mr. Wern, you were able to
do that because of your own skills.

Chief Viverette has talked to us about the law enforcement side
of this. But for a driver’s license issued to one of the would-be ter-
rorists and used on September 9 to avoid any further investigation,
people may be alive today who were killed on September 11. It is
a matter of that sort of gravity.

We have also heard and probably know from personal experience
these young people who use these driver’s licenses for alcohol and
tobacco and to hide bad driving records.

The list goes on and on, and I think it really calls on us to try
to come up with a reasonable means of cooperating with the State
issuing agencies so that we can establish meaningful standards so
that people know that it is a serious process in the issuance of
State IDs and driver’s licenses so that we can verify that they are
not defeating the system by forum shopping in different States for
the easiest place to find a driver’s license, so that we can also find
out whether someone has a bad driving record in one State and is
trying to avoid that knowledge in another.

It is a way to crack down on fake ID mills and to deter internal
fraud, and I think Chief Viverette made the point, and others, as
well, we need to stiffen the penalties. We need to take this seri-
ously. If we are going to go through what I consider to be the ac-
ceptable hassle of producing photo IDs, let us make certain that
they are accurate from the start.

Thank you all very much for joining us. It was a good panel and
we will proceed in preparation of this legislation.

The Subcommittee meeting will stand adjourned.

[Whereupon, at 11:24 a.m., the Subcommittee was adjourned.]



APPENDIX
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Email: theodore_wern@kirkland.com

April 16, 2001

Senator Richard J. Durbin

United States Senator, Illinois

332 Dirksen Senate Office Building
Washington, D.C. 20510

Re: A License to Break the Law? Protecting the Integrity of Driver's
Licenses

Dear Senator:

1 respectfully submit the following written testimony in connection with the
following hearing held by the Senate Subcommittee on Oversight of Government Management,
Restructuring and the District of Columbia: A License to Break the Law? Protecting the Integrity
of Driver's Licenses. ’

I was a victim of identity theft for approximately four years. The perpetrator used
my personal information to establish approximately $48,000 in fraudulent credit and for various
other financial crimes. He also used that information in the course of his own traffic violations.
On four separate occasions, he was stopped by traffic police -- once for driving under the
influence of alcohol -- and was able to incur the violations under my identity. On another
occasion, the perpetrator assumed my identity during a judicial proceeding resulting from one of
his traffic violations. He was able to plead guilty and walk away from the courthouse while
never having to reveal his own name. All along, his violations resulted in numerous arrest
warrants issued under my driving record. My perpetrator is now serving a 6 month sentence in a
state prison in Mansfield, Ohio.

1 will not dwell on the anger and frustration that resulted from my experience.
Certainly, such emotions pale in comparison to those that resulted from the events of September
11. As we all know, those events were set in motion by many individuals who were able to
assume fraudulent identities. What I offer today is a basic awareness of the inadequacies of
current administrative and law enforcement efforts to prevent identity theft.

The first remedial effort should be focused at the state agency level. As
contemplated in the proposed draft of the Driver’s License Integrity Act of 2002 (“DLIA”), all
states should be forced to adopt more aggressive standards for the issuance of driver’s licenses.

The second remedial effort should be aimed at law enforcement. What good is a
validly issued driver’s license if an identity thief can use the information contained in that

(27)
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driver’s license to commit crimes with impunity? In my case, three different city police officers
(two of which were from different jurisdictions) and one state highway patrol officer failed to
take any practical steps to ensure that the violator was who he said he was. Those officers only.
accepted the perpetrator’s word that he was “me.” No effort was made to confirm that identity,
even though the perpetrator failed to show any identification and even though the perpetrator’s
physical appearance bears no resemblance to mine. Therefore, as contemplated in the DLIA, the
effort should not end with uniform driver’s license standards; rather, it should also extend to law
enforcement officers and any other persons or entities who are charged with determining the
validity of a person’s identity.

Thank you for the opportunity to address this panel. I would be honored to
provide any further service to the cause that brings us together today.

Sincerely

Theodore W. Wern
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Good Morning, Chairman Durbin, Senator Voinovich and members of the Subcommittee.

I am pleased to be here today on behalf of the International Association of Chiefs of
Police. As you may know, the IACP is the world’s oldest and largest organization of law

enforcement executives, founded in 1893, and with a current membership exceeding 19,000,

At the outset, I would like to thank the Subcommittee for holding this hearing
today. From a law enforcement perspective, the importance of ensuring the integrity of
identification documents cannot be overstated. Even prior to September llth., the TACP
had been concerned with the availability of false identification documents and the ease in

which false information could be used to obtain valid state-issued driver’s licenses.

Law enforcement has seen that the ability of individuals to misidentify themselves
can have serious, often tragic, repercussions in our communities. For example, teenagers
often seek to obtain false identification documents so that they can purchase alcohol. As
we all know, underage consumption of alcohol often has fatal results. The National
Highway Traffic Safety Administration (NHTSA) reports that in the United States,
drivers between the ages of 16 and 21 account for just 7 percent of all drivers in this

nation, yet are involved in 15 percent of all alcohol-related fatalities.

Additionally, individuals who have had their license suspended or revoked in one
state because of their failure to operate a vehicle in a safe manner have all too often been

able to go to a neighboring state and acquire a new license under false pretenses. As a

o1-
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result, these unsafe drivers are back on the roads of our communities. Law enforcement
officers who may encounter such individuals will rely on the license to identify the

drivers infraction history and will therefore be unaware of the drivers actual status.

Off the roadways, the ease with which criminals can fraudulently obtain a valid
license or manufacture a counterfeit one greatly facilitates their ability to commit crimes
involving identify theft and identity fraud. In addition, each year law enforcement
officers expend thousands of hours in efforts to properly identify criminal suspects who
have misidentified themselves to police.

1™ greatly increased our

However, as we all realize, the events of September 1
need to ensure that the integrity of the driver license issuance process is enhanced and

that the ability of law enforcement officers to detect fraudulent licenses is improved.

As the September 11th attacks demonstrated, the local police and other public
safety personnel will often be the first responders to a terrorist attack. However, the role
of state and local law enforcement agencies is not limited to responding to these events.
These agencies can and must play a vital role in the investigation and prevention of future

attacks.

Across the United States, there are more than 16,000 state and local law
enforcement agencies. These agencies, and the 700,000 officers they employ, daily
patrol the streets of our cities and towns and, as a result, have an intimate knowledge of

the communities they serve and have developed close relationships with the citizens they

2=
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protect. These relationships provide state and local law enforcement agencies with the
ability to effectively track down information related to terrorists. Often, state and local
agencies can accomplish these tasks in a more effective and timely fashion than their
federal counterparts, who may be unfamiliar with the community and its citizens. In
addition, police officers on everyday patrol, making traffic stops, answering calls for
service, performing community policing activities, and interacting with citizens can, if
properly trained in what to look for and what questions to ask, be a tremendous source of

intelligence for local, state and federal homeland security forces.

However, in order to maximize the capabilities of state and local law enforcement
officers, it is vital that we improve the accuracy and ensure the validity of what has
become the de facto means of identifying individuals in this country: their drivers’
licenses. Law enforcement officials must be able to act with certainty when dealing with
citizens in our communities; we need to be certain that they are who their identification
documents say they are; and we need to be certain that the documents themselves are not

counterfeit.

The effort to improve the accuracy of driver’s licenses is so vital because of the
simple fact that individuals with a valid driver’s license will have a greater success in
staying off the radar screen of state and local law enforcement officials. As subsequent
investigations have shown, the ability of the September 11™ terrorists to obtain driver’s
licenses or state issued identification documents greatly facilitated their operations with

the United States.
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For example, as we all know, on September 9th, a trooper from my home state of
Maryland pulled over Ziad Zamir Jarrah, one of the terrorists on Flight 93 which crashed
south of Pittsburgh, for speeding on Interstate 95 north of Baltimore. During this traffic
stop, Jarrah produced an apparently valid driver’s license from the state of Virginia, and
as a result, the stop proceeded in typical fashion. However, if Mr. Jarrah had been unable
to produce a license or if he had produced a license that the trooper could have identified
as fraudulent, then further investigation would have been warranted and perhaps future

events would have taken a different course.
To address this crucial issue, IACP believes that several steps must be taken.

First, certain minimum standards must be established that will help to
ensure that information used to establish an individual’s identity at the
time they apply for a driver’s license is valid and accurate and consistent

from state to state.

Second, agreement should be reached among the states for the inclusion of
both a unique identifier, such as a fingerprint, and anti-counterfeiting

security devices in driver’s licenses.

Third, states should be encouraged to link databases so that licensing
agencies and law enforcement personnel in other states will be able to

access an individual’s criminal and motor vehicle traffic violation history
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in order to assist in the identification of potential criminal suspects or

problem drivers.

Finally, the IACP believes that the penalties for identity theft and identify

fraud should be increased.

In conclusion, T would like to state that the ability of individuals to obtain
inaccurate identification documents, either through fraud or forgery, has been an area of
vital concern to law enforcement agencies throughout the nation for a number of years.
Unfortunately, it took the events of September 11™ to catapult this issue to t.he forefront
of national debate. It the IACP’s hope that action to remedy this critical situation can vbe
taken in a timely fashion. We look forward to working with this Committee, other

members of Congress, and our colleagues around the nation in this effort.

Thank you for the opportunity to appear before you today. I will be glad to

answer any questions you may have.
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Summary

Neither the NGA nor NASCIO have an official position directly on the
subject of identity security or enhancing the driver’s license and life
document systems.

Identity security is a critical component of ensuring accuracy, preventing
fraud, and granting privileges and benefits in many programs and
processes.

Our identity system is broken and is more likely to actually enable
identity theft and fraud rather than prevent it.

Our driver identity systems, cards, and issuance processes are not
adequately coordinated to ensure transportation safety or the security of
the myriad of their other uses on which we have come to depend.

Our life document systems for recording and providing proof of birth,
marriage, name change, and death are inadequate to the task of
supporting the issuance of identity and the extension of privileges and
benefits. An enhanced life document issuance and verification system is
essential to identity security.

Cyber-security, homeland security, secure electronic commerce,
compliance with many laws such as HIPAA, and identity security are all
related and need coordinated solutions.
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Sound security in the creation and authentication of ideritity needs three
parts: something you know, something you have, and something you
are. We often rely on only one or two of these to establish identity and
extend privileges and benefits. As a result, facts such as social security
number, address, birth day, and mother’s maiden name, which cannot
be adequately protected as secrets, can be used to create identity and
extend privileges and benefits fraudulently. It is not these facts or our
inability to keep them secret that is the problem: it is that we rely on
them alone to establish identity. Moreover, we have grossly inadequate
methods of creating and determining the validity of life documents that
comprise the “something you have” component. Finally, with the
exception of photos, we have not yet embraced a common or coordinated
biometric system for presenting “something you are”.

The federal systems for legal entry of a person into our country need to
mirror and be integrated with enhanced state and local life document
and driver’s license systems. The federal systems need to document the
beginning, duration, course, and end of a legal entrant’s “life” in our
country regardless of whether they are just visiting or making America
their new home. The multiple federal systems need to create a common,
electronic, shared equivalent of a birth and death record. That common
electromnic record can be used by all levels of government in the same
fashion as normal birth and death record and would be the referenced
document for issuance of forms of identity and the extension privileges
and benefits. Such a record for legal entrants could include a common
photo, biometric, and the statement and documentation of their life facts
such as name, date of birth, and so on. Even if different cards {driver’s
licenses, visas, etc.) were issued from this document, having the single
common record would enhance security, prevent fraud, and increase the
interoperability and efficiency of issuance and verification systems.

Addressing the issue of identity security is a process, not just a product.
We are at the beginning of that process and it is recommended that
mechanisms for ongoing input and consultation are needed on both
technical and policy matters.

NASCIO members and the association itself play a critical role in
coordination and implementation of federal, state, and local information
technology systems and can be an invaluable resource for the federal
government if given the opportunity. This is also true of the NGA,
American Association of Motor Vehicle Administrators (AAMVA) and the
National Association of Public Health Statistics and Information Systems
{NAPHSIS) as well, just to name three of the many associations of state
officials who stand ready and able to help. Private industry groups, such
as the National Retail Federation (NRF}, are also very interested in this
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issue and are playing a role in ensuring that those who must check ID
are represented in this discussion.

There are many federal, state, and local projects and programs that
overlap, are not coordinated, and have a great potential for duplication,
lack of interoperability, and incompatibility. There is a crying need for
coordination at each level of government and between levels of
government on identity security on technical standards and systems and
in policy making. It is not yet clear what the best options or mix or
options are for this coordination. Some possible choices include:

Interstate compacts

Intergovernmental agreements

Standards development through recognized standards bodies

Coordination of information technology system architecture,

development, and operation

s Federal funding for enhanced life document systems and driver’s
license issuing processes, systems, and cards

» Legislative and executive coordination of the funding, development;
enhancement, and implementation of identity security programs
and systems within and among each level of government

o Establishment of a single point of contact and coordination for
various federal initiatives

» Creation of formal or informal federal, state, and local groups to

coordinate technical and policy activities and exchange information

The need for coordination, the importance and diversity of interests in
identity security, and a spirit of cooperation were in evidence at an
Identity Security Forum held in Washington, DC in March of 2002. The
forum was co-sponsored by NASCIO, AAMVA, NAPHSIS, and NRF and
was attended by representatives of many government entities and private
sector interests. A summary of the proceedings is attached under
separate cover.

Iowa is working on creating an identity security clearinghouse process to
ensure that life documents are not misused, used in illegal duplicate
fashion, nor used without the knowledge of the subject of the document.
A summary of this project is included with this testimony.

NASCIO, NGA, ITD, and I thank you for the opportunity to provide input
on this critical issue. °
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Existing Identity Security Environment

There exists today an identity-security infrastructure that relies heavily on identity
documents issued by a variety of agencies and organizations. This infrastructure consists
of the processes, personnel, and security requirements of each of the issuing entities. The
identity documents are then given to the individual as a symbol to other entities that use
the document for identification purposes. For example, once you receive your birth
certificate, you can receive your Social Security Card, and then in the future present these
for a number of other permissions such as your driver’s license or school enroliment.

The system has mostly relied on the integrity of the individual presenting the document
as opposed to relying on the issuing entity of the identity indicia. For example, a clerk at
a driver license issuing station may recognize a presented birth certificate as having the
same size, shape, color, wording and stamp as an Iowa birth certificate but unless that can
be verified back to the issuing entity the presented document is nothing more than a piece
of paper. Therefore the reliance on the individual leads to a disjointed identity system
that can easily be abused or circumvented. :

The exhibit below demonstrates this based on a scenario for applying for a driver license.
The applicant at birth received both a birth certificate and a social security number on a
card. Both of those identity indicia can be used for the issuance of a driver license. Since
there is a reliance on the judgment of the agent viewing the documents it is easy to see
the point in the process where an individual could obtain false documents and present
them for the driver license, If there is no reason for doubt of the documents and the
individual, a driver license is issued.

Current Identity Environment

Application Centered Around Documents and Individual
. S8N SSA

Application

Vital
Records

} Bitth Certificate

Disjoint: opportunity
for introduction of
false documents

Application, Birth Certificate, SSN

Driver License
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Recent Events

This disjointed process relying on paper and individuals creates a system that is primarily
reactive and only reacts when disaster occurs. In other words, if a person can circumvent
the identity system and create a false identity it may go unnoticed if the person does not
do anything to draw attention to them.

The events of September 11, 2001 have raised quite a number of issues concerning
identity theft. The terrorists reportedly used assumed identities to gain access to funds,
training and the planes used in the attack. The end result is a sense of urgency
surrounding all security issues including the accurate verification of a person’s identity.

Future Identity-Security Environment

For the identity-security environment to improve, the processes for issuing identity
documents need to be linked to provide verification of the documents. The previous
illustration could be modified in the driver license scenario to include a layer of
verification.

Future Identity Environment

Application \\ Utilizing Verification of Issuer
' SSN S R Yy ssa

Application &

Birth Certificate

Application, Birth Certificate, SSN
»Verificatio

Driver License

The above example incorporates the concept of identity verification where the DOT
would verify the authenticity of the documents and the identification information on
those documents, Verification would eliminate the use of falsified documents, and other
problems that can arise when there is a disjointed system of identity. The ITD has been
working to consolidate this continuous concept of identity into an Identity-Security



41

Clearinghouse that would perform the verification and minimize the load on the issuing
entity.

Identity-Security Clearinghouse Concept

The Identity-Security Clearinghouse will link the documents used to create identity.
These documents will include social security cards from the SSA, birth and death records
from the DPH, driver’s licenses and ID cards from the DOT, court filings such as
marriage and name change filings affecting identity, and other identity documents.
Identity rules and standards would be developed to ensure proper identity use.

’ sos | ‘ DOT | ‘ DPH 1
;
W s G [ Birth Certifieate
Inputs ’ Digital Signature ] Driver License tl)lgllﬂl Signature | | 1o Certificate
Documents issued
Documents used
1o issue documments
. . Courts
Identity — Security
Death Certificate Clearinghouse :
g Marriage/Name
Clearinghouse
Tdentity Use Identity Documents Jdentity Theft
Outputs Information Verification Prevention Services
¥ i
‘ Citizen I 1: Issuing Entities

Initial discussions on the Identity-Security Clearinghouse concept have centered on
ensuring that only one legitimate birth certificate will be used to issue each social security
number and each driver’s license/ID. At the point of issuance for a social security
number and DOT-issued driver’s license/identity card (hereafter called ID), the birth
certificate presented as proof of identity could be referenced against a state birth
certificate database. If the birth certificate is valid and no other ID’s have been issued
from it, the birth certificate would be linked to ID’s issued from it. The birth certificate
record would also be electronically tied to the DOT photo database.

This has three advantages:

o When an ID is then presented in certain situations calling for strict security, a
check could be run against the face database stored by DOT and identity could be
established. (i.e. airport counter)

o Only one ID would be issued per birth certificate. This would allow easier
identification of individuals attempting to falsify identity if the birth certificate is
presented a second time.
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o Enhanced procedures will lead to a decline of identity theft and fraud.

For residents outside of the State of Iowa, the birth certificate could initially be scanned
at the point of issuance to tie it to the picture ID. (As standards are adopted for vital
records databases and such databases are completed, the records would be linked in the
same way as in-state records.) The basic information would be captured and indexed to
cross reference against future 1D issuances from the same birth certificate.

The end result would be a system that incorporates individuals, picture ID, processes,
documentation, and identity. The current system does not link these components and
makes identity theft too easy. Future stages would include establishing a national
clearinghouse for death records that any jurisdiction could reference.

Identity-Security Benefits

The initial benefits of the Identity-Clearinghouse concept directly effect authentication
methods within the State of lowa: ‘
» Enforcement of the 1:1 relationship between identity indicia will increase the
reliability and integrity of the identity system.
* Standard methods for verifying identification will decrease the need for entities to
develop their own method.
s There is potential for decreasing identity theft and fraud with State programs.

The development of an Identity-Clearinghouse also has benefits for the State of lowa in
improved customer service and enterprise data sharing.

» Digital signature implementation will bring State agencies into a “circle of trust”
that will facilitate shared user authentication across multiple agencies facilitating
portal growth.

* Identity data standards will allow the State of Iowa to formalize programming
standards reducing development time.

« Identity standards will provide a common format for the sharing and security of
information between State agencies where such sharing is permitted.

s The Identity-Clearinghouse could serve as a national model and become the one
point of coordination for the State of fowa with a federal national ID effort.

Current Status of the Iowa Project

The following actions have occurred:
s The DOT and DPH are creating a system for verifying lowa birth certificates
s DOT is partivipating in AAMVA discussions on identity standards
e DPH has indexed and imaged approximately 11 million birth certificates going
back to the 1890’s
o ITD has facilitated a conversation between DOT, DPH, DPS, and the Social
Security Administration to discuss common needs and identify future direction.
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Next Steps in Iowa Project

Actions associated around this implementation of the Identity-Security Clearinghouse:

Evaluation of documents, standards, and procedures used by issuing authority
used by the DOT to confirm and establish identity. (i.e. primary and secondary
documents)

Coordination between DOT and DPH to tie individual birth certificates to an
individual driver license.

Further coordination to tie individual death certificates to the ID revocation
process.

Establishment of a history trailer for ID and related documents such as birth
certificates to allow the citizen to track issuances of and requests of their ID.
Coordination of the ability to access the DOT face database to confirm the photo
ID where appropriate and allowed.

Further development of the driver license to contain and access a unique identifier
such as a PKI certificate and other biometric data.

Consideration of a pilot to allow criminal justice, DPH, and other state agencies -
real-time access to the Social Security Administration.

Align the DPH birth certificate database with national standards being developed
by the National Vital Records Association and NAPHSIS.

Instituting a timely electronic filing of death notices to the DPH and SSA
Establishing a national clearinghouse for death and birth information.

Once these modifications have taken place, the following needs to occur:

Adoption of identity standards (i.e. policies, procedures, and implementation) for
an enterprise to secure its systems.

Digital signature implementation based on identity standards and with the scope
of Iowa Code Chapter 554D.

Implementation of technology and policies for use of identity at secure facilities
(e.g. airports).

Implementation of lowa Code 18.138 (Government Services Card) through the
improved Iowa Drivers License/PKI systems.

Explore the possibility of the DOT and Secretary of State becoming the issuer of
PKI digital certificates.

Related actions:

Creation of an Identity Theft Advocate in the Office of the Attorney General.

This Office would help victims of identity theft and have the authority to verify
their claims and through affidavits and other mechanisms, repair the credit history
and reputation of the victim.

For More Information:
http://www.infoweb.state.ia.us/ecomdev/current_projects/identity/index.htm!
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Contact Information for Identity Security Forum

Name: Robert Adelardi

Title: CIO

Department:

Organization or Agency: Puerto Rico General Courts Adm.
Street Address: P.O. Box 180917

City: San Juan

State: Puerto Rico

Zip Code: 00919-0917

Phone: (787) 641-6962

Fax: (787) 250-1080

E-mail; roberta@tribunales.gobierno.pr

Name: Ann Beauchesne

Title: Program Director, Emergency Management
Department: Center for Best Practices
Organization or Agency: National Governors Association
Street Address: 444 N. Capito! Street, Suite 267
City: Washington

State: DC

Zip Code: 20001

Phone: (202) 624-5370

Fax: (202) 624-5313

E-mail: abeauchesne@nga.org

Name: Larry Bray

Title: Program Manager

Department: Strategic Information Security
Organization or Agency: Georgia Technology Authority
Street Address: 100 Peachtree, Suite 2300

City: Atlanta

State: GA

Zip Code: 30304-3404

Phone: (404) 463-7379

Fax:

E-mail: lbray@gota.ga.gov

Name: Jim Brown

Title: Washington Director
Department: Intergovernmental
Organization or Agency: CSG
Street Address: 444 N..Capitol St., NW #401
City: Washington

State: DC

Zip Code: 20001

Phone: (202) 624-5460

Fax: (202) 624-5452

E-mail: jbrown@gcsg.org
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Name: Holly Calhoun

Title: Program Director

Department:

Organization or Agency: American Automotive Leasing Association
Street Address: 1191 N. Fairfax St., Suite 425
City: Alexandria

State: VA

Zip Code: 22314

Phone: (703) 548-0777

Fax: (703) 236-1949

E-mail: hollycalhoun@aol.com

Name: Rich Carter

Title: Director, IT Committee Services
Department: IT Committee Services
Organization or Agency: AAMVAnet
Street Address: 4301 Wilson Blvd., Suite 400
City: Arlington

State: VA

Zip Code: 22203

Phone: (703) 908-8296

Fax: (703) 908-2868

E-mail: rcarter@aamva.org

Name: Steve Cooper

Title: Senior Director for Information integration and CIO
Department: Office of Homeland Security
Organization or Agency: Exec. Office of the President
Street Address: The White House, EEOB 176

City: Washington

State: DC

Zip Code: 20502

Phone: (202) 456-7531

Fax:

E-mail: scooper@who.eop.gov

Name: Linda Dodd-Major

Title: Counsel

Department: Executive Associate Commissioner/ Programs
Organization or Agency: US INS

Street Address: 425 1 St., NW Suite 3034
City: Washington

State: DC

Zip Code: 20536

Phone: {202) 305-2529

Fax: (202) 305-2523

E-mail: linda.dodd-major@usdoj.gov
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Name: Don Gilbert

Title: SVP, Information Technology

Department: information Technology

QOrganization or Agency: National Retail Federation
Street Address: 325 7" Street NW #1100

City: Washington

State: DC

Zip Code: 20004

Phone: (202) 626-8126

Fax:

E-mail: gilbertd@nrf.com

Name: Dale Good

Title: CIO, Judicia! Branch

Department:

Organization cr Agency: MN Supreme Court
Street Address: Suite 145, MN Judicial Court
City: St.Paul

State: MN

Zip Code: 55155

Phone: (651) 297-7636

Fax: (651) 297-7595

E-mail: dale.good@courts . state.mn.us

Name: Bert Harberson

Title: Policy Director

Department:

Organization or Agency: CSG

Street Address: 2760 Research Park Drive
City: Lexington

State: KY

Zip Code: 40578

Phone: (859} 244-8000

Fax: (859) 244-8001

E-mail: bharberson@csq.org

Name: Neal Hutchko

Title: Policy Analyst

Department:

Organization or Agency: National Association of State Auditors, Comptrollers
Treasurers

Street Address: 444 North Capitol St. NW, Room 234
City: Washington

State: DC

Zip Code: 20001

Phone: (202) 624-5451

Fax: (202) 624-5473

E-mail: nasacinh@sso.org
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Name: Eva Kleederman

Title: Policy Analyst

Department; OMB

Organization or Agency: Office of Information Regulatory Affairs
Street Address: 725 17" St. NW

City: Washington

State: DC

Zip Code: 20503

Phone: (202) 395-3647

Fax: (202) 395-5167

E-mail: eva.kleederman@omb.eop.gov

Name: Matt Lathrop :

Title: Director, Commerce & Economic Development Taskforce
Department:

Organization or Agency: The American Legislative Exchange Council
Street Address: 910 17" St., NW, 5% Floor

City: Washington

State; DC

Zip Code: 20006

Phone: (202) 466-3800

Fax: (202) 466-3801

E-mail: mlathrop@alec.org

Name: Morgan Long

Title: Telecom & Information Technology
Department: Policy & Legislation
Organization or Agency: ALEC

Street Address: 910 17" St. NW, 5" Floor
City: Washington

State: DC

Zip Code: 20006

Phone: (202) 466-3800 ext. 246

Fax: (202) 466-3801

E-mail: mlong@alec.org

Name: Phillip Loranger

Title: Ch Access Enabling Technology (Bio/smart card/PKI)
Department: DOT/FAA

Organization or Agency: FAA/ Go Team Load TSA
Street Address: 400 7™ St. SW

City: Washington

State: DC

Zip Code: 20591

Phone: (202) 366-1066

Fax:

E-mail: Phillip.Loranger@faa.gov
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Name: Ted Mason

Title: Director, EPS Network Services & Emerging Technologies
Department:

Organization or Agency: Food Marketing Institute
Street Address: 655 15", NW Suite 700

City: Washington

State: DC

Zip Code: 20170

Phone: (202) 220-0735

Fax: (202) 220-0877

E-mail: tmason@fmi.org

Name: Jay Maxwell

Title: President, COO

Depariment:

Organization or Agency: AAMVAnet
Street Address: 4301 Wilson Blvd., Suite 400
City: Arlington

State: VA

Zip Code: 22203

Phone: (703) 522-1300

Fax: (703) 522-1553

E-mail: imaxwell@aamva.org

Name: Kymberly Messersmith

Title: CEQ, KM Strategies, Inc./ Executive Director, Credit Card Coalition
Department:

Organization or Agency:

Street Address: 106 S. Columbus St.
City: Alexandria

State: VA

Zip Code: 22314

Phone: (703) 548-1121

Fax: (703) 548-1128

E-mail: ksm@kmstrategies.com

Name: John G. Moore

Title: Program Analyst

Department: Office of Electronic Government
Organization or Agency: GSA

Street Address: 1800 F. St., NW, Room G-135
City: Washington

State: DC

Zip Code: 20405

Phone: (202) 208-7651

Fax: No

E-mail: Johng.mogre@gsa.qgov
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Name: Michael B. Neale
Titie: Senior Management Advisor
Department: Judicial Information Systems

Organization or Agency: Maryiand Judiciary, Administrative Office of the Courts

Street Address: 266 Riva Rd., Suite 900
City: Annapolis

State: MD

Zip Code: 21401

Phone: (410) 260-1102

Fax: (410) 260-1112

E-mail: michael.neale@courts.state.md.us

Name: Mary Alice Noyes

Title:

Department: Fraud Prevention Programs
Organization or Agency: US Dept. of State
Street Address:

City: Washington

State: DC

Zip Code: 20520-4818

Phone: (202) 663-2568

Fax: (202) 663-2612

E-mail: noyesma@state . gov

Name: Stuart K Pratt

Title: VP Government Relations

Department:

Organization or Agency: Consumer Data Industry Association
Street Address: 1090 Vermont Ave., Suite 200, NW
City: Washington

State: DC

Zip Code: 20005

Phone: (202) 408-7416

Fax:

E-mail: spratt@CblAcnline.org

Name: Leslie Reynolds
Title: Executive Director
Department:

Organization or Agency: National Association of Secretaries of State

Street Address: 444 N. Capitol Street NW #401
City: Washington

State: DC

Zip Code: 20001

Phone: (202) 624-3525

Fax: (202) 624-3527

E-mail: reynolds@sso.org
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Name: Maureen Riehl

Title: Vice President, State & Industry Relations Counsel
Department: Government Relations

Organization or Agency: National Retall Federation
Street Address: 325 7" Street, #1100

City: Washington

State: DC

Zip Code: 20004

Phone: (202) 626-8121

Fax: (202) 626-8198

E-mail: riehim@nrf.com

Name: Thom Rubel

Title: Director, State Information Technology Programs
Department: Center for Best Practices

Organization or Agency: National Governors Association
Street Address: 444 N. Capitol Street #267

City: Washington

State: DC

Zip Code: 20001

Phone: (202) 624-7740

Fax: (202) 624-5313

E-mail: trubel@nga.org

Name: Eric M. Seabrook

Title: General Counsel

Department: Ohio Secretary of State
Organization or Agency: NECCC/NASS
Street Address: 15™ Floor, 180 E. Broad St.
City: Columbus

State: OH

Zip Code: 43215

Phone: (614} 995-2170

Fax: (614) 995-5395

E-mail: eseabrook@sos state.oh.us

Name: Pamela Sederholm

Title: Executive Director

Department:

Organization or Agency: American Automotive Leasing Association
Street Address: 1199 N. Fairfax St., Suite 425
City: Alexandria

State: VA

Zip Code: 22314

Phone: (703) 548-0777

Fax: (703) 236-1949

E-mail; AALAFleel@aol.com
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Name; Helena Sims

Title: Senior Director, Public Private Partnerships
Department:

Organization or Agency: NACHA

Street Address: 13665 Dulles Technology Dr.
City: Herndon

State: VA

Zip Code: 20171

Phone: (703) 561-3930

Fax: (703) 787-0996

E-mail: hsims@nacha.org

Name: Judith Spencer

Title: Chair, Federal PKI Steering Committee
Department: Office of E-Government
Organization or Agency: GSA

Street Address: 1800 F. Street NW
City: Washington

State: DC

Zip Code: 20405

Phone: (202) 208-6576

Fax: (202) 501-6455

E-mail: judith.spencer@gsa.gov

Name: Molly Stauffer

Title: Committee Director

Department: Task Force on Protecting Democracy
Organization or Agency: National Conference of State Legislatures
Street Address: 444 North Capitol St, NW Suite 515
City: Washington

State: DC

Zip Code: 20001

Phone: (202) 624-3584

Fax: (202) 737-1069

E-mail: molly.stauffer@ncsl.org

Name: Tim Stephens

Title: Director, Education
Department:

Organization or Agency: NAPHSIS
Street Address: 1220 19" St., NW, Suite 802
City: Washington

State: DC

Zip Code: 20036

Phone: (202) 463-8851

Fax: (202) 463-4870

E-mail: tstephens@naphsis.org
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Name: Jeanette Thornton

Title: Policy Analyst

Department; Office of Management
Organization or Agency: Information Policy/Technology
Street Address: 725 17" St. NW
City: Washington

State: DC

Zip Code: 20503

Phone: (202) 395-3562

Fax: (202) 395- 5167

E-mail: jthornton@omb.eop.gov

Name: Richard Varn

Title: CIO

Department: Information Technology Department
Organization or Agency: State of lowa
Street Address: Level B Hoover Building
City: Des Moines

State: |IA

Zip Code: 50319

Phone: (515) 281-8699

Fax: (5615) 281-6137

E-mail: richard.varn@itd.state.ia.us
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STATE OF KANSAS

COMMITTEE ASSIGNMENTS
CHAIR: ELECTIONS AND LOGAL GOVERNMENT
MEMBER: ASSESSMENT AND TAXATION
EARLY CHILDHOOD DEVELGPMENT SERVICES
FINANGIAL INSTITUTIONS AND INSURANCE
REAPPORTIONMENT

PO. 30X 4C42

(9131 384-5204
STATE CAFITOL, ROOM 120-5 TOPEKA
TOPEKA, KANSAS 66612-1504

(785) 298-7353 SENATE CHAMBER

April16, 2002

Subcommittee on Oversight of Government Management,
Restructuring, and the District of Columbia

“A License to Break the Law? Protecting the Integrity
of Driver's Licenses”

Mr. Chairman, Members of the Committee:

Thank you for the invitation to testify before you today. 1
became interested in the issue of identity theft last December
and January when | personally became a victim of bank fraud.
As | researched the issue in my own state, I was stunned to learn
how easy it is to obtain fraudulent, government-issued
identification in Kansas, in the form of driver's licenses and non-
driver's i.d. cards.

Reports of Identity theft have increased exponentially in the
United States, and in Kansas, over the last severatl years.
American citizens, financial institutions, retailers, and credit card
companies are the victims of this crime.

Today, | regret to say, Kansas is one of the easiest states in
the nation in which to obtain false identification, and to steal
someone’s identity. There are no security measures in place to
protect Kansans, to ensure the person applying for a driver's
license or nondriver’s i.d. card really is that person. A simple
photograph yields an instant, permanent piece of government-
issued identification.
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Kansas currently requires a photograph, but no social
security number, or fingerprint, in order fo obtain a driver’s license
or non-driver's i.d. card. Senate Bill 559 would amend state law
so that all applicants for driver’s licenses and nondriver's i.d. cards
would be required to submit their social security number and a
biometric identifier, such as a thumbprint, to obiain identification.
Applicants would receive a temporary license or i.d. card, and
only after verification of the applicant’s identity, would a
permanent identification be issued.

The District Attorney’s office in Johnson County, which is part
of the greater Kansas City metropolitan area and near my
senatorial district, reports cases of identity theft more than
doubling every year. ldeniity theft cases in the city of Overland
Park, where | live, have increased 100% in each of the last two
years. In our county alone, this crime causes over $1million
annually in losses to retailers, credit card companies, and banks.
These losses are passed on to the consumer in the form of higher
costs for products and services.

The financial implications of identity theft are substantial,
but they pale in comparison to the damage that can be done -
including loss of life - when criminals steal our identities and use
them for evil purposes on a broader scale.

An article | have abtached to my testimony notes that
Governor Tom Ridge, Director of the Office of Homeland Security,
is encouraging governors and other state officials to take steps to
improve the security and authenticity of driver's licenses. Ridge
recently urged governors attending a National Govemors
Association meeting to draft model legislation setting standards
for more secure licensing procedures. By
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coming up with their own procedures, Ridge said, the governors
would avoid having standards forced on them by Congress.

Driver's licenses are much more than a license to drive -
they allow us to open bank accounts, cash checks, write
merchants checks, and step onto airplanes. They are the most
widely used and accepted domestic document to verify a
person’s identity, but they are NOT reliable. And they won’t be
reliable until we strengthen the identity verification process before
a license is issued.

As Americans, we have two choices. We can leave the
current identification system as is - risking the personal and
financial security of private citizens, the finances of the business
community, and the lives of fellow Americans - or we can improve
the system.

Some argue a secure personal identification system is an -
invasion of privacy or a limitation of personal freedom. But only
those who have something to hide will lose from providing proof
positive they are who they say they are. Identity cards - and that
is what driver’s licenses are today - should be as close to fool-
proof as technology can make them to protect us. S.B. 559 is not
about invading Kansans’ privacy, if’s about preserving Kansans’
privacy, and protecting Kansans’ security.

What should the role of the federal government be in
enhancing the reliability and security of the driver's license
system? Based on my experience in Kansas, a national i.d. card
is not the answer. Perhaps the role of the federal govemment
should be 1.) fo set standards for more secure licensing
procedures, and 2.) to offer financiai incentives to siates that take
every step possible to ensure that government-

.issued identification is authentic. Personally, | would welcome
incentives from the federal government o help convince
legislators in my state it is critical we improve the security and
authenticity of driver's licenses in Kansas. Many of them still don’t
appreciate the magnitude of this threat fo our personal safety
and financial security.

Thank you Mr. Chairman. | will be happy to stand for
questions.
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" Ridge: Link driver's license, visa
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BY William Matthews

March 15, 2002

The Office of Homeland Security is urging
states to establish tighter controf over
foreign visitors by issuing driver's licenses
that expire when visas expire.

The office is drafting model legisiation to
require that driver's licenses issued to non-
citizens be tied to visas, homeland security
spokesman Gordon Johndroe said March
14. The model is to be sent to the states
for consideration by legisiatures.

In recent weeks, Tom Ridge, director of
the Office of Homeland Security, has been
encouraging governors and other state

Printing? Use this versicn.
Email this to a friend.

‘Brivel nsgs get ancther
‘ook” [Federal Computer Week,

Jan. 21, 2002]

:D csrd gian assailed” [Federal
Computer Week. Feb. 18, 2602}

officials to take steps to improve the security and authenticity of driver's

ficenses.

In a conference call with state officials March 7, Ridge told state
emergency management officials that he hopes mctor vehicle
depariments can be electronically iinked to databases maintained by the
federal Immigraticn and Naturalization Service. That weuld enable state
waorkers to check the immigration status of foreign naticnals who apply
for driver's licanses and issue licenses that would expire when visas

expire.

Such capability alsc could enable the states to help keep better track of

visiting foreigners.

INS has asked Congress for $380 million to build an entry and exit data
system to keep track of foreign visitors. The system may include
biometric identification information such as fingerprints or eye scans of
visa holders. Such infarmation also could be included on driver's

licenses.

Ridge's telephone remarks came about 10 days after he urged governors
attending a National Governors Association meeting to draft model
legislation setting standards for mare secure licensing procedures. By
coming up with their own standards, Ridge said, the governors would
avoid having standards forced on them by Congress.

Driver's licenses became a source of concern after the Sept. 11 terrorist
attacks because most of the terrorists used such licenses — obtained
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legally and iilegally — for identification.

The American Associaticn of Motor Vehicle Administrators is pressing-
Congress to pass a law requiring states to adopt more uniform standards
for driver's licenses and stricter procedures for issuing them.

AAMVA officials said they want licenses to include security features that
make counterfeiting more difficult, and they want some form of "unique
identifier," possibly a biometric identifier such as a fingerprint or eye
scan.

The AAMVA also wants much more thorough verification of a license
applicant's identity before a license is issued. To accomplish that, the
association wants Congress to earmark as much as $100 million for a
computerized Driver Record Information Verification System that would
enable federal and state agencies to more readily share information they
have collected on drivers.

Thus, identification verification might invoive cross-checking data
submitted by license applicants with government databases that contain
names, addresses, passport numbers and Social Security numbers, law
enforcement records and INS data, AAMVA officials said.

The association also wants state driver's license databases to be
interconnected so that licensing officials can check to see whether
applicants aiready have licenses from other states

Privacy advocates oppase high-tech licenses backed by interconnected
databases, fearing driver's licanses will come to be used as national
identification cards

Johndroe said the modei legisiation the Office of Homeland Security is
drafting "isn't intended te lead to a national 1D card; it is intended ‘o
strengthen homeland security."

- Federal Computer Week's
e-mail newsletter

FC.COM iz a product of FOW Government Techneiogy Group, a 101 Cammunications company

es/2002/03 11/ web-driver-023-13-0%.asp



58

D)\

American Association of Motor Vehicle Administrators AAMVA

Testimony of

Betty Serian
Vice Chair

American Association of
Motor Vehicle Administrators

A License to Break the Law?
Protecting the Integrity of Driver’s Licenses

Submitted to the
Committee on Governmental Affairs
Subcommittee on Oversight of Government
Management, Restructuring and
the District of Columbia
U.S. Senate

Washington, DC

April 16, 2002

4301 Wiison Blvd, Suite 400 « Arlington, VA 22203 » Tel 703.522.4200 » Fax 703.522.1553
www.aamva.org



59

Good Morning Senator Durbin and distinguished Members of the Subcommittee on Oversight of
Government Management, Restructuring and the District of Columbia. My name is Betty Serian
and I am the Deputy Secretary for the Pennsylvania Department of Transportation and First Vice
Chair of the Board of Directors for the American Association of Motor Vehicle Administrators
(AAMVA). 1 also served as Chair of AAMVA’s Identification Security Task Force. Thank you
for the opportunity to appear before you today to speak about reforming the driver’s licensing
process and identification security.

AAMVA is a nonprofit voluntary association representing all motor vehicle agency
administrators and chief law enforcement officials throughout the United States and Canada.
AAMVA members administer the laws that govern motor vehicle operation, the driver
credentialing process, and highway safety enforcement. DMV administrators are appointed by
their state governors and their motor vehicle agencies receive funding from their respective state
legislatures. AAMVA has played an integral role in the development, deployment, and
monitoring of both the commercial driver’s license (CDL) and motor carrier safety programs
throughout the United S:ates: The Association’s members are responsible for administering these
programs at the state level, and our members pride themselves on the work they do everyday to
improve safety on our nation’s highways. ‘

As an international safety association, we have a responsibility and obligation to do our part to
improve public safety and national security throughout North America. We believe this hearing
will generate much needed public dis