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PRESPECTIVES ON 9/11: BUILDING
EFFECTIVELY ON HARD LESSONS

Wednesday, September 10, 2003

U.S. HOUSE OF REPRESENTATIVES,
SELECT COMMITTEE ON HOMELAND SECURITY,
Washington, D.C.

The committee met, pursuant to call, at 2:45 p.m., in Room 345,
Cannon House Office Building, Hon. Christopher Cox [chairman of
the committee] presiding.

Present: Representatives Cox, Dunn, Smith, Shays, Goss, Camp,
King, Linder, Thornberry, Gibbons, Granger, Sessions, Sweeney,
Turner, Thompson, Sanchez, Dicks, Harman, Cardin, Slaughter,
DeFazio, Lowey, Norton, Lofgren, McCarthy, Jackson-Lee, Pascrell,
Chlristensen, Etheridge, Lucas, Langevin, Meek, Weldon and Diaz-
Balart.

Chairman CoX. This hearing will come to order. The full Com-
mittee on Homeland Security is meeting today to consider perspec-
tives on September 11th, one day before its anniversary. Our hear-
ing is titled “Building Effectively on Hard Lessons.” Our witnesses
will be Ms. Eleanor Hill, the Staff Director of the Joint Intelligence
Committee inquiry, and the Honorable Jim Gilmore, former Gov-
ernor of Virginia and Chairman of the Advisory Panel to Assess
Domestic Response Capabilities for Terrorism Involving Weapons
of Mass Destruction.

We will shortly welcome our witnesses after brief opening state-
ments.

I think everyone recognized what a beautiful day it was today in
Washington, D.C. in fact, the weatherman, as I drove in this morn-
ing, said it was the nicest day that he remembers in our Nation’s
Capital. Two years ago it was very different. The view across the
Potomac, as I evacuated as a Member of the House leadership
down 295, was all black over the Pentagon and it appeared in fact
that the entire cityscape of Washington, D.C. was aflame in smoke
and that our government was threatened as we had witnessed only
in featured films.

I don’t think we will ever forget, any of us, where we were that
day or what went through our minds. And in that sense, 2 years
ago was very recent. We can always draw it back. For my part, I
spent the morning of September 11th, as it happened, at the Pen-
tagon in the private dining room of the Secretary of Defense, Don
Rumsfeld. Paul Wolfowitz was there as well, and we were dis-
cussing how important it was for Congress to take a different look
at our national security to prepare for unconventional threats, not
to fight the old wars of the past but to deal with the future. And
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Secretary Rumsfeld told me that day he expected another unex-
pected event, that that is always what brings America to its atten-
tion, and of course his words could not have been any more pro-
phetic. Just minutes later, the Pentagon itself was attacked.

Those catastrophic terrorist events of September 11th that killed
thousands of Americans exposed the vulnerability of our own coun-
try and the shortcomings of U.S. intelligence services whose mis-
sion it is to prevent such attacks.

Today, on this sad anniversary, in the midst of our war on terror-
ists worldwide, our questions have become more seasoned, or less
raw, than they were just 2 years ago.

We are here today to ask what lessons our intelligence services
have learned and how they can be applied to protect the American
people from another terrorist attack. We ask what went wrong in
order to make sure that we now have it right, or nearly so at least.
We ask what has been done these last 2 years to make us safe
against our new everyday reality that terrorists will always, have
us, our children, our homeland, and our way of life in their mur-
derous sights until they and their supporters are eradicated. We
must live with that. And we know how much has been done, but
today we ask can it be even better.

Many of us were stunned by the coordinated nature of the at-
tacks, which immediately suggested training at a remarkably so-
phisticated level and elaborate planning on an international scale.
We were also stunned by the devastating impact of these attacks.
In a little more than an hour and a half on that beautiful, clear,
early autumn morning, 19 hijackers successfully converted four
heavily fuel-laden commercial aircraft into deadly missiles that de-
stroyed the majestic World Trade Center in New York City. They
blew a massive crater into what many thought was the impen-
etralile Pentagon, and they brutally took the lives of 3,000 innocent
people.

That day brought the worst from heartless terrorists and the
best in the American people. We still vividly recall the courageous
acts of the passengers of United Flight 93 who, responding to Todd
Beamer’s charge, “Let’s roll,” attacked the terrorists who com-
mandeered the plane.

We saw first responders, police, firefighters and emergency med-
ical personnel in New York and Washington act with great skill
and selfless dedication to protect people, to relieve suffering, and
to contain its damage. As we know, many of them—too many of
them—Ilost their own lives in this noble service to others. We have
not forgotten them.

As President Bush stated on that awful day, we owe it to these
victims and to all Americans to ensure that no such attack will
ever occur again on our soil. The President moved quickly to pro-
vide our intelligence services with the capabilities they would need
to prevent terrorism, and he established, with the leadership of the
Congress, the Department of Homeland Security to develop an es-
sential new capability to enhance our security, including promoting
the integrity of the critical infrastructure on which we so heavily
depend.

We won’t know how far we have come without recalling where
we began. The Joint Inquiry of the House and Senate Intelligence
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Committees recently published its declassified version of its report.
The bottom line is that we did not know what we needed to know,
and what we did know did not get where it was needed most when
it was needed.

The Joint Inquiry produced detailed factual findings as well as
a number of systemic findings. We are fortunate to have Eleanor
Hill, Staff Director of the Joint Inquiry, here today. She is un-
equaled in her ability to discuss all aspects of the Inquiry’s conclu-
sions, but since we are here to consider our progress in fighting ter-
rorism and securing our homeland over the past 2 years, I want to
highlight a half dozen of the Inquiry’s systemic findings this after-
noon:

Filrst, the CIA’s failure to watch list suspected terrorists aggres-
sively.

Second, the CIA’s lack of a process designed to protect the home-
land from the terrorist threat.

Third, the Intelligence Community’s insufficient analytical focus
on al Qaeda and the insufficient quality of that analysis, particu-
larly in terms of strategic analysis.

Fourth, the failure of the U.S. Government to bring together in
one place all terrorism-related information from all sources.

Fifth, information was not sufficiently shared not only between
different Intelligence Community agencies but also within indi-
vidual agencies. Nor was information sufficiently shared between
the Intelligence and Law Enforcement Communities.

Sixth, while technology remains one of this Nation’s greatest ad-
vantages, it has not been fully and most effectively applied in sup-
port of U.S. counterterrorism efforts.

The report makes many additional points, of course, but I have
chosen these six because each of them points to a solution the De-
partment of Homeland Security was created to address. The De-
partment of Homeland Security is intended to bring together and
focus the efforts of 22 formerly distinct and disparate agencies
across the Federal Government. All those agencies and their em-
ployees now have a single, shared, and overarching mission of pre-
venting terrorism, protecting our Nation, our people, territory, crit-
ical infrastructure, and way of life and preparing to respond to an-
other attack should one occur.

We now talk about State and local governments as partners, not
as distant, little known, and inconvenient civic cousins. The private
sector and the government now share a mission: to protect the crit-
ical infrastructure on which our dynamic economy depends. And
more than ever before, we look for the answers to the otherwise in-
tractable problems of maintaining our security to the creativity of
our own private sector.

The Department is, in a sense, the hub of the wheel. It holds our
entire homeland security enterprise together, focuses it and gives
us strength, but we must make it still stronger. We on this com-
mittee have from the outset been pressing for full implementation
of the Department’s statutory mandate. The Homeland Security
Act requires that there be an intelligence analytic unit in the De-
partment, entitled by statute to receive, quote, “all reports, includ-
ing information reports containing intelligence which has not been
fully evaluated, assessments, and analytical information relating to



4

threats of terrorism against the United States.” That appears in
section 202.

That the purpose of this is to identify—and now I am again
quoting from the statute—“and assess the nature and scope of ter-
rorist threats to the homeland, detect and identify threats of ter-
rorism against the United States, and understand such threats in
light of actual and potential vulnerabilities of the homeland.” That
is section 201(d)(1).

But what is happening now is that the Department currently is
relying upon a nonstatutory construct called the TTIC, the Ter-
rorist Threat Integration Center, to serve the all-source-based ana-
Iytic function. The Department is merely one of its customers.
That—and I believe my colleagues on both sides of the aisle share
this view—may be a useful interim approach but it is certainly no
part of the Homeland Security Act nor the intent of Congress in
passing it.

We must use the hard lessons of 9/11 to look forward. We all can
use the factual and systemic findings of the Joint Inquiry’s report
as a road map, a basis for asking where we are and whether we
are well on the way to where we must go. We think, for example,
of two of the 9/11 terrorists slipping in and out of the United
States, and, 2 years later, ask do we in fact have a single consoli-
dated watchlist now; and if we don’t, why? And where better to
place that responsibility than in the Department of Homeland Se-
curity? We consider the report’s finding that there were, quote, “se-
rious problems in information sharing prior to September 11th be-
tween the Intelligence Community and relevant nonintelligence
community agencies, including other Federal agencies as well as
State and local authorities.

We ask 2 years on, has the culture of the Intelligence Commu-
nity adapted to the information sharing requirements of the post-
9/11 world? Is the Department of Homeland Security receiving all
the terrorism-related information to which it is entitled, regardless
of its source? Is the Department getting that information to those
who need it in order to protect us, wherever they are? And this
committee will go on, because it is the responsibility of our com-
mittee, the Select Committee on Homeland Security, to assist the
new Department in developing these capabilities. We will exercise
our oversight role constructively and responsibly and effectively,
because the security of the American people depend upon it.

I want to welcome again Governor Gilmore and Ms. Hill here
today, and I look forward to your testimony.

PREPARED STATEMENT OF THE HONORABLE CHRISTOPHER COX,
CHAIRMAN, HOUSE SELECT COMMITTEE ON HOMELAND SECURITY

The catastrophic terrorist attacks of September 11, 2001, exposed the vulner-
ability of the American homeland and the shortcomings of US intelligence services
whose mission it is to prevent such attacks. Today, on this sad anniversary of the
“9/11” attacks, in the midst of our war on terrorists worldwide, our questions have
become more seasoned, are now less raw, than they were just two years ago.

We are here today to ask what lessons our intelligence services have learned and
how they can be applied to protect the American people from another terrorist at-
tack. We ask what went wrong in order to make sure that we now have it right—
or at least nearly so. We ask what has been done these last two years to make us
safe against our new everyday reality: that terrorists will always, until they and
their supporters are eradicated, have us, our children, our homeland, and our way
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of life in their murderous sights. We must live with that. And we know much has
been done, but today we ask: can it be even better?

In little more than an hour on that beautiful, clear early autumn morning, nine-
teen Middle Eastern hijackers successfully converted four heavily fuel laden com-
mercial aircraft into deadly missiles that destroyed the majestic World Trade Center
in New York City, that blew a massive crater into what many thought was the im-
penetrable Pentagon, and that brutally took the lives of 3,000 innocent people. A
day that brought out the worst from heartless terrorists also brought out the best
in the American people. We still recall vividly the courageous acts of the passengers
of United flight 93, who responding to Todd Beamer’s charge, “Let’s roll,” attacked
the terrorists who had commandeered the plane. We saw first responders—police,
firefighters, and emergency medical personnel—in New York and Washington act
with great skill and selfless dedication to protect people, to relieve suffering, and
to contain its damage. As we know, many of them—too many of them—Ilost their
own lives in this noble service to others; we have not forgotten them.

As President Bush stated on that awful day, we owe it to these victims and to
all Americans to ensure that no such attack will ever occur again on our soil. The
President moved quickly to provide our intelligence services with the capabilities
they would need to prevent terrorism. And he established with Congress, the De-
partment of Homeland Security to develop an essential, new capability to enhancing
our national security, including promoting the integrity of the critical infrastructure
on which we so heavily depend.

We won’t know how far we’ve come without recalling where we began. The joint
inquiry of the House and Senate intelligence committees recently published its de-
classified version of its report. The bottom line is we did not know what we needed
to know—and what we did know did not get where it was most needed when it was
needed.

The joint inquiry produced detailed factual findings, as well as a number of sys-
temic findings. We are fortunate to have Eleanor Hill, staff director of the joint in-
quiry, here today; she is unequalled in her ability to discuss all aspects of the in-
quiry’s conclusions. But, since we are here to consider our progress in fighting ter-
rorism and securing our homeland over the past two years, I want to highlight a
half-dozen of the inquiry’s “systemic findings” this afternoon.

1. “The CIA’s failure to watchlist suspected terrorists;” [#1]

2. “[T] lack of emphasis on a process designed to protect the homeland from the
terrorist threat;” [#1]

3. “Prior to September 11, the Intelligence Community’s understanding of al
Qu’aida was hampered by insufficient analytic focus and quality, particularly in
terms of strategic analysis.” [#5]

4. The failure of the U.S. Government to “bring together in one place all ter-
rorism-related information from all sources” [#9]

5. “Information was not sufficiently shared, not only between different Intel-
ligence Community agencies, but also within individual agencies, and between
the intelligence and the law enforcement agencies.” [#9]

6. “While technology remains one of this nation’s greatest advantages, it has not
been fully and most effectively applied in support of U.S. counterterrorism ef-
forts.” [#4]

The report makes many additional points, of course, but I have chosen these six
because each of them points to a solution the Department of Homeland Security was
created to address.

The Department of Homeland Security is intended to bring together and focus the
efforts of 22 formerly distinct and disparate agencies from across the federal Gov-
ernment. All those agencies and their employees now have a single shared and over-
arching mission: Prevent terrorism, protect our nation—our people, territory, critical
infrastructure, and way of life—and prepare to respond effectively to any attack.

We now talk about State and local governments as partners, not as distant, little
known, and inconvenient civic cousins. The private sector and the Government now
share a mission—to protect the critical infrastructure on which our dynamic econ-
omy depends. And more than ever before, we look for the answers to the otherwise
intractable problems of maintaining our security to the creativity of our private sec-
tor. The Department is, in a sense, the hub of the wheel. It holds our entire, home-
land security enterprise together, focuses it and gives it strength.

But we must make it still stronger. We, on this committee have, from the outset,
been pressing for full implementation of the Department’s statutory mandate.

The Homeland Security Act requires that there be an analytic unit in the Depart-
ment entitled, by statute, to receive:
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“all reports (including information reports containing intelligence which has not
been fully evaluated), assessments, and analytical information relating to threats of
terrorism against the United States .. . ,” [sec. 202]

in order to

“identify and assess the nature and scope of terrorist threats to the homeland; de-
tect and identify threats of terrorism against the United States; and understand
sucl(ld)t(hl)”jeats in light of actual and potential vulnerabilities of the homeland.” [
201(d)(1

We have, instead, been hearing that a non-statutory construct called the “TTIC”—
the “Terrorist Threat Integration Center’—is going to serve the all-source-based
analytic function, with the Department as one of its customers. That—and I believe
my colleagues on both sides of the aisle share this view—was certainly no part of
the intent of Congress in passing the Homeland Security Act.

But we must use the hard lessons of “9/11” to look forward. And, while we can
have mixed views of some of the recommendations of the joint inquiry, we all can
use the factual and systemic findings in the joint inquiry’s report as a roadmap—
a basis for asking where we are and whether we are well on the way to where we
must go.

We think, for example, of two of the 9/11 terrorists slipping in and out of the
United States and, two years later, ask: Do we, in fact, have a single, consolidated
watch-list now? And if we don’t, why—and where better to place that responsibility
than in the Department of Homeland Security?

We consider the Report’s finding that there were “serious problems in information
sharing ... prior to September 11, between the Intelligence Community and relevant
non-Intelligence Community agencies,” including other federal agencies as well as
state and local authorities? [# 10]. We ask, two years on: Has the culture of the In-
telligence Community adapted to the information sharing requirements of the post-
9/11 world? Is the Department of Homeland Security receiving all the terrorism re-
lated information to which it is entitled, regardless of its source, and is the Depart-
nillent ge‘(c)ting that information to those who need it in order to protect us, wherever
they are?

I yield now to the distinguished ranking member of this com-
mittee, the gentleman from Texas, Mr. Turner, for his opening
statement.

Mr. TURNER. Thank you, Mr. Chairman. I know as you opened
your remarks discussing the events of your day on September 11th
of 2001, everyone here also recalled our own experiences. And it is
still hard to comprehend that we lost over 3,000 lives, the largest
loss of life in a single day in the history of our country. We all re-
member those pictures of the Twin Towers, pictures of the Pen-
tagon, the pictures of that gaping hole in the ground in the field
in Pennsylvania, and we all remember the determination in the
eyes of those firefighters and those rescue workers who went into
those infernos to save people they did not know. It truly was a
dreadful day in America, and I think we will all recollect that on
that day each of us said to ourselves and collectively that never
again would we be caught unprepared. Never again would we send
some of our bravest citizens, our police, our firefighters, our emer-
gency crews into harm’s way, unable to do the basic things like
communicate with one another. We said never again would we
ﬁllow security gaps to be exploited by those who seek to do us

arm.

We have learned a lot over the last 2 years about how vulnerable
we are to terrorist acts. Our eyes clearly were opened on Sep-
tember 11th to the malice and the evil and the capability of our
enemies, and we also have learned that that threat will not abate.

We have taken important steps over the past 2 years to protect
America. The men and women of our armed services and intel-
ligence services have dismantled the Taliban regime and disrupted
the senior leadership of al Qaeda. In Congress we have taken
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measures to fortify our seaports, our borders, overhaul airport se-
curity, provide intelligence and law enforcement agencies with tools
they need to track down terrorists here and abroad.

We have also created the new Department of Homeland Security
in an effort to make America more secure. We must do all that we
can as a committee and as a Congress to ensure that that Depart-
ment is successful. Yet, we all know that much remains to be done.
It is the goal of this committee, a goal that I share with the Chair-
man and every member, to ensure that America is as secure as it
can be. We must accept nothing less.

Today we are doing exactly what we as legislators must do; that
is, to learn everything we can about the failures that enabled the
attacks to occur 2 years ago, and then to take absolutely every
measure possible to prevent it from happening again. This hearing
is an important part of achieving that goal.

We will hear from two very distinguished experts today whose
experience in how to prevent and prepare for, and, if the worst be-
falls us, to respond to terrorist attacks have meant much to all of
us, and I am pleased to welcome each of our witnesses.

Ms. Eleanor Hill comes highly regarded by both sides of the aisle
in directing the enormously challenging work of the Congressional
Joint Inquiry into the Terrorist Attacks of September 11. The re-
port of that Inquiry led by our colleagues Porter Goss, Jane Har-
man—who serves with us on this committee—and minority leader
Pelosi propose 19 recommendations to prevent further terrorist at-
tacks. I have read the report and I commend you on the work. And
I look forward to the thoughts of our witnesses today on how the
report’s recommendations have been implemented over the past 8
months and what work remains to be done.

This committee stands ready to work alongside others to make
whatever change is necessary to meet the difficult challenge of pre-
venting and responding to terrorist attacks.

Governor Gilmore was studying and advocating for homeland se-
curity before it became a household word. He presided over four re-
ports to date as Chairman of the Advisory Panel to Assess Domes-
tic Response Capabilities for Terrorism Involving Weapons of Mass
Destruction, and we look forward to the fifth report. It is a testa-
ment to the value of these reports that the Congress continues to
reauthorize your work, Governor. I look forward to hearing your
testimony on the findings and recommendations of the Gilmore
Commission. Your recommendations have already been incor-
porated in much of our thinking, and it will be helpful to hear from
you to allow you to discuss what government organizational
changes needed to be made now and what investments we must
make to improve our defenses.

Homeland security is not a partisan issue, it is an American
issue, and we all share the same goal: to do all we can to prevent
terrorist attacks and to fulfill our constitutional duty to provide for
the common defense. Protecting America is the first responsibility
of government, and nothing else matters if we fail to achieve that
goal.

Thank you, Mr. Chairman.

Chairman CoX. Thank the gentleman.

[The information follows:]
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PREPARED STATEMENT OF THE HON. JIM TURNER

Tomorrow our nation commemorates the attacks on America that changed the his-
tory of our nation and the world. Today, and every day, we honor the memories of
those we lost by redoubling our resolve to do all we can to protect America, said
Congressman Jim Turner, Ranking Member of the House Select Committee on
Homeland Security.

Turner spoke before a meeting of the Committee to discuss the results of the Joint
Congressional Inquiry on the Attacks of September 11th.

We remember the horror of the Twin Towers, the Pentagon and the crash in an
open field in Pennsylvania. We remember the determination on the faces of the fire-
fighters and workers who entered the fiery inferno in a valiant attempt to save peo-
ple they did not know.

Never again, we said, would we be caught unprepared. Never again would we
send some of our bravest citizens—our police, firefighters and emergency crews-into
harm’s way unable to communicate with one another. Never again would we allow
large gaps in our security that could be exploited by those who seek us harm.

?It 1s our duty to move faster and stronger to protect America. We have been told
we are safer than we were on September 11, 2001. But that is not the test we must
pass. The question before us is “Are we as safe as we must be to protect the Amer-
ican people?”

Today’s hearing is an important step in achieving that goal. We will hear from
two experts who have significant experience in understanding how to best prevent,
prepare for and respond to terrorist attacks on our nation.

Today, we are doing exactly what we as legislators must do—learn everything we
can about the failures that enabled the attacks of two years ago to succeed, and
then take absolutely every measure in our power to prevent them from happening
again.

That is our solemn vow to the American people.

Chairman CoX. The Vice Chairwoman of the full committee, the
gentlelady from the State of Washington, Ms. Dunn, is recognized
for purposes of an opening statement.

Ms. DUNN. Thank you very much, Mr. Chairman, and I welcome
our witnesses today and look forward to what they have to say.

We have come together today, on the eve of the second anniver-
sary of 9/11, determined to honor the lives lost on that horrible day
by continuing our discussion about how to best ensure that we
don’t ever witness another September 11th, 2001.

The President and Congress have shown an unfaltering commit-
ment to this effort. Over $75 billion have been spent making our
airports safer, securing our seaports, protecting our citizens against
biological attacks. Everyone recognized that reform was needed to
coordinate overgrown Federal agencies so that critical intelligence
would no longer fall through the cracks. On March 1st of this year,
the Department of Homeland Security came to life, harmonizing
the efforts of 22 Federal agencies all sharing a common mission to
wage the war on terror here at home.

The Department of Homeland Security’s job is no small one. This
committee’s role is to oversee the Department as it organizes and
spends resources to protect every aspect of security on the home-
front, and so far we have been successful. There have been no fur-
ther attacks on United States soil. However, we know from reports
issued by experts such as the witnesses who sit before us today, as
well as from firsthand knowledge as an oversight committee, that
there always is room for more improvement. That is why we have
made it a priority to find out what is working well in this effort
and what needs to be changed in the first stages before we devote
endless amounts of resources.

Like any other Federal Government undertaking, our oversight
of DHS includes practicing fiscal responsibility and continuing to
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look for the most efficient ways of getting money from Washington,
D.C. directly to the people who need it. This committee must and
always will be open to constructive discussion about how the home-
land security effort can be made more efficient and more effective.

On this day we also recognize how far we have come in securing
America against terrorism, whether it be as we enter the airport
gate or as we walk our children to the baseball stadium. The per-
manent safety of the American people is paramount to any other
responsibility of the Federal Government, and Congress will con-
tinue to demonstrate, through resources appropriated and respon-
sible oversight of the Department charged with carrying out that
responsibility, our commitment to this most critical duty.

I look forward to the testimony of our witnesses today, and I
yield back.

Chairman CoX. I thank the gentlelady.

Chairman CoOX. The gentleman from the State of Washington,
Mr. Dicks, is recognized for purposes of an opening statement.

Mr. Dicks. I don’t have an opening statement, Mr. Chairman. I
am going to reserve my time for additional questions.

Chairman CoX. The gentleman reserves his time, and the Chair
reminds all members that in lieu of making a 3-minute opening
statement, it is the member’s option to add that time to the 5-
minute rule for purposes of questioning the witnesses if you so de-
sire.

Next in order of appearance, the Chair would recognize for pur-
poses of an opening statement the gentlelady from California, Ms.
Harman, if you wish to make an opening statement.

Ms. HARMAN. Thank you, Mr. Chairman.

Chairman CoX. And as you do that, I want to thank you for your
role in the preparation of this report. And as I recognize each of
the members, including Chairman Goss who serves on this com-
mittee, for the purposes of their opening statement, I will do the
same. But we are deeply indebted to you for your service on this
committee, because it will make our coordinating function work so
much better. Thank you for your service there and here.

Ms. HARMAN. Thank you, Mr. Chairman, I appreciate that. I
would also note, as Ms. Hill knows, that the Joint Inquiry was the
product of 37 members, on a bicameral, bipartisan basis, coming to-
gether to slog through the tough issues and to produce something
that is not only readable but extremely useful. Ms. Hill had to do
the hard work of getting it declassified, and I think it would take
too many hours to relate all those wars, but the recommendations
are very valuable, as are the recommendations in the four Gilmore
reports to date, which I also have here, and the one to come, as
are the recommendations in a lot of other reports that are out
there, one of which is called the Bremer Commission. That was a
commission on which I served, and I just hope we all take advan-
tage of the information out there that highlights problems and di-
rects us to the right fixes.

Let me make one more comment, which is that on the way over
here, we all voted on a motion to instruct conferees on the home-
land security spending legislation. That vote was 347 to 74. The
House can be a bipartisan place, let us remind ourselves. What
that instruction motion does is to instruct conferees to take the
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highest possible level of funding and also insist on the Markey
amendment on screening all cargo carried on passenger aircraft. I
am very pleased that we were able to find such a large margin to
approve that motion to instruct.

I just have a few brief comments in my remaining minute or so,
and the first is that good intelligence now more than ever is the
key to security, internationally and domestically. Intelligence is
crucial to preventing another deadly terrorist attack on America
and to winning the war on terrorism. It is also crucial to per-
suading our citizens and other nations of the correctness of our
policies and actions.

With respect to the events of September 11, no one will ever
know what might have happened had more dots been connected be-
tween the disparate pieces of information, but we do know now of
the systemic failures that caused a breakdown in our intelligence
systems, and we are on notice of what it will take to fix those fail-
ures. And we haven’t yet done enough.

The current instability in Iraq should instruct us that good intel-
ligence is more critical than ever in Iraq, and as the Ranking Mem-
ber on the House Intelligence Committee, I am absolutely deter-
mined to complete our full and unbiased review of what went
wrong with prewar intelligence and to make sure we fix the prob-
lem, not in the regular order, but immediately.

I see Mr. Gibbons here. He is another member of our committee.
We have a bipartisan culture there, and hopefully it will work.

Finally, Mr. Chairman, let me just say to you that this com-
mittee has a huge opportunity, not just to make the Department
of Homeland Security work, which is a critical assignment, but also
to get it right in terms of the strategy that we need to protect the
homeland. More Americans will die here if we have another major
terrorist attack than will die probably in Iraq or other places
around the world. So we are rightly focused here, and I commend
you for holding this hearing. Thank you.

Chairman CoX. Thank the gentlelady.

Chairman CoX. The gentleman from Connecticut.

Mr. SHAYS. I would like to reserve my remarks.

Chairman Cox. All right. The Chairman of the Select Committee
on Intelligence, the gentleman from Florida, Mr. Goss, to whom
this entire committee and the American people as well, I am sure,
owe a debt of gratitude for your work in conducting this Joint In-
quiry, the gentleman is recognized for purposes of an opening
statement.

Mr. Goss. Thank you, Mr. Chairman. I would like to reserve my
time but extend some of that gratitude to Ms. Hill.

Chairman CoX. The gentleman from Michigan, the subcommittee
Chairman on Infrastructure and Border Protection, Mr. Camp.

Mr. Cawmp. I will reserve my time, Mr. Chairman.

PREPARED STATEMENT OF THE HONORABLE DAVE CAMP, CHAIRMAN,
SUBCOMMITTEE ON INFRASTRUCTURE AND BORDER SECURITY

Thank you Mr. Chairman. I would like to make a brief statement and begin by
thanking our witnesses, Ms. Eleanor Hill and former Governor Jim Gilmore, for
joining us for this important hearing.

September 11th forced our nation to take stock of the international threats and
our vulnerabilities to those threats. The Gilmore Commission, the Hart-Rudman
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Commission and the Joint Inquiry, along with other government and private sector
studies and working groups are providing new ideas and proposals to address the
problems identified by the September 11th attacks.

Since the September 11th terrorist attacks, there has been a major shift in focus
on and within the Intelligence Community. Although international terrorism has
been a major concern for the last decade, the Intelligence Community did not pro-
vide a specific warning of the September 11, 2001 attacks. Intelligence agencies face
an enormous challenge in acquiring information about the composition, location, ca-
pabilities, plans, and ambitions of terrorist groups. Meeting this challenge requires
unique and specialized skills.

Counterterrorism requires strong human intelligence, the use of agents to acquire
information and, in certain circumstances, to carry out covert actions. The impor-
tance of recruitment and training has been highlighted and need continual support
and attention from Congress.

Countering terrorism also requires close cooperation between law enforcement
and intelligence agencies. While the bureaucratic obstacles that have previously
hampered information sharing between different intelligence agencies are being ad-
dressed, more work needs to be done, while remaining watchful of civil liberty and
privacy protections. The network between federal intelligence agencies and our state
and local first responders can be strengthened.

Congress and the Administration created the Department of Homeland Security
a little over six months ago and tasked the new agency with the large responsibility
of intelligence analysis and evaluation. While, DHS is still organizing and restruc-
turing, Congress has the responsibility to provide a clear framework to guide the
unprecedented and uncertain evolution of intelligence sharing and organization. To-
day’s hearing is another step in this oversight process.

I would again like to thank Ms. Hill and Governor Gilmore for their participation
and willingness to testify before the Select Committee on Homeland Security. Your
past experiences in evaluating and in-depth analyses of the intelligence environment
prior to the terrorist attacks are of great value to this Committee.

I yield back my time.

Chairman CoX. Let me ask this. Does any member on this side
wish to be recognized for purposes of an opening statement?

Does any member on the minority side—oh, I am sorry. Mr. Lin-
der. No. I am sorry. Does any member on the minority side wish
to be recognized for purposes of an opening statement?

Mr. Pascrell wishes to be recognized and is recognized for 3 min-
utes.

Mr. PASCRELL. Thank you, Mr. Chairman.

The anniversary of the terror attacks against our American fam-
ily looms over us this week, its presence felt in everything we do,
but I am glad that, along with the congressional tributes and re-
membrances, that this committee is focused on specific issues and
ideas designed to make Americans safer and more secure from
those who wish to bring us suffering and pain.

The victims of September the 11th came from 735 towns and cit-
ies in 40 different States, all members of one American family. My
district, like so many others, lost wonderful people, brothers and
sisters and mothers and fathers, dear friends. Fifty-four people
from the Eighth Congressional District died that day, so I take my
role on this committee very seriously, as all of you do. And it is
with great frustration that we sit here, 2 years after the attacks,
with much more still to do. There is still no single database or an
integrated list of suspected terrorists for the worldwide use of intel-
ligence officers, Federal, State and local law enforcement, border
inspectors and immigration officials. State and local law enforce-
ment officials, at least in my district, currently receive inadequate
levels of information from the Federal Government. And there is
still no threat vulnerability assessment. Yet, we are spending
money, perhaps much of it being misused.
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These are things that must be completed. One could argue that
all other items on the agenda should not have been up for discus-
sion until we took care of these national security needs earlier. So
before us today are two distinguished professional people who have
given up large portions of their lives to study homeland security.
I appreciate their willingness to be before us today.

In the report, Mr. Chairman, on page 5 in the Executive Sum-
mary, we talk about the Intelligence Community failed to capitalize
on both the individual and collective significance. And I take issue
with that, because the Intelligence Committee really is a reflection
of those in Washington who determine foreign policy for this Na-
tion. And it would seem to me that if we are going to direct criti-
cism at that Intelligence Committee, we ought to be a lot more
careful in examining the very foreign policy which created and pre-
cipitated terror throughout this country and continues to do
throughout this world.

A foreign policy to a point should not be color-blind, culturally
blind, or spiritually blind. And if it is, we must understand what
the consequences may be. What in foreign policy stimulated per-
haps and precipitated terror? What in our foreign policy continues
to do that? And I mean this for both political parties.

Which leads me to a final point, Mr. Chairman, if I may.

Chairman CoX. The gentleman’s time has expired.

Mr. PASCRELL. I make a suggestion to this committee that we
change what we look like. And my suggestion today through the
Chair, and not for discussion but hopefully would be considered,
that this committee which is statutorily—which statutorily exists,
fashion itself after the Ethics Committee, which is the only other
committee that I know of in the Congress of the United States
which is split 50-50 where we have co-chairmanships. If the issue
of protecting our children and our grandchildren and our neighbor-
hoods is so significant—and I believe it is, and all of us here think
that it is—then this committee should be absolutely bipartisan and
we should have shared chairmanships in order to move on. This is
a disservice to the majority and a disservice to the minority where
we move more political than in the public’s interest, Mr. Chairman,
and I ask that this be taken under consideration at a proper time.

Chairman CoX. I appreciate the gentleman’s suggestion. The
gentleman’s time is expired.

Chairman CoX. Does any other member on the minority side
seek to be recognized? The gentlelady from New York, Mrs. Lowey,
is recognized for 3 minutes.

Mrs. LOWEY. Thank you, Mr. Chairman. I would like to join you
in welcoming our witnesses, and we look forward to your testi-
mony.

Tomorrow many of us will return home to commemorate Sep-
tember 11th in our communities, and as I meet with my constitu-
ents, with first responders and doctors, school superintendents and
parents, those families and that day are always in our minds.

Today we will discuss opportunities and challenges to increase
homeland security, but we must remember the people we rep-
resent, and on Sept. 11th as today, our communities depend first
and foremost on firefighters and police to protect them and to help
them in times of crisis. And I believe it is the responsibility of this



13

Congress to make sure that local communities are prepared to pre-
vent or respond to an attack.

So as we look through this material, we always have to keep our
local communities in mind. And with this hearing, I hope we have
time to address intelligence as it relates to local communities. It is
extremely important that first responders be integrated into our
national intelligence network, and this has been discussed at pre-
vious meetings, but with the information I have to date, it has not
been done effectively.

So as far as I am concerned, it is important that they can also
contribute to intelligence gathering, prevention and response to an
attack in ways that are both smart and effective. They must be
able to communicate quickly with Federal, State, and other local of-
ficials in order to have a clear understanding of the situation and
to react in the best and fastest possible way.

And there are many lessons, as we know, that we learned about
September 11th. Let’s have no doubt that one of the most impor-
tant one centers on people; within the buildings and cities targeted
on September 11th were people from all over the world. Our com-
munity, the idea of America, was attacked. We are here today to
make our country better prepared, and to do that we must make
sure that our communities are better prepared.

So I want to thank the witnesses once again for joining us, and
I will save the balance of my time for questions. Thank you.

Chairman CoX. Thank the gentlelady.

Chairman Cox. Who seeks recognition?

Ms. SLAUGHTER. Mr. Chairman, I have an opening statement,
but in the interest of time I would ask unanimous consent to just
insert it in the record.

Chairman CoX. By all means. Without objection, so ordered.

[The information follows:]

PREPARED STATEMENT OF THE HONORABLE LOUISE McINTOSH SLAUGH-
TER, A REPRESENTATIVE IN CONGRESS FROM THE STATE OF NEW YORK

With this anniversary, we remember one of the greatest tragedies in our nation’s
history. We commemorate the three thousand innocent lives that were lost when
terrorists murdered in the name of hate. We pay tribute to the bravery and courage
displayed by the first responders who served in New York City, at the Pentagon and
in Pennsylvania. We pray for the families who lost loved ones on that terrible day.

From the calamity emerged strength, hope and an outpouring of charity that
could happen only in America. All Americans came together to support each other
and aid victims. In my district, thousands opened their hearts to help the harmed.
Without a second thought, dozens of firefighters, paramedics and other first re-
sponders rushed to New York City. Ordinary citizens got in their cars and drove
for hours to offer their help.

Businesses and citizens gave whatever they could. Wegman’s Food Markets lit-
erally sent tons of food and supplies to New York City. LaRocca’s restaurant in
Rochester opened up on their day off and gave all their profits to the Red Cross.
Mitchell Green, a 5-year-old from Rochester, raised $50 for the Red Cross by selling
American flags he printed out. Hundreds of other children in Western New York
collected pennies, washed cars or sold lemonade to raise money for victims.

Acts likes these helped our nation to emerge stronger and more full of pride than
ever before. We stand unified in the war against terror and the battle to protect/
maintain America’s freedom.

Eternal vigilance is the price of liberty. Even as we pause to remember so must
we move forward. Duty obliges us to prepare, prevent, and protect. This committee
and this Congress must remain ever vigilant in our ongoing efforts to secure this
great nation. Thank you for taking the time to appear before us today and share
the results of your hard work.
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Chairman Cox. The gentlelady from—oh, I am sorry, Mr.
Etheridge.

Mr. ETHERIDGE. Thank you, Mr. Chairman. I ask—

Chairman Cox. Mr. Etheridge is recognized for 5 minutes for
purposes of an opening statement.

Mr. ETHERIDGE. I ask unanimous consent that the balance of my
statement be included in the record.

Chairman Cox. Without objection.

Mr. ETHERIDGE. I have a brief opening statement.

Let me welcome our witnesses today, and like all Americans I
will never forget the experience of 9/11 and where I was. We were
having our annual meeting of roughly 200 business people from
North Carolina who were here in Washington that day, and they
were in a seminar at the time that a plane crashed into the World
Trade Center. I remember seeing with my own eyes the smoke
pouring out of the Pentagon as we walked out of the building to
evacuate it. And I will never forget the sight of that proud building,
which represents so much of our Nation’s strength, charred and
wounded. Among all of us there was fear for our own situation and
grief for those that we had lost, but there was an underlying defi-
ance that we would never be cowered.

Since then, Congress has made great strides in our efforts to pro-
tect our Nation. Last year we passed a Homeland Security Act
which established the Department of Homeland Security. This year
saw the formation of this Select Committee on Homeland Security
which has been charged with the oversight of that newly created
Department.

However, my service on this committee has given me the oppor-
tunity here in all of the evolution of the Department and meet with
many first responders, as my colleague first talked about, and we
need to do more in this area. We aren’t doing as much as we need
to. I am afraid that our progress is slowing, and other events are
drawing attention away from the critical need to secure our Nation
from terrorist threats.

Ms. Hill has appropriately pointed out that the administration
has not learned the right lessons from the al Qaeda terrorists. The
American people deserve to know that the leaders of the Federal
Government are taking all appropriate actions to protect them from
f}‘1a1rm, and this administration’s effort has been inadequate thus
ar.

Recent news reports as well of the two distinguished witnesses
today clearly indicate the need to make the Select Committee on
Homeland Security permanent, and clarifies jurisdiction and over-
sight function. And I would trust the leadership of this House
would move forward and ensure that this body will be permanent
and empower the committee to carry out its necessary functions.

I will reserve the balance of my time and insert the balance in
the record, Mr. Chairman.

Chairman CoX. I thank the gentleman.

[The information follows:]

PREPARED STATEMENT OF THE HON. BOB ETHERIDGE

Thank you, Chairman Cox and Ranking Member Turner, for giving members of
the Homeland Security Committee the opportunity to speak about our experiences
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on 9/11 and share some thoughts on the progress our nation has made in the areas
of domestic security.

Like all Americans, I will never forget my experiences on 9/11. We were in the
middle of our annual Washington meeting with members of North Carolina’s busi-
ness community. There were about 200 people from across North Carolina in a sem-
inar with us, when we learned that a plane had crashed into the World Trade Cen-
ter.

I remember seeing with my own eyes the smoke pouring out of the Pentagon. I
will never forget the sight of that proud building, which represents so much of our
nation’s strength, charred and wounded. Among all of us, there was fear for our own
situation and grief for those who had been lost, but there was an underlying defi-
ance that we would not be cowered.

Since then Congress has made great strides in its effort to protect our nation.
Last year we passed the Homeland Security Act which established the Department
of Homeland Security. This year saw the formation of the Select Committee on
Homeland Security, which was charged with oversight of the newly created Depart-
ment. It is an honor to join so many other distinguished members of the House and
to serve under the solid leadership of Chairman Cox and Ranking Member Turner.

However, my service on this Committee has given me the opportunity to hear a
follow the evolution of the Department of Homeland Security and meet with first
responders from all over my state. I'm afraid that our progress is slowing, and other
events are drawing attention away from the critical need to secure our nation from
terrorist threats.

Ms. Hill has appropriately pointed out that the Administration still has not
learned the right lessons about the Al Qaida terrorists. The American people de-
serve to know that the leaders of the federal government are taking all appropriate
actions to protect them from harm, and this Administration’s effort has been inad-
equate at best.

Recent news reports, as well as the reports of the two distinguished witnesses
today clearly indicate the need to make the Select Committee on Homeland Security
permanent and clarify its jurisdictional and oversight functions once and for all.

Unfortunately, the Republican leadership in the House has failed to provide the
assurance that this body will permanently empower the Committee to carry out
these necessary functions.

On Sunday the President indicated that terrorists continue to threaten our na-
tion, so we must put aside our differences and give this committee the authority it
needs to provide effective oversight of the Department of Homeland Security’s crit-
ical functions.

I also want to take this opportunity to mention the need for our leaders to recog-
nize the danger terrorists pose to our nation’s agricultural system and food supply.
A bioterror attack could have devastating and far-reaching consequences on our na-
tion’s economy. Although people would not lose their lives, the impact on the agri-
cultural and transportation systems could bring our economy to its knees, and it is
already crouching now.

Agriculture is hugely important to North Carolina and this nation, and I want
this committee to conduct a field hearing in my district to hear from folks on the
frorﬁt lines of what could be one of our most vulnerable soft targets for terrorist at-
tack.

Finally, I would like to close by thanking our witnesses for their testimony here
today, and to remember the victims, and heroes of that tragic day two years ago.

Chairman CoXx. The gentlelady from the District of Columbia,
Delegate Eleanor Holmes Norton, is recognized for purposes of an
opening statement for 3 minutes.

Ms. NORTON. Thank you, Mr. Chairman. I too want to welcome
today’s witnesses and look forward to clarifications from them in
light of their most important reports.

9/11 is likely to be for this generation what the assassination of
President Kennedy was for my generation. That is to say, the event
by which other events will be measured, the event that makes you
ask where were you on that date. But I know where I was: with
three school children and three teachers who went down in that
plane in the Pentagon along with a significant number of other
D.C. residents, the school children and the teachers who were
being rewarded for good marks and for service to their schools.
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Of course today we are told that we should direct ourselves to
the threat against our homeland in Iraq. Maybe so. But this com-
mittee is going to be held accountable for vulnerabilities to the
homeland right under our nose. That is why the two reports are
so important.

I want to raise two issues right under our noses, not in a far-
away land, that concern me and that are simply representative, I
think, of the plethora of outstanding issues: the absence of clear in-
telligence priorities based on threats and vulnerabilities. What am
I to do when the security chief at Union Station comes to see me
and says that there is nothing that has been done about security
in the train system? The station is the center of the commuter
train travel across boundaries. He talks about tracks, passengers,
cargo. How am I to assess whether that—whether we are where we
should be in that regard, with no sense of what the priorities in
homeland security are in the first place? I can’t tell him, well, we
are going to get to that. I can’t tell him that is happening. This is
the kind of problem that I think that—and he comes to see me in
part because I am a member of the Homeland Security Committee.

Or, let’s take charter service. It is down in this region. But gen-
erally it is a part of airline service. We haven’t even gotten to that
yet. When are we going to get to it? Where does it stand in the pri-
orities?

Or, you look at television, and somebody says that there is con-
struction and an airport is wide open. Very different from if you
happen to be an employee at the airport. How am I to measure
whether that is good or bad if there are no priorities that exist that
Ihcan? point to that I know we are getting to or we have gotten
there?

Finally, let me say a word about watchlists. If you happen to rep-
resent the Nation’s Capital, you live here and you know that 2
years after 9/11 there still isn’t any database of suspected terrorists
from around the world, you really don’t feel safer than you did on
9/11. I don’t want to oversimplify this, but we are not asking that
all the terrorists in the world be identified, just that they be put
in one place on the same list, and that local and State officials have
access to them. I know this is more than pushing a button or doing
a computer run, but it does seem to me that 2 years later, one list
somewhere where local law enforcement officers or people at ports
of entry can go to is not too much to ask.

Those are representative of the kind of tasks, issues, that I think
need to be raised here this afternoon. And I thank you, Mr. Chair-
man.

Chairman CoX. Thank the gentlelady.

Chairman CoX. Does any other member seek recognition?

Mr. Langevin.

Mr. LANGEVIN. Mr. Chairman, I ask unanimous consent to—

Chairman CoX. Mr. Langevin is recognized for 3 minutes for pur-
poses of an opening statement.

Mr. LANGEVIN. Could I just ask unanimous consent to insert my
statement into the record?

Chairman CoX. All members are advised that the record will be
left open for the balance of the week, until the close of business on
Friday, for purposes of additions to the record. Without objection.
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Chairman CoX. Does any other member seek recognition? If not,
I invite our witnesses to the table. And while our witnesses are
taking their seats, I want to thank all of the members of this com-
mittee—Mr. Goss, Ms. Harman, Mr. Boehlert, Mr. Gibbons— who
served on the Joint Inquiry for your work in getting us to this
point. We look very much forward, Governor Gilmore, Ms. Hill, to
your testimony today.

Normally we ask that witness statements be limited to 5 min-
utes, but by prior arrangement with the committee, Ms. Hill, your
testimony 1s going to be summarized in something more like 7 to
8 minutes. Take the time that you think is necessary for that pur-
pose, because this is an important topic.

Welcome.

STATEMENT OF ELEANOR HILL, STAFF DIRECTOR, JOINT
INTELLIGENCE COMMITTEE INQUIRY

Ms. HiLL. Thank you, Mr. Chairman. I have—

Chairman Cox. We need your microphone.

Ms. HiLL. Thank you. I have a long written statement which I
would like to offer to be included for the record, but I am going to
try to briefly summarize it.

Part of the hazards of writing a report that is 800 pages and is
full of facts is that it is very difficult to summarize that in a few
minutes, but I think I can do that.

So with that preface, good afternoon, Chairman Cox, Ranking
Member Turner, and members of the committee. I appreciate your
invitation to discuss with you the final report of the Joint Inquiry
by the House and Senate Intelligence Committees which, as you
know, focused on the activities of the Intelligence Community as
they related to the terrorist attacks of September 11th and, as
such, is clearly relevant to your focus on homeland security.

Several members of this committee, as you know—Mr. Goss, Ms.
Harman, Mr. Boehlert and Mr. Gibbons—also served on our Joint
Inquiry. They have considerable familiarity with these issues, and
I am sure they will prove tremendously helpful to you as this com-
mittee considers how to best apply the lessons of September 11 to
the challenges of homeland security.

Our unclassified version of the Joint Inquiry’s report was re-
leased on July 24th, 2003, and it numbers over 800 pages in
length. That report was the culmination of a tremendous and I be-
lieve unprecedented amount of joint work and joint effort by two
permanent congressional committees, which included review of
500,000 pages of relevant documents, investigative interviews and
discussions with over 600 individuals, testimony and evidence pro-
duced at 13 closed sessions of the two committees, and 9 public
hearings and nearly 7 months of difficult and often frustrating de-
classification negotiations with the Intelligence Community.

From the outset, the inquiry faced considerable, even daunting
challenges: a huge amount of investigative work in a limited time
frame, undertaken by two House and Senate committees with a
single nonpartisan investigative staff, during a period of unques-
tioned national crisis, emotional upheaval, and open skepticism
about the effectiveness and the objectivity of a congressional re-
view. Given all those circumstances, any chance of success would
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have been impossible absent strong, steady, and committed leader-
ship at the helm.

In the House we were very fortunate to have Chairman Goss and
Ranking Member Pelosi, and, in the Senate, Chairman Graham
and Vice Chairman Shelby. I cannot tell you how important their
support and their constant determination to work together was to
our ability to uncover the facts and to achieve bipartisan consensus
on recommendations.

Let me just say a few words about Chairman Goss, who is a
member of your committee and is here this afternoon, and with
whom I have had the very great pleasure and privilege of working
throughout the course of this Joint Inquiry. Much of the Inquiry’s
success can be and should be credited to his very hard work, his
unflagging support, and his strong commitment to follow the facts
thoroughly and objectively throughout the entire effort. In short, he
made my job far easier, and I thank him again for his help and
support.

With that, let me skip over some of this and focus on three of
the repeated themes that I think run through the systemic find-
ings. My statement goes into much more detail as to the factual
systemic findings and also the recommendations.

The report does have 16, what we term systemic findings, which
identify and explain systemic weaknesses that the committees felt
hindered the Intelligence Community’s counterterrorism efforts
prior to September 11th. Many of those findings relate in whole or
in part to three problem areas that, at least in my view, are criti-
cally important and repeatedly surface throughout the course of the
Inquiry. Those three are a lack of access to relevant information,
a lack of adequate focus on the terrorist threat to the domestic
United States, and a lack of sufficient quality in both analytic and
investigative efforts.

On the topic of access, even the best intelligence will prove
worthless if our Intelligence Community is unable to deliver that
intelligence to those who need it in time for them to act on it. The
report finds that within the community, agencies did not ade-
quately share relevant counterterrorism information for a host of
reasons, including differences in missions, legal authorities, and
agency cultures.

Serious problems in information sharing also persisted between
Intelligence Community agencies and other Federal agencies as
well as State and local authorities. The report contains numerous
examples of these problems. The information on al-Midhar and al-
Hazmi’s travel to the United States, despite numerous opportuni-
ties, never reached the San Diego FBI in time for them to cap-
italize on their informant’s contacts with the two hijackers.

Prior to September 11th, the Phoenix electronic communication
was not shared with the FBI agents handling Zacarias Moussaoui
or with the FBI agent whose informant knew that al-Hazmi was
taking flight training in Arizona which, of course, was part of the
subject of of the Phoenix memao.

The Phoenix memo was also not shared even with the FAA. The
FAA also did not receive all of the intelligence reporting on the pos-
sible use of aircraft as weapons. The CIA also did not provide the
State Department with almost 1,500 terrorism-related intelligence
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reports until after September 11th. Other nonintelligence Federal
agencies as well as State and local authorities complained about
their lack of access to relevant intelligence. Even Intelligence Com-
munity analysts complained about their inability to have access to
raw but highly relevant intelligence information held within other
Intelligence Community agencies.

Lack of focus. Even in instances where relevant information was
available, there was a lack of sufficient focus on the bin Laden
threat to the domestic United States.

The report concludes that the U.S. foreign intelligence agencies
paid inadequate attention to the potential for a domestic attack,
and that, at home, counterterrorism efforts suffered from the lack
of an effective domestic intelligence capability.

Again, examples are plentiful in the report. While the DCI had
declared war on bin Laden in December of 1998, the Director of the
National Security Agency at the time told the Inquiry that he be-
lieved, quote, “The DCI was speaking for CIA only.” The report
found that prior to September 11th neither the FBI nor NSA fo-
cused on the importance of identifying and then ensuring coverage
of communications between the United States and suspected ter-
rorist facilities abroad. And the report goes on to state that, in fact,
we now know that one of the hijackers did communicate with a
known terrorist facility in the Middle East while he was living in
the United States.

Former Secretary of Defense John Hame told the Inquiry that he
could not recall ever seeing an intelligence report on the existence
of terrorist sleeper cells in the United States. He noted, “We
thought we were dealing in important things, but we missed the
domestic threat from international terrorism.”

Former National Coordinator for Counterterrorism, Richard
Clark, stated that when he visited FBI field offices to increase their
focus on al Qaeda, quote, “I got sort of blank looks of what is al
Qaeda.” The FBI counterterrorism agent responsible for the inform-
ant that had contacts with the hijackers told the Inquiry he never
discussed bin Laden or al Qaeda with that informant before Sep-
tember 11th, because that was, quote, “not an issue in terms of my
assignments.”

The former chief of the Counterterrorist Center’s bin Laden unit
testified that between 1996 and 1999, “the rest of the CIA and the
Intelligence Community looked on our efforts as eccentric and at
times fanatic.”

Finally, lack of quality. The report cites quality problems in two
critically important areas: analysis and investigation. In analysis,
the report concludes that there was a dearth of creative, aggressive
analysis targeting bin Laden and a persistent inability to com-
prehend the collective significance of individual pieces of intel-
ligence. There was little or no analytic focus on, for example, re-
ports about terrorist interests in aircraft as weapons and reports
on the likelihood that Khalid Shaikh Mohammed was recruiting in-
dividuals for terrorist activity within the United States.

The former FBI Assistant Director for Counterterrorism, quote,
“could not recall any instance where the FBI headquarters’ Ter-
rorism Analytic Unit produced an actual product that helped out.”
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Richard Clark testified that the FBI, quote, “never provided anal-
ysis to us even when we asked for it, and I don’t think that
throughout that 10-year period we had any analytical capability of
what was going on in this country.”

In investigations, the report concluded that the FBI was unable
to identify and monitor effectively the extent of activity by al
Qaeda and other international terrorist groups operating in the
United States. While in the United States, a number of hijackers
successfully eluded FBI detection despite their interaction with
subjects of FBI counterterrorism investigations. Even after the CIA
watch-listed al-Midhar and al-Hazmi on August 23, 2001, there
was less than and all-out investigative effort to locate what
amounted to two bin Laden associated terrorists in the United
States during a period when the terrorist threat level had escalated
to a peak level.

While the Inquiry found, in its own review of CIA and FBI docu-
ments, information suggesting specific sources of foreign support
for some of the hijackers while they were in the United States, CIA
and FBI officials were unable to definitively address the extent or
the nature of such support despite the serious national security im-
plications of that information. The FBI Director acknowledged that
it was the Joint Inquiry’s report that brought some of these facts,
which were found in CIA and FBI documents, to his attention.

The Inquiry referred this material to the FBI and CIA for further
investigation, and the report notes that only recently and in part
due to the Inquiry’s focus on the issue did the CIA and FBI
strengthen efforts in those areas.

In closing, let me underscore the importance of the thought con-
veyed by the title of today’s hearing, “Perspectives on 9/11: Build-
ing Effectively on Hard Lessons.” Those of us associated with the
Joint Inquiry are convinced that there is indeed much to be learned
from the story of September 11th, both for the Intelligence Commu-
nity and for our Nation. The lessons are hard, they are bitter, and
they are tragic, but the importance of their message is undeniable.
They are our clearest road back to a far safer and brighter future
for all Americans. The Joint Inquiry’s report can, I believe, serve
as an excellent road map for that journey.

Thank you, Mr. Chairman. I will be, obviously, glad to answer
any questions.

Chairman CoX. Thank you, Ms. Hill.

[The statement of Ms. Hill follows:]

PREPARED STATEMENT OF MS. ELEANOR HILL

Good afternoon, Chairman Cox, Ranking Member Turner, and Members of the
Committee. I very much appreciate your invitation to discuss with you the Final Re-
port of the Joint Inquiry by the House and Senate Intelligence Committees. That
Inquiry focused on the activities of the Intelligence Community as they related to
the terrorist attacks of September 11th, 2001 and, as such, is clearly relevant to this
Committee’s focus on homeland security. Several Members of this Committee—Mr.
Goss, Ms. Harman, Mr. Boehlert, and Mr. Gibbons—also served on the Joint In-
quiry. Their considerable familiarity with these issues will also, I am sure, prove
tremendously helpful as this Committee considers how to best apply the lessons of
September 11th to the challenges of homeland security.

As you know, on July 24, 2003, an unclassified version of the Joint Inquiry’s Re-
port, numbering over 800 pages in length, was publicly released. That Report was
the culmination of a tremendous, and unprecedented, amount of joint work and joint
effort by two permanent Congressional Committees, including: the review of 500,000
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pages of relevant documents; investigative interviews and discussions with over 600
individuals; testimony and evidence produced at 13 closed sessions and 9 public
hearings; and nearly seven months of difficult and often frustrating declassification
negotiations with the Intelligence Community. I served as the Joint Inquiry’s staff
director and, as a result, this report, and the investigation and hearings on which
it is based, consumed most of my focus and my life for the last year. It was, in all
respects, an intense and extraordinary experience for me. I am, in short, grateful
and glad to have been a part of the Committees’ historic and bipartisan effort to
mm}/le the country forward, in a constructive manner, from the trauma of September
11th.

From the outset, the Inquiry faced considerable, even daunting, challenges: a
huge amount of investigative work in a limited timeframe, undertaken by two
House and Senate Committees with a single nonpartisan investigative staff, during
a period of unquestioned national crisis, emotional upheaval, and open skepticism
about the effectiveness and objectivity of a Congressional review. Given all those cir-
cumstances, any chance for success would have been impossible absent strong,
steady, and committed leadership at the helm: - in the House, we were fortunate
to have Chairman Goss and Ranking Member Pelosi, and, in the Senate, Chairman
Graham and Vice Chairman Shelby. I cannot tell you how important their support
and their determination to work together was to our ability to uncover the facts and
to achieve bipartisan consensus on recommendations of substance for needed reform.
Let me say just a few words about Chairman Goss, who also serves on this Com-
mittee, and with whom I have had the great pleasure and privilege of working
throughout the course of the Joint Inquiry. Much of the Inquiry’s success can be
credited to his hard work, his unflagging support, and his strong commitment to
“follow the facts” thoroughly and objectively throughout the entire effort. In short,
he made my job far easier and I thank him again for his help and his support.

Let me now turn to the unclassified version of the Joint Inquiry’s Report, which
is the focus of today’s hearing. As I mentioned, the Report is quite lengthy and sets
forth numerous findings and recommendations, along with a considerable amount
of supporting discussion and factual detail. My testimony is intended to highlight,
as you requested, some of the Report’s central themes and some, but not necessarily
all, of the findings and recommendations. For a more complete picture, I encourage
the Members of this Committee to read the findings, discussion, and recommenda-
tions sections of the Report.

Taken together, those findings and recommendations reflect, to a large degree, the
Joint Inquiry’s three principal goals:

- Determine what the Intelligence Community knew or should have known prior
to September 11th, regarding the international terrorist threat to the United States,
including the scope and nature of any possible terrorist attacks against the United
States and its interests;

- Identify any systemic problems that may have impeded the Intelligence Commu-
nity’s ability to discover and prevent the September 11th attacks in advance; and

- Make recommendations for reform to correct those problems and thus improve
the Intelligence Community’s ability to prevent similar attacks in the future.

Factual Findings

The Report begins with a series of “factual findings”, which speak to the question
of what the Intelligence Community did or did not know, or should have known,
prior to September 11th, 2001, regarding the attacks. Supported by discussions of
specific facts, documents, and testimony compiled by the Inquiry, these findings in-
clude:

- While the Community had amassed a great deal of valuable intelligence regard-
ing Usama Bin Ladin and his terrorist activities, none of it identified the time, place
and specific nature of the September 11th attacks. While there was no single “smok-
ing gun”, the Report confirms that the Community had various other information
that was both relevant and significant;

- During the spring and summer of 2001, the Intelligence Community experienced
a significant increase in the information indicating that Bin Ladin intended to
strike United States interests in the very near future. The National Security Agency
(NSA), for example, reported at least 33 communications indicating a possible, im-
minent terrorist attack in 2001. Senior U.S Government officials were advised by
the Intelligence Community on June 28 and July 10, 2001, for example, that the at-
tacks were expected to “have dramatic consequences on governments or cause major
casualties” and that “[a]ttack preparations have been made.” An August 2001 As-
sessment by the DCI’s Counterterrorist Center (CTC) reported: “for every UBL oper-
ative that we stop, an estimated 50 operatives slip through our loose net undetected.
Based on recent arrest, it is clear that UBL is building up a worldwide infrastruc-
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ture which will allow him to launch multiple and simultaneous attacks with little
or no warning”. Some Community personnel described the 2001 increase in threat
reporting as unprecedented;

- Beginning in 1998 and continuing into the summer of 2001, the Intelligence
Community received a modest, but relatively steady stream of reporting that indi-
cated the possibility of terrorist attacks within the United States. A 1998 intel-
ligence report, for example, suggested “UBL is planning attacks in the U.S.
———] says plans are to attack in NY and Washington. Information mentions
an attack in Washington probably against public places. UBL probably places a high
priority on conducting attacks in the U.S. ...CIA has little information on UBL
operatives in the U.S.” In August 2001, a closely held intelligence report for senior
government officials advised that al-Qa’ida members had resided in or traveled to
the United States for years and maintained a support structure here. The same re-
port included, among other things, FBI judgments about patterns of activity con-
sistent with hijackings or other forms of attacks as well as information acquired in
May 2001 that indicated a group of Bin Ladin supporters was planning attacks in
the United States with explosives. Nonetheless, the predominant Community view,
during the spring and summer of 2001, was that the threatened Bin Ladin attacks
would occur overseas. The FBI's Executive Assistant Director for Counterterrorism,
for example, testified that, in 2001, he thought there was a “98 percent” chance that
the attack would be overseas;

- From at least 1994, the Community had received information indicating that ter-
rorists were contemplating, among other means of attack, the use of aircraft as
weapons. In 1998, for example, information was received about a Bin Ladin oper-
ation that would involve flying an explosive-laden aircraft into a U.S. airport and,
in summer 2001, about a plot to bomb a U.S. embassy from an airplane or crash
an airplane into it. There was also information suggesting Bin Ladin’s interest in
targeting civil aviation within the United States. In 1998, for example, intelligence
information indicated that “...member of UBL was planning operations against U.S.
targets. Plans to hijack U.S. aircraft proceeding well. Two individuals [————
-] had successfully evaded checkpoints in a dry run at a NY airport.” This kind of
information did not, however, stimulate any specific Intelligence Community assess-
ment of, or collective U.S. government reaction to, the possible use of aircraft as
weapons in a terrorist attack;

- Although, prior to September 11th, relevant information that is significant in
retrospect regarding the attacks was available to the Intelligence Community, the
Community failed to focus on that information and to appreciate its collective sig-
nificance in terms of a probable terrorist attack. As a result, the Report concludes
that the Community missed opportunities to disrupt the September 11th plot by de-
nying entry to or detaining would-be hijackers; to at least try to unravel the plot
through surveillance and other investigative work within the United States, and to
generate a heightened state of alert and thus harden the homeland against attack.
’Iih?i Report details the information which the Community failed to capitalize on, in-
cluding:

- information, which lay dormant within the Community for as long as 18 months,
that two Bin Ladin associated terrorists would likely travel to the United States.
The two were Khalid al-Mihdhar and Nawaf al-Hazmi, who would ultimately be
among the hijackers that crashed American Flight 77 into the Pentagon on Sep-
tember 11th. Although the CIA knew in January 2000 of al-Mihdhar’s likely travel
to the United States and in March 2000 of travel to the United States by al-Hazmi,
the CIA missed repeated opportunities to act on this information and did not watch
list those individuals until August 23, 2001. Despite providing the FBI with other,
less critical information about the Malaysia meeting of al Qa’ida associates attended
by the hijackers, the CIA did not advise the FBI of their travel to the U.S. until
August 23, 2001. The DCI acknowledged in his testimony that CIA personnel “did
not recognize the implications of the information about al-Hazmi and al-Mihdhar
that they had in their files”. A CIA analyst told the Inquiry that he did not tell New
York FBI agents, whom he met with in June 2001, about al-Mihdhar’s and al-
Hazmi’s travel to the United States, because the information “did not mean any-
thing” to him, since he was interested in terrorist connections to Yemen;

- during the summer of 2000, a longtime FBI counterterrorism informant had nu-
merous contacts with hijackers al-Mihdhar and al-Hazmi, while they were living
in San Diego, California. The same FBI informant apparently had more limited con-
tact with a third hijacker, Hani Hanjour, in December 2000. The San Diego FBI of-
fice, which handled the informant, did not receive, prior to September 11th, any of
the intelligence information on al-Mihdhar or al-Hazmi that the CIA had as early
as January 2000 and that FBI headquarters had in August 2001. The FBI agent
responsible for the informant testified that, had he had such information, he would



23

have canvassed sources, found the hijackers, and “given them the full court press?
in terms of investigation and surveillance. He believes he could have uncovered the
hijackers” future plans through investigative work. The Report concludes that “the
informant’s contacts with the hijackers, had they been capitalized on, would have
given the San Diego FBI field office perhaps the Intelligence Community’s best
chance to unravel the September 11th plot;

- information indicating, prior to September 11th, the existence of an al-Qa’ida
support network inside the United States. Consistent with that information, the Re-
port illustrates not only the reliance of at least some of the hijackers on the poten-
tial support network, but also the ease with which they operated despite the FBI’s
pre— September 11th domestic coverage. While former National Security Advisor
Sandy Berger testified that the FBI had advised policymakers that “al-Qa’ida had
limited capacity to operate in the United States and [that] any presence here was
under [FBI] surveillance”, the Report confirms that at least some of the hijackers
operated well within the scope of the FBI's coverage of radical Islamic extremists
within the United States and yet completely eluded FBI detection. Several hijackers,
including Hani Hanjour, Mohammed Atta, Marwan al-Shehhi, Nawaf al-Hazmi,
and Khalid al-Mihdhar may have had contact with a total of 14 people who had
come to the FBI's attention during counterterrorism or counterintelligence investiga-
tions prior to September 11, 2001. Four of those fourteen were the subjects of active
FBI investigations during the time the hijackers were in the United States. In one
of those cases, the FBI closed the investigation despite the individual’s contacts with
other subjects of counterterrorism investigations and despite reports concerning the
individual’s ties to suspect organizations. In another case, the FBI closed its inves-
tigation of one of the hijackers’ contacts during a phone interview, after the indi-
vidual said it would be a “strain” to travel to Los Angeles for a personal interview
and declined to give the FBI his home address;

- the July 2001 “Phoenix Electronic Communication”, in which an FBI agent ex-
pressed concerns that there was a coordinated effort underway by Bin Ladin to send
students to the United States for civil aviation training. In the EC, the agent ex-
pressed his suspicion that this was an effort to establish a cadre of individuals in
civil aviation who would conduct future terrorist activity. Despite the high threat
level in the summer of 2001, this communication generated almost no interest at
FBI headquarters or at the FBI's New York field office. In fact, one of the individ-
uals named in the Phoenix EC was arrested in 2002 at an al-Qa’ida safehouse in
Pakistan with Abu Zubaida. The Report concludes that the Phoenix EC, produced
by an FBI field agent rather than a “seasoned” Intelligence Community analyst, was
the best example of the creative, imaginative and aggressive analysis of relevant in-
telligence that this review has found;

- the investigation and arrest, in August 2001, of Zacarias Moussaoui, whom Min-
neapolis FBI agents suspected was involved in a hijacking plot, possibly involving
“a larger conspiracy” to seize control of an airplane. At the time, CIA stations were
advised that Moussaoui was a “suspect airline suicide attacker” “who might be in-
volved in a larger plot to target airlines traveling from Europe to the U.S.” The FBI
agents investigating Moussaoui knew nothing about the Phoenix Communication or
al-Mihdhar and al-Hazmi. The FBI agent who wrote the Phoenix Communication
had never heard about Moussaoui or the two future hijackers. Neither FBI head-
quarters nor the DCI’'s Counterterrorist Center (CTC) linked the information about
Moussaoui to the elevated threat warnings in the summer of 2001, to the Phoenix
Communication’s suspicions about Bin Ladin’s interest in civil aviation training or
to information available on August 23, 2001, that two Bin Ladin operatives had en-
tered the United States; and

- information linking Khalid Shaykh Mohammed (KSM), now believed to be the
mastermind of the September 11th attacks, to Bin Ladin, to terrorist plans to use
aircraft as weapons, and to terrorist activity in the United States. CIA documents
in June 2001 indicated that KSM “was recruiting persons to travel to the United
States and engage in planning terrorist-related activity here. [ ], these
persons would be ‘expected to establish contact with individuals already living
there.”” The documents also noted that KSM “continued to travel frequently to the
United States, including as recently as May 2001”. The Report concludes that this
information did not “mobilize” the Community and that the “Community devoted
few analytic or operational resources to tracking KSM or understanding his activi-
ties. Coordination within the Community was irregular at best, and the little infor-
mation that was shared was usually forgotten or dismissed.” His role in the Sep-
tember 11th attacks was a “surprise” to the Community and the CIA and FBI were
unable to confirm whether he had in fact been traveling to the United States in the
months before September 11th.
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Systemic Findings

The Report also includes sixteen “systemic findings” which identify and explain
those systemic weaknesses that hindered the Intelligence Community’s
counterterrorism efforts prior to September 11th. Some of these findings address
specific shortcomings in various aspects of Intelligence Community counterterrorist
efforts, such as the inability of the Community to develop and use human sources
to penetrate the al-Qa’ida inner circle; the Community’s excessive reliance on for-
eign liaison services; difficulties with FBI applications for Foreign Intelligence Sur-
veillance Act (FISA) surveillance; a reluctance to develop and implement new tech-
nical capabilities aggressively; a shortage of language specialists and language-
qualified field officers and backlogs in materials awaiting translations; and a reluc-
tance to track terrorist funding and close down terrorist financial support networks.
Many of the systemic findings relate, in whole or in part, to three problem areas
that, in my view, are critically important and repeatedly surfaced throughout the
course of the Inquiry: a lack of access to relevant information; a lack of adequate
focus on the terrorist threat to the domestic United States; and a lack of sufficient
quality in both analytic and investigative efforts.

Lack of Access

Even the best intelligence will prove worthless if our Intelligence Community is
unable to deliver that intelligence to those who need it in time for them to act on
it. The Report finds that within the Intelligence Community, agencies did not ade-
quately share relevant counterterrorism information for a host of reasons, including
differences in missions, legal authorities, and agency cultures. Serious problems in
information sharing also persisted between Intelligence Community agencies and
other federal agencies as well as state and local authorities. Unquestionably, this
breakdown in communication deprived those other entities, as well as the Intel-
ligence Community, of access to potentially valuable information in the “war”
against Bin Ladin.

The Report contains numerous examples of these problems. The information on
al-Mihdhar and al-Hazmi’s travel to the United States, despite numerous opportu-
nities, never reached the San Diego FBI in time for them to capitalize on their in-
formant’s contacts with the two hijackers. Ironically, the CIA employee who, in Jan-
uary 2000, briefed FBI personnel about al-Mihdhar, but not about his visa and po-
tential travel to the United States, told the Inquiry that his assignment, at the time,
was to fix problems “in communicating between the CIA and the FBI”. The FBI
agent responsible for the informant, in his testimony, candidly described informa-
tion sharing problems between the FBI and CIA: “If I had to rate it on a ten-point
scale, I'd give them a 2 or 1.5 in terms of sharing information....Normally,...you have
some information you want the Agency to check on. You end up writing it up, send-
ing it back through electronic communications or teletype,...or memo...And then the
Bureau, FBI headquarters, runs it across the street to the Agency. And then, maybe
six months, eight months, a year later, you might get some sort of response.”

Prior to September 11th, the Phoenix EC was not shared with the FBI agents
handling Zacarias Moussaoui, or with the FBI agent whose informant knew that al—
Hazmi was taking flight training in Arizona, or even with the FAA. In fact, FAA
officials first learned of the Phoenix EC from the Joint Inquiry in early 2002. The
FAA also did not receive all of the intelligence reporting on the possible use of air-
craft as terrorist weapons. Beyond the failure to watchlist al-Mihdhar and al-
Hazmi, the CIA also did not provide the State Department with almost 1500 ter-
rorism-related intelligence reports until after September 11, 2001. Other non-intel-
ligence federal agencies as well as state and local authorities complained about their
lack of access to relevant intelligence information. Even Intelligence community an-
alysts complained about their inability to have access to raw, but highly relevant,
intelligence information held within other intelligence community agencies.

Lack of Focus

Even in instances where relevant information was available, there was a lack of
sufficient focus on the Bin Ladin threat to the domestic United States. The Report
concludes that the U.S. foreign intelligence agencies paid inadequate attention to
the potential for a domestic attack and that, at home, the counterterrorism effort
suffered from the lack of an effective domestic intelligence capability. The Report
found gaps between NSA’s coverage of foreign communications and the FBI’s cov-
erage of domestic communications that suggested a lack of sufficient attention to the
domestic threat. There was no comprehensive counterterrorist strategy for com-
bating the threat posed by Bin Ladin and the Director of Central Intelligence (DCI)
was “either unwilling or unable to marshal the full range of Intelligence Community
resources to combat the growing threat to the United States.”
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Again, examples are plentiful in the Report. While the DCI had declared “war”
on Bin Ladin in December 1998, insisting that no resources be spared in the effort,
the Director of the National Security Agency at the time told the Inquiry that he
believed “the DCI was speaking for CIA only”. The Report found that, prior to Sep-
tember 11th, neither the FBI nor the NSA focused on the importance of identifying
and then ensuring coverage of communications between the United States and sus-
pected terrorist facilities abroad. The Inquiry determined that one of the hijackers
did communicate with a known terrorist facility in the Middle East while he was
living in the United States. The Intelligence Community did not, however, identify
the domestic origin of those communications before September 11th, so that addi-
tional FBI investigative efforts could be coordinated. There was, in short, insuffi-
cient focus on what many would have thought was among the most critically impor-
tant kinds of terrorist-related communications, at least in terms of protecting the
Homeland.

Former Secretary of Defense John Hamre told the Inquiry that “he could not re-
call ever seeing an intelligence report on the existence of terrorist sleeper cells in
the United States” and noted “we thought we were dealing in important things, but
we missed the domestic threat from international terrorism”. Former National Coor-
dinator for Counterterrorism Richard Clarke stated that when he visited FBI field
offices to increase their focus on al Qa’ida, “I got sort of blank looks of ‘what is al
Qa’ida’ ” The FBI counterterrorism agent responsible for the informant that had
contacts with the hijackers said he did not discuss Bin Ladin or al-Qa’ida with the
informant before September 11th because that was “not an issue in terms of my as-
signments”. The former chief of the Counterterrorist Center’s Bin Ladin Unit testi-
fied that between 1996 and 1999 “the rest of the CIA and the Intelligence Commu-
nity looked on our efforts as eccentric and, at times, fanatic”.

Lack of Quality

The Report cites quality problems in two critically important areas, analysis and
investigation. In analysis, the Inquiry found quality was inconsistent, and many an-
alysts were “inexperienced, unqualified, under-trained, and without access to critical
information.” The Report concludes that there was “a dearth of creative, aggressive
analysis targeting Bin Ladin and a persistent inability to comprehend the collective
significance of individual pieces of intelligence”. There was little or no analytic focus
on, for example, reports about terrorist interest in aircraft as weapons and the like-
lihood that Khalid Shaykh Mohammed was recruiting individuals for terrorist activ-
ity within the United States. The former FBI Assistant Director for
Counterterrorism “could not recall any instance where the FBI Headquarters ter-
rorism analytical unit produced ‘an actual product that helped out’ ”. Richard
Clarke testified that the FBI “never provided analysis to us, even when we asked
for it, and I don’t think that throughout that 10-year period we had an analytical
capability of what was going on in this country.”

In investigations, the Report concluded that “the FBI was unable to identify and
monitor effectively the extent of activity by al-Qa’ida and other international ter-
rorist groups operating in the United States.” While in the United States, a number
of hijackers successfully eluded FBI detection despite their interaction with subjects
of FBI counterterrorism investigations. Even after the CIA watchlisted al-Mihdhar
and al-Hazmi on August 23, 2001, there was less than an all-out investigative effort
to locate what amounted to two Bin Ladin-associated terrorists in the United States
during a period when the terrorist threat level had escalated to a peak level. In con-
ducting that search, the FBI never sought relevant information from FBI
counterterrorism sources, including the California informant, or from relevant data-
bases held by other federal agencies. Representatives of those agencies testified
that, had the FBI done so, they believe they might have been able to locate the two
hijackers using those agencies’ databases.

While the Inquiry found, in its review of CIA and FBI documents, information
suggesting specific sources of foreign support for some of the September 11 hijackers
while they were in the United States, CIA and FBI officials were unable to defini-
tively address the extent or nature of such support. Despite the serious national se-
curity implications of the information, the FBI Director acknowledged that it was
the Joint Inquiry’s work that brought some of these facts, found in CIA and FBI
documents, to his attention. The Inquiry referred this material to the FBI and CIA
for further investigation and the Report notes that only recently, and in part due
to the Inquiry’s focus on this issue, did the CIA and FBI strengthen efforts in this
area.

Related Findings
Finally, the Report includes three “related findings”, at least two of which appear
directly relevant to this Committee’s focus on homeland security. These findings ad-
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dress issues that, while not entirely within the scope or control of the Intelligence
Community, impacted the Community’s counterterrorism efforts before September
11th. They are:

- Despite intelligence reporting that Bin Ladin’s terrorist network intended to
strike within the United States, the United States Government did not undertake
a comprehensive effort to implement defensive measures in the United States;

- Between 1996 and 2001, the counterterrorism strategy adopted by the U.S. gov-
ernment did not succeed in eliminating Afghanistan as a sanctuary and training
ground for Bin Ladin’s terrorist network; and

- Prior to September 11th, U.S. counterterrorism efforts operated largely without
the benefit of an alert, mobilized and committed American public. The assumption
prevailed in the U.S. government that attacks of the magnitude of September 11th
could not happen here and, as a result, there was insufficient effort to alert the
American public to the reality and the gravity of the threat.

Recommendations

The Report also looks beyond the mistakes of the past to the future, and the need
to strengthen our ability to combat the international terrorist threat that still faces
this nation. Noting that “the cataclysmic events of September 11th provide a unique
and compelling mandate for strong leadership and constructive change”, the Com-
mittees agreed on nineteen recommendations for reform which are set forth in the
Report. Among other things, the recommendations propose:

- the creation of a statutory, Cabinet level, Director of National Intelligence (DNI),
vested with the full range of management, budgetary, and personnel responsibilities
needed to make the entire Intelligence Community operate as a coherent whole. No
person could serve as both the DNI and the DCI or head of any other intelligence
agency;

- the establishment and enforcement of clear, consistent and current priorities
throughout the Intelligence Community and an annual review and update of those
priorities;

- preparation of a U.S. government wide strategy for combating terrorism for ap-
proval by the President;

- creation of a National Intelligence Officer for Terrorism on the National Intel-
ligence Council;

- full development within the Department of Homeland Security of an effective all-
source terrorism information fusion center, with full and timely access to all
counterterrorism-related intelligence information, including “raw” supporting data,
as needed. This fusion center is intended to “dramatically improve the focus and
quality of counterterrorism analysis and facilitate the timely dissemination of rel-
evant intelligence information, both within and beyond the boundaries of the Intel-
ligence Community”;

- implementation, at the FBI, of numerous specific improvements in its domestic
intelligence capability, with a report to the President and the Congress on the FBI’s
progress on implementing those reforms;

- prompt consideration by the Intelligence and Judiciary Committees of the Con-
gress, in consultation with the Administration, of the question of whether the FBI
should continue to perform the domestic intelligence function or whether legislation
is necessary to create a new agency to perform these functions;

- actions by the Attorney General and the Director of the FBI and reviews by the
Intelligence and Judiciary Committees of the Congress to ensure the fuller and more
effective use of FISA authorities to assess the threat of international terrorists with-
in the United States;

- implementation of specific measures to greatly enhance the development of a
workforce with the intelligence expertise needed for success in counterterrorism, in-
cluding expanded training programs; greater development of language capabilities;
the use of personnel and expertise from outside the Community as needs arise; ex-
pansion of educational grant programs focused on intelligence-related fields; and
consideration of legislation, modeled on the Goldwater—Nichols Act of 1986, to instill
the concept of “jointness” throughout the Intelligence Community;

- reviews by the President and the Congress of the authorities that govern the
national security classification of intelligence information, in an effort to expand ac-
cess to relevant information for federal agencies outside the Intelligence Commu-
nity, for state and local authorities, and for the American public. The Committees
believe that Congress should consider the degree to which excessive classification
has been used in the past and the extent to which the emerging threat environment
has greatly increased the need for real-time sharing of sensitive information;
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- implementation, by the DCI and heads of the Intelligence Community agencies,
of measures designed to ensure accountability throughout the Intelligence Commu-
nity;

- reviews by the relevant agency Inspectors General of the Inquiry record to deter-
mine whether and to what extent personnel at all levels should be held accountable
regﬁrding the identification, prevention, or disruption of the September 11th at-
tacks;

- the full development of a national watchlist center responsible for coordinating
and integrating all watchlist systems and ensuring a comprehensive flow of terrorist
names into the center from all points of collection; and

- aggressive action by the FBI and CIA to address the possibility that foreign gov-
ernments are providing support to or are involved in terrorist activity targeting the
United States and U.S. interests and vigorous and continuing oversight of those ef-
forts by the House and Senate Intelligence Committees. The FBI and CIA should
“aggressively and thoroughly pursue” related matters developed through the Inquiry
that have been referred to them for further investigation by the Committees.

While these recommendations do not have the force of law, Senators Graham,
Rockefeller, and Feinstein recently introduced legislation in the Senate intended to
statutorily implement the Report’s recommendations. In the House, I understand
that the Intelligence Committee is actively addressing those aspects of the rec-
ommendations that pertain to the Intelligence Community through hearings, con-
tinuing oversight of the intelligence agencies, and provisions in the Intelligence Au-
thorization bill. Even absent legislation, there are indications that other efforts are
underway to implement reform in at least some of the areas addressed by the rec-
ommendations. FBI Director Mueller, for example, has said that the FBI is address-
ing the need for internal reform in the areas identified by the recommendations.
The President, as you know, announced the creation of the Terrorist Threat Integra-
tion Center (TTIC) as a way of achieving greater sharing and better analysis of
counterterrorism intelligence. At least some of the relevant agency Inspectors Gen-
eral are conducting accountability reviews, as recommended by the Committees. Ab-
sent more detailed information about the scope and nature of these efforts, I cannot
say to what extent they reflect the specific actions called for in the recommenda-
tions.

In closing, let me underscore the importance of the thought conveyed by the title
of today’s hearing, “Perspectives on 9/11—Building Effectively on Hard Lessons”.
Those of us associated with the Joint Inquiry are convinced that there is indeed
much to be learned from the story of September 11th, both for the Intelligence Com-
munity and for our Nation. The lessons are hard, they are bitter, and they are trag-
ic, but the importance of their message is undeniable: they are our clearest road
back to a far safer and brighter future for all Americans. The Joint Inquiry’s Report
can, I believe, serve as an excellent roadmap for that journey.

Chairman CoX. Governor Gilmore. We have also received your
written statement, and you are invited to summarize your testi-
mony as you see fit.

STATEMENT OF THE HONORABLE JIM GILMORE, FORMER
GOVERNOR OF VIRGINIA AND CHAIRMAN, ADVISORY PANEL
TO ASSESS DOMESTIC RESPONSE CAPABILITIES FOR TER-
RORISM INVOLVING WEAPONS OF MASS DESTRUCTION

Mr. GILMORE. Mr. Chairman, thank you very much. Mr. Chair-
man, Congressman Turner, distinguished Congressmen and women
of this committee and of the House, thank you for the opportunity
to appear here with you today, and I request that my more exten-
sive statement be put into the record, Mr. Chairman.

This Commission is your advisory panel. This advisory panel was
established by the Congress of the United States, Senate and the
House, in 1999, or 1998 I believe was the public law that estab-
lished this Commission. It is your official advisory panel on domes-
tic response capability involving terrorism and weapons of mass de-
struction.

By your statute, we have reported each year on December the
15th since 1999. I was approached in 1999, after the passage of the
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law and the establishment of the Commission, to chair the Com-
mission by the previous administration’s Department of Defense
and National Security Council.

The Commission was set up not of your standard people out of
Washington, D.C., that perhaps you would see, but instead police,
fire, rescue, emergency services, health care, epidemiologists, some
retired general officers, some key people of this nature in the Intel-
ligence Community.

The alumni, if you will, of this Commission over the nearly now
5 years of its existence include Paul Bremer, General Clapper, who
now heads the National Mapping and Imagery Agency, Ray Dow-
ney, a top official with the New York City Fire Department until
he was killed at the World Trade Center, Rich Fairbank, who
serves on the staff now in the current White House on Homeland
Security.

The Commission went to work, and in 1999 in our first year we
reported an assessment of the threat to the Congress, which was
widely reported, and of course copies were sent to each Member of
the Congress and to the President each year.

We did a threat assessment in that year, and in the second year
we did perhaps some of our best policy work. We recommended
that there be a national strategy. We were concerned about the
strong probability of conventional attack in this country. We rec-
ommended that there be a national strategy to combat terrorism.
We recommended a strategy that was national, was not Federal,
and remains not Federal. It is Federal, State and local, and must
contain all three levels of government in order to be able to re-
spond to the terrorist threat.

We recommended a need for a national office to establish such
a strategy, and we had recommendations on intelligence sharing
and expressed concern about the inability, particularly of Federal
agencies, to share information back and forth, and absolutely the
inability to share information up and down the Federal structure
with Federal, State and local people together.

In the third year, 2001, we focused our attention, as we were
going out of business under your statute and sunsetting after 3
years, we focused our attention for our December the 15th report
in five areas: How to use the local and State responders, how to
equip them, border controls, health care and the public health sys-
tem, how you use the military in a domestic setting, and cyber se-
curity.

This Commission was very largely established under the leader-
ship of a Member of this House, Curt Weldon, of the State of Penn-
sylvania, who was very strongly leading in the establishment of the
Commission, and then we were done. We were going out of busi-
ness just about the time that we sent it up to the printer when the
9/11 attack occurred.

There has been some discussion in opening statements of where
you were. Ladies and gentlemen, I was Governor of the State of
Virginia at the time the attack occurred. I was Governor of one of
the two States directly attacked that day, of course New York and
Virginia, because that is where the Pentagon is, and the respond-
ers were Arlington, Alexandria, Fairfax, Prince William, later
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Montgomery County, and then as the days wore on people from all
across the Nation, local responders who came into the Pentagon.

In 2000, of course this body and the Senate then extended the
Commission for 2 additional years, for 2002 and then 2003.

In 2002, we did another extensive report in which we focused our
attention on some directional areas, particularly with respect to the
intelligence issues, the Intelligence Community. We recommended
that there be an intelligence fusion center to begin to find some ve-
hicle for drawing together and connecting the dots on the intel-
ligence that needed to be done in order to connect the FBI, the
CIA, the National Security Agency, and State and local people who
pick up most of the information on the street in the first place, and
1:(})l trydto create all of this in one place where information could be
shared.

We also addressed the issue of the appropriate agency to conduct
domestic counterterrorism operations here in the United States, in
the homeland.

That gives you a quick history, Mr. Chairman, of the Commis-
sion. It 1s all fully set out in the statement that we put in. Let me
speak to you now very quickly as an opening statement about the
upcoming report. It is still in progress. It will be under your statute
on December the 15th of this year. That will be the fifth report.
Then under your statutory provisions we will again go out of busi-
ness and we will not exist any longer.

But we will have done 5 full years of material on this, which we
hope has been of value to this Congress. It has been very extensive,
very dispassionate, not grandstanding, as professional as we can
be, in giving you the information we believe necessary for you to
make good judgments as a legislative body.

This fifth report as we look ahead, as we are anticipating the end
of our Commission, we have asked ourselves the questions: What
should the country look like in 5 or 10 years? With all of this that
we are doing now, all this legislating and all of this administrating
and all of this work that is being done, and all of this money that
is being spent, what do we want the country to look like? Jersey
walls? Statues all over the place? Security everywhere? What do we
want the end state to be? What is the definition of preparedness?
We do not today still have a definition of preparedness. What is it?
How do you implement an appropriate national strategy? How do
you define readiness? Until you do that, how do you know what to
spend the money on? How do localities know what they are sup-
posed to do and how they are supposed to fit in? Do they simply
ask for money for their own local priorities or does it fit into a na-
tional strategy.

These are the kinds of questions that have to be asked.

Last week, we did a 2-day meeting, Mr. Chairman, in Sac-
ramento, where we held a normal third quarterly meeting. We will
have one more last meeting, probably in Washington, D.C. The
RAND Corporation staffs us pursuant to your authority. And in
that meeting in Sacramento, we had video conferenced in Admiral
Jim Loy of the Transportation Safety Administration, who an-
swered the two fundamental questions that we were asking, what
do you want the country to look like, and how we protect our civil
freedoms here in this country while we are doing it?
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We had Mike Armstrong, a representative of the Business
Roundtable come in and talk to us about how we hook in the pri-
vate sector. We had representatives from the major responder and
emergency services organizations come in and speak to us in Sac-
ramento.

Then I was invited personally to come the next day to Seattle in
order to speak to a summit conference of the local responder orga-
nizations. It was held the following day on Friday, and then I think
through the weekend, in order to discuss where they fit in, because
they are trying to understand how they should work within the na-
tional strategy.

Let me read, if I could, one or two paragraphs in closing from
my opening remarks. While the statement is extensive, I have writ-
ten something just for this hearing here today, which I think will
capture where I think we will be on December the 15th, even
though it is still a work in progress.

We believe that the national goal must be to implement a true
national strategy that assesses the true risk to the Nation, and rea-
sonably prepares for those risks. Complete security is not possible
against a terrorist attack, but a good national strategy can reduce
the risk and direct our resources to the correct priorities.

Only then can we manage the cost of homeland security, and
know that the money we are spending is effective within a national
strategy. We must then have a frank dialogue with the American
people that all risk cannot be eliminated. Everything is vulnerable
in a free society. All risk cannot be eliminated.

We must decide what roles are appropriate for Federal, State
and local governments, the private sector, and the people them-
selves. Then we should return to normalcy. And understand our
definition of normal. Normalcy will never again be an unguarded,
inattentive state, but we also must decide how much is enough and
continue on with the array of priorities that we will pursue as a
Nation.

Defining preparedness and the roles of States and localities will
be a key part of our fifth and final report. We also will draw atten-
tion to the need to maintain our civil freedoms as we make the Na-
tion more secure. Our traditional values of liberty cannot be bal-
anced against or traded off for security. We must be cautious that
those responsible for security, all of us who are responsible for se-
curity, do not simply redefine away our freedoms in the name of
security.

It is preparedness that must be defined, not our definition of
freedom that has already gained its meaning from the blood of
American patriots, including those who died on September the
11th, 2001, and this too will be discussed in the final report this
December.

Thank you, Mr. Chairman.

[The statement of Mr. Gilmore follows:]

PREPARED STATEMENT OF THE HON. JAMES S. GILMORE

Chairman Cox, Representative Turner and distinguished Members of this Com-
mittee, I am honored to be here today. I come before you as the Chairman of the
Advisory Panel to Assess Domestic Response Capabilities for Terrorism Involving
Weapons of Mass Destruction. Thank you for the opportunity to present the views
of the Advisory Panel. This is the national commission on terrorism (a.k.a the Gil-
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more Commission) and we have been influential in the development of a national
“Homeland Security” strategy—a strategy that is not federal—but is focused on fed-
eral, state, and local capabilities to respond to the unthinkable acts of terrorism on
our homeland.

On September 11th, our nation saw the unlimited imagination of these terrorists.
That defining moment in our shared history as Americans has forced all of us to
recognize that we must be better prepared at the state, local, and federal level.

Gilmore Commission Backgrounder

The Advisory Panel was established by Section 1405 of the National Defense Au-
thorization Act for Fiscal Year 1999, Public Law 105?261 (H.R. 3616,
105thCongress, 2nd Session) (October 17, 1998). That Act directed the Advisory
Panel to accomplish several specific tasks. It said:

The panel shall—

Assess Federal agency efforts to enhance domestic preparedness for inci-
dents involving weapons of mass destruction;

Assess the progress of Federal training programs for local emergency re-
sponses to incidents involving weapons of mass destruction;

Assess deficiencies in programs for response to incidents involving weapons
of mass destruction, including a review of unfunded communications, equip-
ment, and planning requirements, and the needs of maritime regions;

4. Recommend strategies for ensuring effective coordination with respect to
Federal agency weapons of mass destruction response efforts, and for ensur-
ing fully effective local response capabilities for weapons of mass destruc-
tion incidents; and

5. Assess the appropriate roles of State and local government in funding ef-
fective local response capabilities.

That Act required the Advisory Panel to report its findings, conclusions, and rec-
ommendations for improving Federal, State, and local domestic emergency prepared-
ness to respond to incidents involving weapons of mass destruction to the President
and the Congress three times during the course of the Advisory Panel’s delibera-
tions?on December 15 in 1999, 2000, and 2001.

The Advisory Panel’s tenure was extended for two years in accordance with Sec-
tion 1514 of the National Defense Authorization Act for Fiscal Year 2002 (S. 1358,
Public Law 107-107, 107th Congress, First Session), which was signed into law by
the President on December 28, 2001. By virtue of that legislation, the panel is now
required to submit two additional reports?one on December 15 of this year, and one
on December 15, 2003.

Panel Composition

Mister Chairman, as I usually do on occasions like this, please allow me to pay
special tribute to the men and women who serve on our panel.

This Advisory Panel is unique in one very important way. It is not the typical
national “blue ribbon” panel, which in most cases historically have been composed
almost exclusively of what I will refer to as “Washington Insiders”—people who
have spent most of their professional careers inside the Beltway. This panel has a
sprinkling of that kind of experience—a former Member of Congress and Secretary
of the Army, a former State Department Ambassador-at-Large for Counterterrorism,
a former senior executive from the CIA and the FBI, a former senior member of the
Intelligence Community, the former head of a national academy on public health,
two retired flag-rank military officers, a former senior executive in a non-govern-
mental charitable organization, and the head of a national law enforcement founda-
tion. But what truly makes this panel special and, therefore, causes its pronounce-
ment to carry significantly more weight, is the contribution from the members of
the panel from the rest of the country:

e Three directors of state emergency management agencies, from California,
Towa, and Indiana, two of whom now also serve their Governor’s as Homeland
Security Advisors
e The deputy director of a state homeland security agency
A state epidemiologist and director of a state public health agency
A former city manager of a mid-size city
The chief of police of a suburban city in a major metropolitan area
Senior professional and volunteer fire fighters
A senior emergency medical services officer of a major metropolitan area
And, of course—in the person of your witness—a former State governor
These are representatives of the true “first responders”—those heroic men
and women who put their lives on the line every day for the public health and
safety of all Americans. Moreover, so many of these panel members are also na-
tional leaders in their professions: our EMS member is a past president of the
national association of emergency medical technicians; one of our emergency
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managers is the past president of her national association; our law officer now
is president of the international association of chiefs of police; our epidemiolo-
gist is past president of her professional organization; one of our local fire-
fighters is chair of the terrorism committee of the international association of
fire chiefs; the other is chair of the prestigious national Interagency Board for
Equipment Standardization and Interoperability.

Read our reports and you will understand what that expertise has meant to the
policy recommendations that we have made, especially for the events of last year.

Those attacks continue to carry much poignancy for us, because of the direct loss
to the panel. Ray Downey, Department Deputy Chief and chief-in-charge of Special
Operations Command, Fire Department of the City of New York, a friend of many
members of Congress, perished in the attack on the New York World Trade Center.
Although we continue to miss Ray’s superb advice, counsel, and dedication to these
issues, we trust that Ray knows that we are carrying on in the tradition that he
helped us to establish.

Our Continuing Mission

Mister Chairman and Members, this Advisory Panel continues to work hard to de-
velop the best possible policy recommendations for consideration by the President
and the Congress. Now, of course, people and organizations are coming out of the
woodwork, claiming to be all manner of “experts” in homeland security. At the same
time, this panel is toiling away, seeking neither fame nor credit for its work, simply
trying to find some rational and feasible solutions to many problems and challenges
that still face us.

Observations about Terrorism Preparedness

In the course of our deliberations, the Advisory Panel has been guided by several
basic observations and assumptions that have helped to inform our conclusions and
policy recommendations for improving our preparedness to combat terrorism.

First, all terrorism is “local,” our at least will start locally. That fact has a lot
to do, in our view, with the emphasis, the priorities, and the allocation of resources
to address requirements. September 11 and the subsequent anthrax attacks were
further proof of that basic assumption.Second, a major attack anywhere inside our
borders will likely be beyond the response capabilities of a local jurisdiction, and
will, therefore, require outside help—perhaps from other local jurisdictions, from
that jurisdiction’s state government or multiple state resources, perhaps from the
Federal government, if the attack is significant enough to exhaust other resources.
That principle was likewise validated last September.

Given those two factors, our approach to combating terrorism should be from the
“bottom up”—with the requirements of State and local response entities foremost in
mind. Then national leadership should harmonize those local requirements into a
true national strategy.

We note that we have many existing capabilities that we can build on in an “all-
hazards” approach, which can include capabilities for combating terrorism.

Our thorough research and deliberations have also led us to observe that there
is great apprehension among States and localities that some Federal entity will at-
tempt to come in and take charge of all activities and displace local response efforts
and expertise.

That was not and likely could not, because of the actual circumstances in New
York, have been the case in September. But all events may not unfold in that fash-
ion.

Based on a significant amount of analysis and discussion, we have been of the
view that few if any major structural or legal changes are required to improve our
collective efforts; and that the “first order” challenges are policy and better organiza-
tion-not simply more money or new technology.

With respect to Federal efforts, two years ago we concluded that, prior to an ac-
tual event, no one cabinet department or agency can “supervise” the efforts of other
federal departments or agencies. When an event occurs, response will be situational
dependent; federal agencies can execute responsibilities within existing authority
and expertise, but under established “Lead Federal Agency” coordinating processes

Support for Panel Activities and Reports

Mister Chairman, it also says something about the foresight of this committee
that you directed in legislation that analytical and other support for the Advisory
Panel would be provided by a Federally Funded Research and Development Center.
We have been exceptionally fortunate to have that support provided by The RAND
Corporation. The breadth and depth of experience at RAND in terrorism and policy
issues across a broad spectrum have made possible the panel’s success in accom-
plishing its mandate. Its assessments of federal programs, its case studies and hun-
dreds of interviews across the country and around the world, its seminal work in
surveying state and local response entities nationwide, its facilitation of our discus-
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sion—leading to near unanimity of members on this broad spectrum of recommenda-
tions, its work in drafting reports based on our extensive deliberations, all have
combined to make this effort a most effective and meaningful one.

Our Reports

In our first three reports, the advisory panel has, through its assessments and
recommendations, laid a firm foundation for actions that must be taken across a
broad spectrum of threats in a number of strategic and functional contexts to ad-
dress this problem more effectively.

First Report—Assessing the Threat

The Advisory Panel produced a comprehensive assessment in its first report of the
terrorist threat inside our borders, with a focus on chemical, biological, radiological,
and nuclear (CBRN) weapons. The very thorough analysis in that report can be
summarized:

The Panel concludes that the Nation must be prepared for the entire spec-
trum of potential terrorist threats-both the unprecedented higher-con-
sequence attack, as well as the historically more frequent, lesser-con-
sequence terrorist attack, which the Panel believes is more likely in the
near term. Conventional explosives, traditionally a favorite tool of the ter-
rorist, will likely remain the terrorist weapon of choice in the near term as
well. Whether smaller-scale CBRN or conventional, any such lower-con-
sequence event—at least in terms of casualties or destruction—could, never-
theless, accomplish one or more terrorist objectives: exhausting response ca-
pabilities, instilling fear, undermining government credibility, or provoking
an overreaction by the government. With that in mind, the Panel’s report
urges a more balanced approach, so that not only higher-consequence sce-
narios will be considered, but that increasing attention must now also be
paid to the historically more frequent, more probable, lesser-consequence
attack, especially in terms of policy implications for budget priorities or the
allocation of other resources, to optimize local response capabilities. A sin-
gular focus on preparing for an event potentially affecting thousands or
tens of thousands may result in a smaller, but nevertheless lethal attack
involving dozens failing to receive an appropriate response in the first crit-
ical minutes and hours.

While noting that the technology currently exists that would allow terror-
ists to produce one of several lethal CBRN weapons, the report also de-
scribes the current difficulties in acquiring or developing and in maintain-
ing, handling, testing, transporting, and delivering a device that truly has
the capability to cause “mass casualties.”

We suggest that that analysis is still fully valid today.

Second Report—Toward a National Strategy for Combating Terrorism By the sec-
ond year, the Advisory Panel shifted its emphasis to specific policy recommendations
for the Executive and the Congress and a broad programmatic assessment and func-
tional recommendations for consideration in developing an effective national strat-
egy.
The capstone recommendation in the second report was the need for a comprehen-
sive, coherent, functional national strategy: The President should develop and
present to the Congress a national strategy for combating terrorism within one year
of assuming office. As part of that recommendation, the panel identified the essen-
tial characteristics for a national strategy:

e It must be truly national in scope, not just Federal.

e It must be comprehensive, encompassing the full spectrum of deterrence,
p}Il“evention, preparedness, and response against domestic and international
threats.

e For domestic programs, it must be responsive to requirements from and
fully coordinated with state and local officials as partners throughout the
development and implementation process.

e It should be built on existing emergency response systems.

e It must include all key functional domains—intelligence, law enforce-
ment, fire services, emergency medical services, public health, medical care
providers, emergency management, and the military.

o It must be fully resourced and based on measurable performance.

Of course, the Panel recognizes that in light of September 11, 2001 this objective
has been difficult to achieve. However, the principles contained within this strategy
and their requirements remain the same.

The Second Annual Report included a discussion of more effective Federal struc-
tures to address the national efforts to combat terrorism. We determined that the
solutions offered by others who have studied the problem provided only partial an-
swers. The Advisory Panel attempted to craft recommendations to address the full
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spectrum of issues. Therefore, we submitted the following recommendation: The
President should establish a senior level coordination entity in the Executive Office
of Eh((ei I(’iresident. The characteristics of the office identified in that recommendation
included:

e Director appointed by the President, by and with the advice and consent

of the Senate, at “cabinet-level” rank

e Located in the Executive Office of the President

e Authority to exercise certain program and budget controls over those

agencies with responsibilities for combating terrorism

e Responsibility for intelligence coordination and analysis

e Tasking for strategy formulation and implementation

e Responsibility for reviewing State and local plans and to serve as an in-

formation clearinghouse

e An interdisciplinary Advisory Board to assist in strategy development

e Multidisciplinary staff (including Federal, State, and local expertise)

e No operational control

We included a thorough explanation of each characteristic in our Second Annual
Report. For instance, we determined that this office should have the authority to
direct the creation, modification, or cessation of programs within the Federal Inter-
agency, and that it have authority to direct modifications to agency budgets and the
application of resources. We also recommended that the new entity have authority
to review State and geographical area strategic plans and, at the request of State
entities, to review local plans or programs for combating terrorism for consistency
with the national strategy. Although not completely structured around our rec-
ommendations, the model for the creation of the Office of Homeland Security came
from this recommendation.

To complement our recommendations for the federal executive structure, we also
included the following recommendation for the Congress: The Congress should es-
tablish a Special Committee for Combating Terrorism—either a joint committee be-
tween the Houses or separate committees in each House—to address authority and
funding, and to provide congressional oversight, for Federal programs and authority
for combating terrorism. The philosophy behind this recommendation is much the
same as it is for the creation of the office in the Executive Office of the President.
There needs to be a focal point in the Congress for the Administration to present
its strategy and supporting plans, programs, and budgets, as well as a legislative
“clearinghouse” where relevant measures are considered. We recognize that Con-
gress is still in the process of working towards this objective.

In conjunction with these structural recommendations, the Advisory Panel made
a number of recommendations addressing functional requirements for the imple-
mentation of an effective strategy for combating terrorism. The recommendation
listed below are discussed thoroughly in the Second Annual Report:

Enhance Intelligence/Threat Assessments/Information Sharing

— Improve human intelligence by the rescission of that portion of the 1995 guide-
lines, promulgated by the Director of Central Intelligence, which prohibits the en-
gagement of certain foreign intelligence informants who may have previously been
involved in human rights violations

— Improve Measurement and Signature Intelligence (MASINT) through an ex-
pansion in research, development, test, and evaluation (RDT&E) of reliable sensors
and rapid readout capability and the subsequent fielding of a new generation of
MASINT technology based on enhanced RDT&E efforts

— Review statutory and regulatory authorities in an effort to strengthen inves-
tigative and enforcement processes

— Improve forensics capabilities to identify and warn of terrorist use of unconven-
tional weapons

— Expand information sharing and improve threat assessments

Foster Better Planning/Coordination/Operations

— Designate the senior emergency management entity in each State as the focal
point for that State for coordination with the Federal government for preparedness
for terrorism

— Improve collective planning among Federal, State, and local entities

— Enhance coordination of programs and activities

— Improve operational command and control of domestic responses

— The President should always designate a Federal civilian agency other than the
Department of Defense (DoD) as the Lead Federal Agency

Enhance Training, Equipping, and Exercising

— Improve training through better coordination with State and local jurisdictions

— Make exercise programs more realistic and responsive

Improve Health and Medical Capabilities
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— Establish a national advisory board composed of Federal, State, and local pub-
lic health officials and representatives of public and private medical care providers
as an adjunct to the new office, to ensure that such issues are an important part
of the national strategy

— Improve health and medical education and training programs through actions
that include licensing and certification requirements

— Establish standards and protocols for treatment facilities, laboratories, and re-
porting mechanisms

— Clarify authorities and procedures for health and medical response

— Medical entities, such as the Joint Commission on Accreditation of Healthcare
grl‘ganizations, should conduct periodic assessments of medical facilities and capa-

ilities

](?lromote Better Research and Development and Create National Stand-
ards

— That the new office, in coordination with the Office of Science and Technology
Policy, develop a comprehensive plan for RDT&E, as a major component of the na-
tional strategy

— That the new office, in coordination with the National Institute for Standards
and Technology (NIST) and the National Institute for Occupational Safety and
Health (NIOSH) establish a national standards program for combating terrorism, fo-
cusing on equipment, training, and laboratory processes

Third Report—For Ray Downey

Our Third Annual Report to the President and the Congress builds on findings
and recommendations in our First and Second Annual Reports delivered in 1999
and 2000. It reflects a national strategic perspective that encompasses the
needs of all three levels of government and the private sector. It seeks to assist
those who are dedicated to making our homeland more secure. Our rec-
ommendations fall into five categories:

o Empowering State and Local Response by ensuring the men and women

on the front line of the war against terrorism inside our borders have the
tools and resources needed to counter the murderous actions of terrorists;

e Enhancing Health and Medical Capacities, both public and private, to
help ensure our collective ability to identify attacks quickly and correctly,
and tl({) treat the full scope of potential casualties from all forms of terrorist
attacks;

e Strengthening Immigration and Border Controls to enhance our ability to
restrict the movement into this country, by all modes of transportation, of
potential terrorists and their weapons and to limit severely their ability to
operate within our borders;

e Improving Security Against Cyber Attacks and enhancing related critical
infrastructure protection to guard essential government, financial, energy,
and other critical sector operations against attack;

Clarifying the Roles and Missions for Use of the Military for providing critical and
appropriate emergency response and law enforcement related support to civilian au-
thorities. Mister Chairmen, I should note that the substance of all of the rec-
ommendations contained in the third report were approved by the panel at its reg-
ular meeting held on August 27 and 28, 2001—Tuesday the 28th being exactly two
weeks prior to the attacks of September 11. Although we thoroughly reviewed those
recommendations subsequently, the panel unanimously agreed that all were valid
and required no supplementation prior to publication.

The recommendations contained in that report, listed below in summary form, are
discussed in detail in the body of the report, and further supported by material in
the report appendices, especially the information from the nationwide survey of
State and local responders covering an array of preparedness and response issues.

State and Local Response Capabilities

— Increase and accelerate the sharing of terrorism-related intelligence and threat
assessments

— Design training and equipment programs for all-hazards preparedness

— Dedesign Federal training and equipment grant programs to include
sustainment components

— Increase funding to States and localities for combating terrorism

— Consolidate Federal grant program information and application procedures

— Design Federal preparedness programs to ensure first responder participation,
especially volunteers

— Establish an information clearinghouse on Federal programs, assets, and agen-
cies

— Configure Federal military response assets to support and reinforce existing
structures and systems
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Health and Medical Capabilities
— Implement the AMA Recommendations on Medical Preparedness for Terrorism
— Implement the JCAHO Revised Emergency Standards
— Fully resource the CDC Biological and Chemical Terrorism Strategic Plan
— Fully resource the CDC Laboratory Response Network for Bioterrorism
— Fully resource the CDC Secure and Rapid Communications Networks
— Develop standard medical response models for Federal, State, and local levels
— Reestablish a pre-hospital Emergency Medical Service Program Office
— Revise current EMT and PNST training and refresher curricula
— Increase Federal resources for exercises for State and local health and medical
entities
— Establish a government-owned, contractor-operated national vaccine and thera-
peutics facility
1— Review and recommend changes to plans for vaccine stockpiles and critical sup-
plies
— Develop a comprehensive plan for research on terrorism-related health and
medical issues
— Review MMRS and NDMS authorities, structures, and capabilities
— Develop an education plan on the legal and procedural issues for health and
medical response to terrorism
— Develop on-going public education programs on terrorism causes and effects
Immigration and Border Control
— Create an intergovernmental border advisory group
— Fully integrate all affected entities into local or regional “port security commit-
tees”
— Ensure that all border agencies are partners in intelligence collection, analysis,
and dissemination
— Create, provide resources for, and mandate participation in a “Border Security
Awareness” database system
— Require shippers to submit cargo manifest information simultaneously with
shipments transiting U.S. borders
— Establish “Trusted Shipper” programs
— Expand Coast Guard search authority to include U.S. owned—not just
“flagged”—vessels
— Expand and consolidate research, development, and integration of sensor, de-
tection, and warning systems
— Increase resources for the U.S. Coast Guard for homeland security missions
— Negotiate more comprehensive treaties and agreements for combating ter-
rorism with Canada and Mexico
Cyber Security
— Include private and State and local representatives on the interagency critical
infrastructure advisory panel
— Create a commission to assess and make recommendations on programs for
cyber security
— Establish a government funded, not-for-profit entity for cyber detection, alert,
and warning functions
— Convene a “summit” to address Federal statutory changes that would enhance
cyber assurance
— Create a special “Cyber Court” patterned after the court established in FISA
— Develop and implement a comprehensive plan for cyber security research, de-
velopment, test, and evaluation Use of the Military
D? Establish a homeland security under secretary position in the Department of
efense
— Establish a single unified command and control structure to execute all mili-
tary support to civil authorities
— Develop detailed plans for the use of the military domestically across the spec-
trum of potential activities
— Expand training and exercises in relevant military units and with Federal,
State, and local responders
— Direct new mission areas for the National Guard to provide support to civil
authorities
— Publish a compendium of statutory authorities for using the military domesti-
cally to combat terrorism
— Improve the military full-time liaison elements in the ten Federal Emergency
Management Agency region
Status of Our Recommendations
Mr. Chairman and Members, I can tell you that, according to our most recent
count, of the 79 major policy recommendations made by the Advisory Panel in the
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first three reports, at least 64 have now been adopted in whole or in major part.
One major recommendation from our fourth report, for an intelligence fusion center,
was adopted by the President in his State of the Union address and has now become
the Terrorist Threat Integration Center (TTIC). Having said that, there are other
recommendations that continue to need to be addressed, and some that could still
use additional resources or policy direction.
Fourth Report—Implementing the National Strategy Strategy and Structure
Briefly, the ‘Strategy and Structure” Chapter recommends:
o That the President create an entity that will become the all-source fusion and
analysis center for potential terrorists attacks inside the United States from for-
eign terrorists and their supporters. That center would also house, in a separate
component, the intelligence collection against such terrorists currently in the
FBL
. T(Illat more comprehensive assessments of threats to the homeland be devel-
ope
o That the new DHS have the necessary capability and authority to perform
the critical infrastructure vulnerability and warning functions envisioned in its
enabling legislation
e That the President clearly define the responsibilities of DHS and other fed-
eral entities before, during, and after an attack has occurred, especially any au-
thority for directing the activities of other federal agencies
e That the President direct a restructuring of the Federal interagency mecha-
nisms to ensure better coordination within the federal government, and with
states, localities, and the private sector, to avoid confusion and to reduce unnec-
essary expenditure of limited resources at all levels
And to repeat an earlier recommendation of the panel:
e That each House of the Congress establish a separate authorizing committee
and related appropriation subcommittee with jurisdiction over Federal pro-
grams and authority for Combating Terrorism/Homeland Security.
I will be happy to address any questions that Members may have concerning
those recommendations.
Use of the Military
The panel continues to address issues involving the use of the military inside the
United States for various responses to terrorism. In its next report, the panel will
make recommendations dealing with:
e Command and control issues involving the new U.S. Northern Command
(NORTHCOM)
e Developing a more comprehensive, coordinated process to identify the poten-
tial needs of States and localities, as well as other Federal agencies, for military
support against terrorist attacks
e Additional authority for use of the National Guard in a Title 32 status
e New roles and missions for certain National Guard units
e Better training and exercise programs for military units for performing home-
land missions
e Better structure and policies for DoD civilian oversight of the military
o Clarification, consolidation, and explanations of laws for use of the military
domestically
Health and Medical
The panel continues its efforts to address the important issues in health and med-
ical planning, preparedness, and response to terrorism and will make recommenda-
tions on the following subjects:
e Sustaining and prioritizing resources to improve the public health and med-
ical infrastructure
e Exercising and training health and medical response entities in the larger
emergency management context of terrorism response including exercising the
use of the National Pharmaceutical Stockpile
e Centralizing, coordinating, and simplifying Federal information on resources,
best practices, and research for state and local access
e Implementing the full range of research to improve health and medical detec-
tion of and response to terrorist attacks
e Developing and operationalizing the laws and regulations for health and med-
ical response to a terrorist attack including the clarification of the Health Insur-
ance Portability and Accountability Act (HIPAA) guidelines and the rules for
quarantine
e Defining who is in charge in response to a bioterrorist attack
e Developing a strategic information plan for educating and communicating
with the public and the media before, during and after an attack
e Improving intelligence collection related to health and medical issues
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e Establishing a national vaccine strategy
¢ Responding to the threat of a smallpox attack

Critical Infrastructure Protection

For the Fourth Report, the panel has expanded its consideration beyond cyber se-
curity to include issues of physical protection of critical infrastructure. It will make
CIP recommendations in the following areas:

o Federal reimbursement for certain costs incurred by States, localities, and the
private sector for improvements to infrastructure security

e Improved training, standards, and protocols for government and private sec-
tor responders, to include facilities, responder equipment, and communications
compatibility and interoperability

e More comprehensive and concise policies and enhanced capabilities for intel-
ligence and information sharing involving critical infrastructure among govern-
ment entities and with the private sector

e Improvements in security measures for and in the screening of non-passenger
cargo aboard commercial aircraft

e Development of significantly enhanced security measures for general aviation
aircraft, passengers, and facilities

e Expanded research and development into CIP security measures

e Comprehensive revamping of Federal laws to address privacy, freedom of in-
formation, liability, anti-trust, indemnification, insurance, and related issues

e Enhanced security for agriculture and the food supply structure

Agroterrorism

The panel once again addresses the issue of Agroterrorism, and will make rec-
ommendations in the following areas:

e Developing threat assessments for potential terrorist attacks against U.S. ag-
riculture

e Including Agroterrorism as an Emergency Support Function in the principal
Federal response plan

e Improving processes for testing for and identifying agroterrorism attacks

e Creating a system of fair compensation for losses due to an attack

e Enhancing education, training, and exercises on attacks to agriculture

We must develop processes that help us understand better how we set priorities
for homeland security. We must answer some fundamental questions about pre-
paredness, including the overarching one: “Preparedness for what”? Without a firm
grasp on how to answer that question, how will we know that we have out priorities
set forth correctly, and that the expenditure of scarce resources at every level of gov-
ernment is appropriate. A more educated and enlightened assessment of the threats
we face is critical to answering that basic question.

An integral part of that issue is the absolute necessity to have national standards
for how entities at all levels of government and in the private sector train, equip,
and plan for, and then coordinate responses to attacks. We are still a long way from
having any standards for a variety of these issue related to homeland security.

Mister Chairman, in the panel’s second report, submitted in December of 2000,
we addressed this issue head on. We did so in the context of our recommendation
at that time for the creation of an office in the White House, very similar but not
exactly like the Office of Homeland Security (OHS) headed by my friend Tom Ridge.
We called it the National Office for Combating Terrorism, rather than “Homeland
Security.” We would have placed some very specific responsibilities in that Office
and in other entities for the development of national standards and for processes
for research, development, test, and evaluation (RDT&E) to further the implementa-
tion of those standards. Those recommendations are worth repeating. (To avoid any
confusion, the references to the “National Office” and “Assistant Director” are to the
specific construct that we recommended in 2000, not to anything that currently ex-
ists in OHS). We said in 2000:

“Improve Plans for Research, Development, Test and Evaluation for Combating
Terrorism”

“The national strategy developed by the National Office for Combating Ter-
rorism must contain a clear set of priorities for RDT&E. The program and
budget authority of that office must be exerted to ensure effective applica-
tion of Federal funds devoted to this purpose.

“The White House Office of Science & Technology Policy should play a
major role in the effort. We recommend that the Assistant Director for
RDT&E and National Standards of the National Office for Combating Ter-
rorism either enter into a formal relationship with OSTP or have appro-
priate members of the OSTP staff detailed to the National Office for Com-
bating Terrorism on a rotational basis.
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“Wide varieties of equipment that have potential application for combating ter-
rorism are available from commercial vendors. Nevertheless, many local responders
have told us that some equipment they purchased does not meet the specifications
described by the vendor. At present, no viable program is in place for testing and
evaluating the effectiveness of equipment for combating terrorism. We recommend
that the Assistant Director for RDT&E and National Standards develop equipment
testing protocols and continue to explore the prospect of financial support from ven-
dors for equipment live agent test and evaluation, leading to Federal certification.
We recommend that the Assistant Director for RDT&E and National Standards de-
velop, as part of the national strategy, a comprehensive plan for long-range research
for combating terrorism; this should include better coordination among the National
Laboratories. The focus of those efforts by National Laboratories should be dual- or
multi-purpose applications.

“The National Office for Combating Terrorism should also integrate other indirect,
yet applicable, research and development projects into its information-dissemination
process. For example, the Deputy Directorate for Operations (Combating Terrorism)
within the Joint Staff provides executive seminars on its Best Practices Study for
anti-terrorism and force protection. This program also collects information on “com-
mercial off the shelf” resources and equipment to support its anti-terrorism mission.
These studies and resources may not directly relate to policy and standards for com-
bating terrorism at the State and local level but may well contribute to State and
local preparedness.

“The top priorities for targeted research should be responder personnel protective
equipment (PPE); medical surveillance, identification, and forensics; improved sen-
sor and rapid-readout capability; vaccines and antidotes; and communications inter-
operability.

“Develop National Standards for Equipment, Training, and Laboratory
Processes

“One of our basic assumptions is that no single jurisdiction is likely to be capable
of responding to a major terrorist attack without outside assistance. That leads to
the inescapable conclusion that the development of national standards is a critical
element of any national plan. Firefighters or EMS technicians in the jurisdiction
where an attack takes place must not be concerned that responders from other juris-
dictions, providing “mutual assistance,” will arrive with equipment of a different
standard than local responders, even at risk of becoming casualties themselves.

“We recommend that the Assistant Director for RDT&E and National Standards
in the National Office for Combating Terrorism establish a national standards pro-
gram for combating terrorism, focusing on equipment, training, and laboratory proc-
esses. The fundamental objectives for equipment standards will be nationwide com-
patibility, and dual-/ multi-purpose applications. For training, they will be inter-
disciplinary curricula, and training exercises based on realistic scenarios. For lab-
oratories, the focus should be clear, strict protocols for identification, forensics, and
reporting. The ultimate goal of the national standards program should be certifi-
cation of the specific equipment, training, or laboratory and a recapitulation of cer-
tifications in a “Consumers Digest,” for use by response entities nationwide.

“We recommend that the National Institute for Standards and Technology (NIST)
and the National Institute for Occupational Safety and Health (NIOSH) be des-
ignated as Federal “co-lead agencies” for the technical aspects of standards develop-
ment. The Executive Branch and the Congress should provide resources for the de-
velopment of national standards, and Congress should be presented with a detailed
budget request for that purpose at the earliest opportunity. In addition, the Inter-
agency “Board for Equipment Standardization and InterOperability should be subor-
dinated to the National Office for Combating Terrorism.

“The Federal co-lead agencies should develop certification standards in coordina-
tion with appropriate Federal agencies and with advice from State and local re-
sponse entities, professional organizations that represent response disciplines, and
private and quasi-public certifying entities.”

Mister Chairman, those functions that we recommend now almost two years ago
still need to be performed, now obviously more urgently that before. Unfortunately,
we are still a long way from achieving any coherence in standards and testing, espe-
cially for “first responder” equipment and communications capability. It is still the
case that the only “standards” available are what vendors say are the capabilities
of their wares. We continue to need something like an “underwriters laboratory” for
a wide variety of protective equipment and communications. We have before and
will again recognize the efforts of the Interagency Board for Equipment Standard-
ization and InterOperability, National Personal Protective Technology Laboratory
(in the Chairman’s home state of Pennsylvania) and the Technical Support Working
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Group. Those efforts will not, however, be nearly enough, at least not at the level
of current resources.

For training, the panel is encouraged that the majority of Federal training pro-
grams, at least those currently in FEMA and DOJ, will apparently be combined in
the new DHS. Nevertheless, other Federal agencies—EPA, DOE, DoD, DHHS as ex-
amples—will continue to conduct training that will need to conform to a set of na-
tional training standards. That effort has not yet been undertaken, but it should be
required on an urgent basis.

Fifth Report—A Return to Normalcy

The Commission will end its five years of work on behalf of the Congress with
its final report on December 15, 2003 to the Congress and the President.

Mister Chairman, in our second report in 2000, we recommended a Director of
Homeland Security in the Executive Office of the President to develop a national
strategy, and to direct its implementation among the array of cabinet departments
and agencies. We recommended that the Director have great authority over the Fed-
eral bureaucracy, including budget certification authority. We did not recommend a
separate Department of Homeland Security because of concerns that delays result-
ing from setting up the new Department would slow the implementation of the na-
tional strategy. It has been decided that the advantages of a Department organiza-
tion outweigh that risk, and our goal is to assist the new Department and the fed-
eral, state, and local governments by strategic thinking on Homeland Security.

We believe that the national goal must be to implement a true national strategy
that assesses the true risk to the nation and reasonably prepares for those risks.
Complete security is not possible against a stealth terrorist attack, but a good na-
tional strategy can reduce that risk, and direct our resources to the correct prior-
ities. Only then can we manage the costs of Homeland Security and know the
money we are spending is effective within a national strategy.

We must then have a frank dialogue with the American people that all risk can-
not be eliminated. We must decide what roles are appropriate for federal, state, and
local governments, the private sector and the people themselves.

Then we should return to normalcy, and understand our definition of normal.
Normalcy will never again be an unguarded or inattentive state, but we also must
decide how much is enough, and continue on with the array of priorities we will
pursue as a nation. Defining preparedness and the roles of states and localities will
be a key part of our Fifth Report.

We also will draw attention to the need to maintain our Civil Freedoms as we
make the nation more secure. Our traditional values of liberty cannot be balanced
against or traded off for security. We also must be cautious that those responsible
for security do not simply redefine away our freedoms in the name of security. It
is preparedness that must be defined, not our definition of freedom that has already
gained its meaning from the blood of American patriots, including those that died
gn September 11, 2001. This, too, will be discussed in the final report this Decem-

er.

Conclusion

The Advisory Panel will continue to be relentless in pursuing appropriate solu-
tions to these difficult issues, even if our recommendations are controversial and
cross some “turf” boundaries. We will always—always—consider as an overarching
concern the impact of any legal, policy, or process changes on our civil rights and
liberties. Our Constitution, our laws, our judicial system, our culture, our history
all combine to make our way of life unique in all the world.

Thank you again for this opportunity.

Chairman CoX. Thank you, Governor. Thank you both for your
outstanding testimony, for the work that you have done in prepara-
tion for it and for your assistance to the Congress and to the Presi-
dent in our work.

Ms. Hill, one of the Joint Inquiry’s recommendations that you
cited in your own testimony today is for, quote, full development
within the Department of Homeland Security of an effective, all-
source terrorism information fusion center.

That all-source center is supposed to have—continuing to quote
the recommendation—full and timely access to all counterterrorism
related intelligence information, including raw supporting data as
needed.
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We share that view. I stressed in my opening statement that I
believe this is a bipartisanship view of virtually every member of
this committee. That is what we think we legislated, having read
the statute many times over, in creating the Information Analysis
and Infrastructure Protection Directorate within the new Depart-
ment. We want that mandate implemented, and we are somewhat
troubled by the implications that perhaps it isn’t.

Your testimony notes, for example, creation of the Terrorist
Threat Integration Center, TTIC, not within the Department of
Homeland Security but as a nonstatutory DCI-supervised inter-
agency joint venture.

Can you outline the reasons that the Joint Inquiry specifically
recommended full development of an effective, all-source terrorism
information fusion center, quote, within the Department of Home-
land Security?

Ms. HiLL. I believe, Mr. Chairman, that the reason for a fusion
center, wherever it is, was the numerous examples, in the hearings
and our work, of the failure to bring all of that information into
one place to look at the big picture, to connect the dots, to analyze
it the way it should be analyzed and then to get it to the people
who need it.

So any fusion center is hopefully designed to do that. The reason,
as I recall that-the recommendation speaks specifically to the one
in the Department of Homeland Security—was because at the time
the committees considered these recommendations that had been
statutorily enacted. They were aware that there was a statutory
provision to set that up in the Department of Homeland Security.

I think the National inclination was Congress has decided that
is where it is going to go. If it goes there, it needs to be effective.
I think a large part of the thrust of the recommendation was not
just that you should have it at Homeland Security but that what-
ever is set up there should be done the right way, specifically, to
include things like access to raw data, which had been a problem,
and a whole host of other issues that we had heard about that were
problems for the analytical community.

Chairman CoX. Now, I strongly support the use of TTIC as an
interim step. I don’t want us to drop a stitch while we are building
something new at the Department of Homeland Security, and obvi-
ously TTIC is an executive creation without any Congressional au-
thorization whatsoever. But it is filling a gap, and it is ensuring
that we are doing things professionally, immediately not eventu-
ally, and there is some eventually when it comes to the creation of
this brand new Cabinet department.

But my concern runs to the longer term, because the statute
hasn’t changed since you wrote your report. The very reason you
made your recommendation, as you have just explained it, obtains
today. The statute says the same thing now that it did then, the
legal requirement is exactly the same now as it was then.

And so I am concerned now that there is a risk that the DCI,
who has pledged his support to TTIC, is now going to have to pro-
vide support both to TTIC, and to whatever might go into Home-
land Security. If we want a fusion center, having two of them
doesn’t exactly fit the bill, does it?
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Ms. HiLL. No. The whole point is to get it all in one place so we
make sure that it is analyzed the right way and it is disseminated
to the people who need it. I do want to just clarify that TTIC, as
it exists now or is being talked about now, did not exist at the time
the committees made this recommendation.

So they were making their recommendation based on what they
saw as a huge problem pre-9/11 and knowing that the Congress
had put in this provision about a fusion center at the Department
of Homeland Security.

Chairman Cox. Well, I think all of us can agree, and it is a
strong inference that I draw from your testimony, that we should
not, if we are anxious to fuse intelligence data, create competing
sources of focus of effort, that we should not draw Intelligence
Community assistance in providing analysis of terrorists threat re-
lated information, and so on, to TTIC as well as to the Department
and dilute that purpose.

Governor Gilmore, you have been not only spending the last sev-
eral years studying counterterrorism and our counterterrorist capa-
bilities, but you have also been a Governor of a State with major
technological, economic and military significance from a standpoint
of defending ourselves against terrorism.

You were one of the three States that the terrorists thought im-
portant enough to attack. The homeland security advisory system
is supposed to give us strategic and, whenever possible, tactical ad-
vance warning of terrorist threats, but it has been criticized. I
would like to have your views on whether the security advisory sys-
tem is effective, on whether the color system which has been de-
rided in some corridors is working, on whether this can be im-
proved.

Mr. GILMORE. Mr. Chairman, it seems to me that the color code
is a shorthand. It is intended to be a quick, simple way of commu-
nicating a simply concept of what exactly level the country is in at
any particular point in time. It has been derided because it doesn’t
give any information to tell anybody what to do. That is accurate.
And there is also a challenge too. And that is that as we go forward
and we don’t have information that leads us into a red situation
or a highly dangerous situation, then we are in a constant yellow
state, and so there are challenges on all of that.

It would be good to have a system that can convey the most in-
formation possible, if not to the general public, at least up and
down the line to appropriate elected officials, people who would
have responsibility, particularly in the communities, which means
that you have to give good information, to the greatest extent you
can, into the States and into the localities. It doesn’t have to be
something where you go on the radio and define it with a color
code, but the best possible information should be given to the
States and to the localities. This is the challenge.

There are cultural challenges. There are cultural challenges, by
the way, in the fusion center. We recommended that and examined
it in the year 2002. The challenge to it is cultural less than struc-
tural.

And likewise here with this type of response, the question is,
what kind of information can you get into the hands of the people
who need it under the people who are actually patrolling the chem-
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ical plants and patrolling the critical infrastructure areas and
watching out for the streets.

To the greatest extent possible, we should give the best possible
system to get the maximum information to them, and culturally
there are obstacles to do that.

Chairman CoX. I appreciate that. One final question for Ms. Hill.
The Joint Inquiry report notes that two of the 9/11 hijackers had
numerous contacts with a longtime FBI informant, yet despite this
and earlier information linking them to suspected al-Qaeda mem-
bers no further action was taken to investigate, detain or question
either of them.

Can you explain to us in this open setting, to the extent possible,
the problems that the FBI encountered within its own structure,
how these men were able to hide not only from our own intelligence
but from paid informants within the Islamic community as well?

Ms. HiLL. Well, let me just start out briefly, and it is a com-
plicated story. But briefly, part of what the Inquiry found was that
these two individuals, Mihdhar and Hazmi, were known to the CIA
and other parts of the Intelligence Community as early as January
of 2000, and there was information in January of 2000 that
Mihdhar had a visa to come to the United States, would likely
come here. That information, as best as we can tell, was not passed
to the FBI, from the weight of the evidence the Inquiry found, until
August of 2001.

The CIA had information in March, I believe, of 2000 that Mr.
Hazmi had in fact traveled to the United States. That information,
as best as we could tell, the weight of the evidence was that it was
not passed to the FBI until August of 2001.

The informant had contacts with those two individuals in the
year 2000, after that information was in the CIA. However, the
San Diego office of the FBI did not know about those two individ-
uals. They didn’t know the full names of the individuals, they
didn’t know they were coming to the United States. They had no
reason to be looking for them. The informant had given the names,
the first names, of the two individuals to the FBI agent that was
responsible for that informant. But according to the FBI, and ac-
cording to the agent, there was no reason for them to focus on
those two individuals. I believe the informant described them as
young Saudi youths by first name only. The agent testified he
never got their last names. In August, 2001, on August 23rd, when
the FBI learned the full name of the these individuals and that
they had come to the United States, there was an effort, an inves-
tigation by the FBI, to find them in the United States.

However, that effort did not entail tasking FBI informants for in-
formation about those two individuals. So the informant in San
Diego was not asked at that point whether that informant knew
those two individuals. And it also did not entail any information
about them being sent the San Diego FBI office.

The agent in San Diego who was responsible for the informant
testified that had that agent gotten those names at that point, even
at that late point, the agent believes he could have found them. He
believes he could have, through the informant and his other
sources found those individuals. He also testified that had the CIA
gotten that information to the FBI and had the FBI, in turn, gotten
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it to their San Diego office back in the year 2000, that FBI agent
in San Diego strongly believes that if he had had the names he
would have tasked his sources, and he would have found them at
the time living in San Diego. Because that office would have had
the tremendous opportunity of having a long-time FBI informant
having contacts with those two individuals, he thinks through that
informant and through surveillance, both physical, electronic,
whatever, he would have used the “full-court press” in investigative
techniques on those two individuals, and he believes that he would
have found them.

He believes that he would have had a very good chance to crack
open what the plot was and what they were doing in this country.
Obviously it didn’t happen. He didn’t have that information. The
information never got to the San Diego FBI until after September
11th.

Chairman Cox. Well, I can’t think of a more compelling illustra-
tion of why we need intelligence fusion and sharing of information
within Washington between intelligence and law enforcement be-
tween Washington, State, local governments at all levels.

The gentleman from Texas, Mr. Turner, is recognized for his
questions.

Mr. TURNER. Thank you, Mr. Chairman. Governor, you have
been working on homeland security for about as long as anyone I
know, and you have certainly been able to develop insights that
many of us have not had the opportunity to develop. I think it is
always helpful to us, even though I know this calls for some value
judgment here, but it is always helpful to us if you can just share
with us what you think might be the two or three or four or what-
ever is on your priority list of homeland security tasks, that you
think we really need to get done as soon as possible to make this
country more secure.

Where would you tell us to place our priorities? What needs to
be done that is not being done? And I heard this same question
posed the other day in the Senate committee where Chairman Cox
and I were kindly invited to testify. The same question was posed
to Senator Rudman and Richard Clarke, and I suspect you prob-
ably won’t give the same answers, but it was insightful just to hear
their views, and I would like to hear yours.

Mr. GILMORE. Congressman, one could go burrow down into this
issue a level and begin to address some of the specific
vulnerabilities. Ports comes to mind. While our Commission doesn’t
think that it is a high likelihood that we would see a classic weap-
ons of mass destruction used in this country, it is clear that we
have to be very cautious about the issue, particularly of bioter-
rorism.

So one can go down and begin to address this, but—and you
should, one should do that. But you arrive at a point where you
begin to catalog lists of vulnerabilities. And this nation—any na-
tion really—most authoritarian nations are not free from threat,
much less free countries, such as the United States, and one as big
as this country is.

So it seems to me that we have to focus on several more strategic
points, and that comes down to the big question of trying to get ev-
erybody placed into a national strategy so we understand what
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everybody’s function is. Even to this day the localities are still di-

vided as to whether they are going to try to get grants that come

(Slirectly to them or whether they are going to go through the
tates.

It is clear that the national strategy and structure that has been
set out would be to have that organized on a State basis. What
good does it do to talk about—to argue over the question of wheth-
er chemical plants are the most vulnerable, because they are very
vulnerable, but lots of things are vulnerable, railroads, bridges.
One can talk all day and create a parade of potential horribles.

I think what we really have to do is focus our attention on trying
to make some policy decisions. The Congress, it seems to me, and
the executive branch have to make policy decisions about how you
set up the proper national strategy in order to deal with what is
most likely that could occur, threat assessment, as one of the Con-
gressman said a little while ago, and then playing off that. You un-
derstand that you may not be able to foresee every evil thing that
a well-financed, militarily trained enemy could do, but you can
foresee reasonably what they may be prepared to do and then pre-
pare against that to the greatest extent possible.

The most important thing is this. How do you develop a national
strategy that works with the States and create the State plans
which have been directed and to make sure that those State plans
take into consideration what the locals believe that they have to
have in order to respond to reasonable risks, which they don’t know
what they are, by the way.

It seems to me that the national government has to help identify
what the real threats might be so that the localities can respond
and say, well, we don’t need a fire truck, we need something else,
and to make sure that the money that is requested and the grants
that go on are appropriate to a genuine overarching, hanging to-
gether national strategy that puts money into the proper places so
that you can train and exercise and prepare in that way, and that
is the overarching need that we see right now.

Mr. TURNER. Well, I appreciate that observation. I know on this
committee we have all shared the concern that the first task that
our new Department of Homeland Security must complete as soon
as possible is that national threat assessment, assessment of our
vulnerabilities, so that we can develop some prioritization of what
we need to be doing first, because you are correct, there are many
risks that we can face, many vulnerabilities out there. But select-
ing the ones we need to deal with first cannot be successfully done
unless we have that national threat assessment, that vulnerability
assessment, and the matching of the threats and the
vulnerabilities.

So I think that is a number one. I am also impressed with your
comments about developing the necessary definition of prepared-
ness. One of the things that I think we must have is a clear defini-
tion of what are the essential capabilities that our States and local
governments need to respond, and I know you have spent some
time xi&iorking on that. I would welcome your comment on that issue
as well.

Mr. GILMORE. Yes, sir. And let me refer you, Congressman, if I
could, to our 1999 report, which was virtually exclusively a threat
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assessment. After the 2001 attack we heard a lot of things in the
papers, on the radio and TV and in the halls of Congress and ev-
erywhere about threat that did not match up to what we had said
in 1999, and the Commission suggested that we do a reassessment
of the threat, which we did again in our report of 2002.

So I would direct you to those. And, by the way, we didn’t feel
the threat was different at all when we took a second look at it in
2002.

And, Congressman, your specific question was?

Mr. TURNER. Well, I picked up your remark earlier about trying
to establish a definition of preparedness, I believe is the way you
expressed it. I have thought of it in terms of establishing those es-
sential capabilities to respond that we need to have available in
our States, and in our communities that would protect us in the
event of—

Mr. GILMORE. Yes, sir. The strategy, Congressman, is everything.
If you understand what it is you are trying to protect in this coun-
try, specifically and you understand what the locals need, only then
does the grant to them make any sense. Otherwise you end up with
local agencies and organizations simply following their old prior-
ities they have always followed. That then becomes what we all
know as pork barrel. I guess there will be plenty of that.

But the fact is it would be nice if we can get most of this money
focused into an actual direction of a strategy against real threats.
Now, that means that of course the threat picture in Montana will
look different from the threat picture in Virginia, for example.

But the locals working together with the executive branch within
the respective States ought to be able to create a State plan. That
isn’t the end of it, however. I am one who believes, that while you
can create things from the bottom down, you really need top up,
top down leadership also, to then make all of that harmonize so
that we all understand that we are playing on the same sheet of
music, and that is where I think the direction is that we are going
and where we should go.

Mr. TURNER. Thank you.

Mr. GILMORE. I hope that was responsive.

Chairman CoX. I thank the gentleman. The vice chairwoman,
Ms. Dunn, is recognized for questions.

Ms. DUNN. Thank you very much. Ms. Hill, I wanted to ask you
a question. In your recommendations for reform it emphasizes the
need for the development of a national watch list for terrorists. It
is my understanding that the development of this watch list has
not yet happened, and I am wondering how important this compo-
nent of reform is, how close are we to making it reality, what ob-
stacles exist in its way, and ought we, DHS, ought the Department
of Homeland Security, actually be its home?

Ms. HiLL. Well, I think it is very important. I mean, one of the
things that we saw when we did our investigation was that there
were many different watch lists. As with a lot of other things in
the government, we have more than one agency handling one
watch list. And I think, like the fusion center the important point
the committees wanted to make is that we should have all of this
information together in one place. We should have a watch list in
one place that people can go to and everyone can get access to
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those names so that we can be sure that people do not fall through
the cracks.

I have not, since the conclusion of the Inquiry, continued to work
on this at the committee. I am no longer with the committee. So
I have not addressed what is the current status of the watch list
situation. So I really cannot, you know, speak to how far they have
come along in correcting that and getting it into one agency.

But it is extremely important, because of what we found. Not
only did Mihdhar and Hazmi not make it to the watch list until
very late in the game, we found that after September 11th the CIA
provided a lot more information to the State Department for the
watch list and more individuals were watch listed after September
11th. So there was clearly some, you know, lack of getting those
names to the list for use by the other agencies at a time when obvi-
ously it could have made a big difference, particularly with those
two individuals.

So it is extremely important. We were told during the course of
our investigation that there was anything from several watch lists
to 50, 60 watch lists in the U.S. Government. So it is a big job to
put it all in one place, but it should be done.

Ms. DUNN. And it is a scary term, isn’t it? I think it frightens
people out there until they understand how the lack of such a
watch list caused us huge horror the last time.

In your testimony, you also outlined your findings that clearly
point to systemic communications problems across the Federal in-
telligence agencies and law enforcement agencies.

On the Federal level has the Intelligence Community responded
to correct those situations? And would you suggest that Congress
exercise more aggressive oversight in this area, in this area or
some other area, to help in the effort?

Ms. HiLL. Well, both Director Tenet and Director Mueller testi-
fied in front of our inquiry, and both stated that they were doing
everything in their power to increase communication and coopera-
tion between the two agencies, and between the rest of the Intel-
ligence Community. So we clearly were told that things were
changing and things had improved.

Part of the problem is we have a huge Intelligence Community.
We have, I believe, 13 different agencies and you need to have good
communication and good exchange of information. Not just the top
leaders have to agree to do it, but it has to filter all the way down
through these agencies to the people on the front lines, to the field
agents who are in the offices dealing with the Intelligence Commu-
nity. As Governor Gilmore knows, it is also critically important to
then get cooperation and exchange of information between our Fed-
eral community, law enforcement and intelligence, and the State
and locals, who we also heard from in our investigation.

So I believe, and again, as I said, I have not continued to update
and focus in depth on what is happening right now, but I believe
that given the events of 9/11, given the focus and the level of inter-
est in that, that people are clearly more alerted now to the need
for that kind of exchange. I would be surprised if every piece of the
problem has been eliminated, just simply because of the size of the
problem. We are talking about all of the Federal intelligence agen-
cies, the rest of the Federal Government, the gap between law en-
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forcement and intelligence and then the State and local. So it is a
huge area where we need to focus attention.

I think there is more attention now, more direction to share in-
formation, but we need to sustain that emphasis on information
sharing.

Ms. DUNN. Thank you. May I ask the Governor a question, Mr.
Chairman?

Chairman Cox. Without objection.

Ms. DUNN. Governor, let me just ask you one question. We heard
testimony yesterday from former Speakers Tom Foley and Newt
Gingrich that was very useful in laying out why they believed this
committee, the Select Committee on Oversight of the Department
of Homeland Security ought to be made a permanent standing com-
mittee.

The most recent report of your panel includes the observation
that Congress is, quote, still not well organized to address issues
involving homeland security in a cohesive way, and certainly we
have seen that overlapping jurisdictions lead to lack of focus.

I am wondering if you could expand on your recommendation for
improving this oversight aspect.

Mr. GILMORE. See, Congresswoman, that is the trouble with the
Commission, it just doesn’t mince words. The Commission believes
and has discussed over years and still believes that there needs to
be the greatest concentration possible in both Houses of the Con-
gress of oversight and budgetary authority of the Department of
Homeland Security.

It is hard to set up a new department. That also has been dis-
cussed extensively in our reports, very difficult to do. Our emphasis
has been on the implementation of appropriate strategy and policy.
That has to be the focus, not so much the organizational aspects
that can in fact get in the way of that.

If the Congress contributes to that, by having so many different
committees that are dealing with different monetary aspects or dif-
ferent aspects of the organization, and so on, it is going to be even
harder for Governor Ridge to make that Department the effective
tool that I believe that he will make it be.

So, yes, our recommendation is the greatest possible concentra-
tion of these resources and assets into one, even a joint committee,
but at least one committee in each House.

Chairman CoOX. The gentleman from the State of Washington,
Mr. Dicks.

Mr. Dicks. I would point out that both of the Appropriations
committees, House and Senate, have created subcommittees to do
that. I think that brings some focus, though I strongly support the
effort of having this as a permanent committee. You know, the one
thing that always worried me about this, your Inquiry, Ms. Hill,
was that there was some good work done and in one of the findings
it talks about the July 10th, 2001, Phoenix FBI field office agent
who sent an electronic communications to four individuals in the
Radical Fundamentalist Unit, and two people in the Osama bin
Laden Unit at FBI headquarters, and two agents on international
terrorism squads in the New York field office.

In the communication the agent expressed his concerns, based on
his firsthand knowledge, that there was a coordinated effort under-
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way by bin Laden to send students to the United States for civil
aviation related training. He noted that there was an inordinate
number of individuals of investigative interest participating in this
type of training in Arizona and expressed his suspicions that this
was an effort to establish a cadre of individuals in civil aviation
who would conduct future terrorist activity.

The Phoenix EC requested that FBI headquarters consider im-
plementing four recommendations: Accumulate a list of civil avia-
tion university colleges around the country, establish liaison with
these schools, discuss the theories contained in the Phoenix EC
with the Intelligence Community, and consider seeking authority to
obtain visa information concerning individuals seeking to attend
flight schools.

However, the FBI headquarters personnel did not take the action
requested by the Phoenix agent prior to September 11th, 2001. The
communication generated little or no interest at either FBI head-
quarters or the FBI’'s New York field office.

In your inquiry, what was the reason for that? That still to me
is so shocking that—even though they had information going back
to 1994 that an aircraft could be used, and you had these people
who were highly questionable, that this did not spark any interest
in either the FBI national headquarters or at their New York of-
fice, which was in charge of counterterrorism. Why is that?

Ms. HiLL. Well, there were several, I guess, contributing factors.
The agent who wrote that communication told us that he knew how
big the FBI is, how many other things were going on. I think he
used the words that he thought it would go to “the bottom of the
pile,” which it pretty much did. It didn’t get much attention.

Part of the problem was the FBI's electronic systems for data
and sending data. There are questions whether or not it went to
all of the people it should have gone to. It went to some intelligence
specialists in FBI headquarters. They told us they were going to
act on it, but that they didn’t get around to getting back to it.

They looked at it more in terms of what case would this be rel-
evant to. And they sent it to one field office where there was a case
where it might have potentially been relevant. They weren’t look-
ing at it as a national kind of analytical product.

The New York FBI office, which was heavily involved in
counterterrorism, did get it but it wasn’t considered particularly
unusual to the New York agents, because they knew through, I be-
lieve some of the testimony in the embassy bombing case, for exam-
ple, that pilots or al-Qaeda related pilots had come to light before.

So they didn’t focus on whether the pilot might be for another
reason, or this might be something else. Basically, it didn’t get a
lot of attention. And the FBI agent in Phoenix who wrote it, of
course, I don’t think he expected it would get a lot of attention.
That is what he told us. But he sent it up anyway.

Mr. Dicks. Did he try to follow up or go back a second time?

Ms. HiLL. No, he didn’t. Well, that memo went out in July of
2001. So it was within a month or two of the September 11th
bombings. And he did not. Because he—as I said, he thought it
would take a long time.

One of the things that we heard repeatedly throughout the whole
course of this was how long it took for things to get turned around,
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the problems with the FBI’s data systems and electronic messaging
and all of that.

Mr. Dicks. What is wrong with a phone call? What is wrong with
picking up the phone and calling somebody if you have a very
strong suspicion? Did he ever think about that? I know we live in
an era of e-mail, but I think that sometimes people forget that you
can pick up the phone and call your superior and say, why are we
not doing something about this?

Ms. HiLL. Well, I don’t believe that he did that. And I think he
would tell you, you know, that he felt he did what he could. It was
about his theories. It was a theory to him. He was kind of saying,
this is what it looks like to me, and sent it up with some rec-
ommendations. But I don’t think—

Mr. Dicks. We had a similar situation in Minneapolis, isn’t that
correct?

Ms. HiLL. Well, Minneapolis was a little bit different. That re-
lates to Moussaoui, the arrest of Mr. Moussaoui in Minneapolis.
And the agents, they were very concerned that he might be in-
volved in some sort of terrorist plot with airlines. And they went
back and forth with FBI headquarters on the issue of whether or
not they could get a warrant and whether or not they had enough
on him to move forward under FISA, and there was a misconcep-
tion of what they needed to allege under FISA. They spent a lot
of time looking for some connections that they actually didn’t need
legally. So there was a lot of that back and forth and their request
never went, as I remember, never went beyond the FBI to the Jus-
tice Department.

But the interesting thing about both of those cases, and what
concerned I think our two committees, was that, number one, they
both occurred in the summer of 2001, which was a time when there
was a very high peak threat level for some sort of terrorist attack
against U.S. interests.

The Phoenix agent did not know about Zacarias Moussaoui. The
agents handling Zacarias Moussaoui didn’t know about the Phoenix
electronic communication. And neither of them knew about
Mihdhar and Hazmi, before August, coming into this country. And,
of course, the FBI didn’t know that in June and July because they
hadn’t got the information from the CIA.

So, you know, what we found, and that is the classic example of
it, is we found all of those pieces, these threads of information, that
if somebody had been able to see the whole picture and put this
together, you know, you would have known, here we have a huge
threat. We have two guys, al-Qaeda associates, coming into this
country. We have another suspicious individual in Arizona, we
have a memo out of Phoenix saying that he believes bin Laden is
sending people for civil aviation related training.

None of those people knew all of it, none of the people who had
one piece knew what all of the others had, including the agent in
California who had the informant. That informant knew, among
other things, and told the FBI after September 11th, that, for in-
stance, Mr. Hazmi was going to, of all places, Arizona for flight
training, for civil aviation training.

And that is where the Phoenix agent—at that time was sitting
there in July of 2001 and later, with that information. None of that
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was connected. And Moussaoui wasn’t connected to it. So, you
know, we will never know what would have happened if they had
put it all together. But they certainly would have been a lot closer
to seeing the big picture than what history shows that they were.

Mr. Dicks. What worries me here is you can have very good field
work, but you have to have people in the supervisory level who
take that information and act upon it. There have been so many
situations in our history where we had the information but the peo-
ple at the higher levels didn’t respond to the information and didn’t
act and didn’t do anything.

And, you know, first—President Bush I, the first thing he said
after Desert Storm/Desert Shield, when the Iraqis attacked into
Kuwait, was that it was not an intelligence failure, it was a failure
of his administration to act because he was told by all of the lead-
ers of the governments in the area that Saddam Hussein wouldn’t
make this attack. And even though we had the information, we
didn’t act on it.

So I bring this up, I think this is an important part of this com-
mittee’s deliberations. We have got to get all of this information
and do a better job of collecting, but you also have to have some
people with judgment who analyze and then get it to their superi-
ors to act upon.

And I think these examples that we discussed here show an ex-
ample in this very important situation, where we had good infor-
mation, but we didn’t have people who acted on the information or
didn’t recognize the importance of the information, and I hope it is
something that we continue to consider in our committee delibera-
tions.

Thank you, Mr. Chairman.

Chairman CoX. Thank the gentleman. The gentleman from Con-
necticut, Mr. Shays, is recognized for questions.

Mr. SHAYS. Thank you, Mr. Chairman. Mr. Chairman, thank you
for conducting this hearing and thank you to our very distin-
guished witnesses.

When my National Security Subcommittee was holding hearings
before September 11th, we had you, Governor, before our com-
mittee on more than one occasion, along with Hart, Rudman and
Bremer, and all three of you agreed on the following: We have a
terrorist threat. We need to develop a strategy to respond to the
terrorist threat. And you only disagreed really on the nuances of
how you reorganize, because you all said we needed to reorganize
to implement that strategy. So we had a loud message from three
very distinguished commissions.

My first question to you is: When we did reorganize, we basically
did it before we really described what the threat was or developed
a strategy, and do you think that we have been hindered and
maybe didn’t reorganize the way we should have because we did
not do what we needed to do—in my judgment—which was state
the strategy and state the threat and develop the strategy?

Mr. GILMORE. Yes, Congressman. I think that is a pretty good
summary of where I think that strategically we may have fell be-
hind a little bit. I would point out that there is still not a con-
sensus yet as to the nature of the threat. Our Commission does not
believe that threat of a classic weapon of mass destruction is as
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great as frankly has been discussed in the newspapers and perhaps
in this body as well.

But on the other hand, we have hedged. We have not ruled it
out. We believe that the consequences would be so great that we
have to at least take it into consideration. But the thrust of our
Commission has been that we need to think more about what the
capability, the true capability of the enemy is, and the true capa-
bility of the enemy is more along the lines of conventional weapons,
an explosion, a bomb, hijacking a plane, hijacking a train, some-
thing of this nature, not a nuclear device or something of that na-
ture here in the homeland.

But, yes, thinking through the strategy then lends itself I think
very well to the proper type of structure that needs to go into place.

Mr. SHAYS. I had hoped that having reorganized that the Depart-
ment of Homeland Security would then, even though it seemed to
follow, have stated threat analysis and its strategy, to my knowl-
edge, this has not been done.

Ms. Hill, to your knowledge has this been done?

Ms. HiLL. Mr. Shays, I am not—as I said, I have not been fol-
lowing what has been going on within the—what we looked at was
what happened before 9/11. I haven’t been following up on every-
thing that has happened since.

Mr. SHAYS. I hear you. Governor?

Mr. GILMORE. Strategy or a threat assessment?

Mr. SHAYS. Well, both the threat assessment—to—I had hoped
by now the Department of Homeland Security would have stated
clearly what the threat was and what our strategy is. I have not
yet seen a document that does either. Have you?

Mr. GIiLMORE. Well, there are about eight strategies, as you
know, that are in print right now: Critical infrastructure,
cyberterrorism, bioterrorism, a general overarching national strat-
egy as well. So there is a lot of work.

Mr. SHAYS. Based upon a response to what they stated is the
threat?

Mr. GILMORE. Not so much. I think that we probably do need to
have a clearer thought through threat assessment. Again, we have
taken a couple of cuts at it for you—

Mr. SHAYS. Right.

Mr. GILMORE.—as a foundation. But that I think lends itself to—
the strategy comes into clearer picture. It makes no sense to spend
a lot of money preparing against something that is unlikely, when
the very likely is right before you.

Mr. SHAYS. I hear you.

Ms. Hill, on the whole issue of fusion and the issue that we have
one place, and it seems to me that should be the Department of
Homeland Security. It is one of four pillars. It gets information
from our security folks. But I happen to believe, and I am curious
if you do as well, that had we just paid attention to what was said
in public that we would have known about the terrorist attack?

I base that based on our hearings, but also my travels, particu-
larly to Israel and the documents that we saw, the articles in the
Egyptian newspaper about a debate among scholars before Sep-
tember 11th about whether it was a religious doctrine that would
allow for a Muslim to, in fact, attack the Twin Towers.
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So when we talk about fusion—and Governor Gilmore as well—
we are not just talking about Federal, State and local. We are also
talking about providing public documentation in it as well.

Would you comment, Ms Hill?

Ms. HirL. I think that public documentation and open source in-
formation is very important. I mean, ideally you would want all of
the information. Because, you know, we found there was a tremen-
dous amount of information<. You know, we didn’t have one single
piece of intelligence that said: It is going to happen on September
11th with planes at the World Trade Center. We don’t have that,
but we had a whole lot of little pieces. We had a tremendous
amount of information out there on the scope of the threat, on tac-
tics. We knew these specific individuals, two of them at least, were
coming into this country that ultimately ended up on these planes.

So, you know, we did have a lot of information, but it wasn’t
brought together. And I think open source information is also criti-
cally important. And, you know, ideally if you had a fusion center,
not only would that brings in intelligence information, but also law
enforcement information.

As Governor Gilmore points out, and he is absolutely right, State
and local law enforcement can be a tremendous source of valuable
information.

Mr. GILMORE. The central problem—first of all, you are correct,
Congressman Shays, absolutely correct, about the need for open
source material. Not all intelligence is secret intelligence. In fact
some of the best intelligence is what the enemy tells you.

But put that aside for a moment. The critical problem is culture.
The problem is within the fusion center and within intelligence or-
ganizations we have ingrained in for many decades a reluctance to
share information. Hopefully the fusion center, the TTIC or what-
ever format ultimately survives, will gain the esprit de corps, con-
fidence and team work to give information back and forth and to
bring in the States and locals.

The central concern we hear is the States and locals say we are
happy to give the feds information, but it is a one-way street, after
a while we get tired of it.

Mr. SHAYS. Would either of you comment on what former Sen-
ator Hart has done with the Council on Foreign Relations in the
whole sense that we are underfunding our first responders because
we have not created standards, and therefore don’t know how to
judge what they need, and their estimate that we could be a hun-
dred billion dollars short in 5 years?

Ms. HiLL. I have—we did not look at first responders. We looked
at intelligence. And I would defer to Governor Gilmore.

Mr. GILMORE. We have extensively discussed standards in our re-
ports over the years. Yes, standards are necessary, because you
have to know what kind of gas masks, what kind of materials you
need and so on. But that isn’t so much the central point. It is
standards to do what? It is buy personnel to prepare for what? It
isput together organizations to respond to what threat, and to what
type of response is necessary? What kind of vehicles do you need?
It is not just a matter of which vehicle.

Mr. SHAYS. Now, follow up with my yellow light. Should we re-
quire the Department of Homeland Security in the next 9 months
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to do that? They are giving out money and should we be saying you
are giving it out under what basis?

Mr. GILMORE. Well, they are not giving much money out, and you
hear that from the locals all of the time, and I am not so sure that
is bad, to tell you the truth, and it ought to go out sparingly.

Mr. GILMORE. The answer is—the question is, should the Depart-
ment do it? Yeah, but they have got a lot on their plate. It is hard
to put together these agencies—these disparate agencies with dif-
ferent cultures. I think the administrative burden is enormous, but
to the extent that strategic thinking could be done by the Depart-
ment under your direction, I think it should be.

Mr. SHAYS. Thank you, Mr. Chairman.

Chairman CoX. Thank the gentleman.

The gentleman from Mississippi, Mr. Thompson, is recognized for
purposes of questions.

Mr. THOMPSON. Thank you, Mr. Chairman. I, too, have enjoyed
the testimony of both witnesses.

Taking off from Congressman Dicks’ comments earlier, Ms. Hill,
if that agent sent that same memo today, do you think it would be
treated any differently?

Ms. HiLL. I certainly hope it would. I think Director Mueller is
very much aware of that situation and is very much aware of our
report and has indicated in his statements that the FBI is taking
our recommendations very seriously. The committees have made a
long list of things that we pointed out in this report to the FBI that
need to be done to improve their own internal communication and
their focus this these kinds of intelligence issues.

As I understand it, Director Mueller has said that they are in
fact very actively implementing reforms that he says are designed
to address the same areas of problems and reform that we have
recommended in this report. So I obviously have not had the oppor-
tunity since I have left the committee to be briefed on what the
FBI is doing, but my understanding is that that is certainly his in-
tent.

The other thing I would say is that, hopefully, if nothing else, by
making the facts of the missteps and the lack of focus that hap-
pened before 9/11 very public and having discussed it with the
agencies many times, I would certainly hope that all of them are
very sensitive to these kinds of issues and are doing their best to
try and prevent a similar problem in the future.

Mr. THOMPSON. Thank you.

On a broader note, if we take the 13 intelligence gathering agen-
cies from Congress and say, well, you all should cooperate and get
along and share information, do I hear from your testimony that
that is only as good as the people who work for those agencies
agreeing to do that?

Ms. HiLL. Well, ultimately, it depends on people. It is like any
part of government. It is basically made up of people. A lot of it
is what Governor Gilmore has said. It is culture. Lot of the issue
between intelligence and law enforcement, which has been part of
this problem, was historically based on some valid legal reasons.
There were some concerns. The Intelligence Community has always
been very concerned about protecting their sources. They don’t
want to give too much to the law enforcement side, because they
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don’t want it to end up in a courtroom where they are going to
have to disclose their sources, those sorts of legitimate concerns.

We heard, for example, that analysts in the law enforcement side
were being told not to write down analysis, because analysis really
is not always fact. It is analyzing and theorizing about what all of
these facts may mean. We were told, and I can understand this,
that sometimes analysts at the FBI were told not to write down
paper analysis because the prosecutors did not want that in their
files when they go to try criminal cases. Having been a prosecutor
years ago, I know that there is a legitimate concern there.

So some of these things were driven by the law, by the dif-
ferences between the mission and the function of law enforcement
and intelligence. Some of it was driven simply by agency cultures,
by agency turf. There are a lot of reasons.

Also, I think in the Intelligence Community, as the Governor
said, it is true that they have a culture that is grounded in secrecy,
for some very good reasons, and it is difficult for them I think to
go too far beyond that. They guard their information very carefully
because of the sensitivity of that information.

So there are a lot of reasons, some of them very valid, for all of
this, but I think the agencies have to recognize—and I hope they
do now—that we are living in a world where things changed after
9/11. We are living in a different time, and there is now a need,
a very real need, for realtime information not just for people in the
Intelligence Community but also in law enforcement and in State
and local governments and State and local law enforcement. So we
have to somehow get beyond those cultures and those legal issues.

Mr. THOMPSON. Thank you very much.

Governor, do you think as we move forward in this country is
there ever or will there ever be a time when we could consider our-
selves safe? And, if so, help frame how we measure it.

Mr. GILMORE. Well, as I have said in other forums, Congressman,
I don’t believe that the country can ever be completely secure, and
I think there is a real risk here, a dramatic moment in time I think
in this country when there is a dramatic risk that we will work so
hard to create security that we will overlook everything else that
is of value in the American system, and I am concerned about it.
And the Commission I think will have more to say about this in
December as well.

I don’t believe that you can be completely secure. We don’t think
that that is the right approach. The correct approach, it seems to
us, is to not focus on vulnerabilities, because everything is vulner-
able unless you put it inside a wall, and even then it may be vul-
nerable. Instead, focus on risk. Focus on the capability of the
enemy. What can they actually do? And that means that you circle
back to the intelligence issue, because the better your intelligence,
the better your knowledge of what the enemy can actually do, what
their capability is, and then you begin to know what you need to
protect against. That is the assessment that needs to be done.

In terms of measurement, I think that it can be measured. I
think that the intelligence organizations, the 13 or so organiza-
tions, when they trade notes and they exchange information in a
TTIC or another fusion center and reach consensus as a group, can
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come to policymakers and make good decisions about the level of
security of the country.

Understand, Congressman, that we can never be completely se-
cure, and a well-financed, militarily trained enemy will try to find
the vulnerabilities to the greatest extent they can, but we can re-
duce the risk, and we can make the country reasonably secure.

Mr. THOMPSON. Thank you.

Mr. Chairman, I have one other question.

Chairman Cox. Without objection.

Mr. THOMPSON. Governor, you now moved on to another point in
your life, and part of it is dealing with issues of homeland security
in the private sector. I would like to know, have we established
within the Department of Homeland Security the opportunities for
private business to come and explain their products and wares
good enough to move the issue alongpDo you understand what—if
we have someone who has an idea that may or may not fall within
the area of homeland security, have we created within that Depart-
ment a willingness to accept a point of entry for those individuals
to come?

Mr. GILMORE. Let me try to answer this on two levels, if I can
hold this in my mind. The direct answer is I think we are doing
pretty well with that now. Governor Ridge has said that he wants
to consolidate that into one office and one intake point where peo-
ple can come in and look at this, and I think that we are making
progress on that.

We still haven’t answered the question, the relevancy of any par-
ticular product that is coming in the door. That is the challenge.
Unless the strategy is set and we understand that we need sensors
or we don’t need gas masks as the best and highest use of our
money and priorities, then there is no way for a government official
to make a good priority decision about what to spend the money
on. That is the central challenge I think.

Organizationally, I think Governor Ridge is pulling that together
pretty well, and we all know that what is really at work here is
that everybody that can create anything at this point related to
homeland security is sure trying to sell it to the Federal Govern-
ment as hard as they possibly can.

The second level, though, of discussion is more intricate, and it
is the question of how you tie in the private sector, the owners of
all the critical infrastructure in this country into a homeland secu-
rity strategy when they don’t work for the government. This is a
more difficult issue. They actually want to do things, but there
aren’t a lot of systems in place to fit them in very, very well. At
the end of the day, they are still accountable to their bottom line
of their shareholders, and that is a different priority from the gov-
ernment. So that challenge remains ahead of us, and that is why
we took testimony from Mike Armstrong from the Business Round-
table.

Mr. THOMPSON. Thank you, Mr. Chairman.

Chairman CoXx. Thank the gentleman.

The gentleman from New York, Mr. King, is recognized for pur-
poses of questions.

Mr. KiNG. Thank you, Mr. Chairman.
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First, if I could make a remark to Governor Gilmore, I lost more
than a hundred constituents in my district. Ray Downey didn’t ac-
tually live in my district, he was in the adjoining district, but he
certainly was a legend, and I thank you for paying tribute to him
in your statement today. It was well deserved, and I thank you for
that.

Ms. Hill, I want to commend you for the work you did on this
report. One of the things that struck me in reading the report and
listening to your testimony today and also thinking back to Sep-
tember 11th is that certainly I think most Members of Congress,
if not all, and many people in the executive department were also
taken totally by surprise by the type of attack that occurred on
September 11th, the fact that it was so coordinated, planes being
used as missiles. You mention here on page 7 of your statement
today that there was no—little or no analytical focus about reports
of terrorist activity and aircraft as weapons. I know that Congress-
man Dicks touched on this.

But what I would like to follow up on is, what is your concern
that there can be something going on out there today that we
haven’t even conceived of or is almost off the charts as this type
of attack was? We hear so many random type of attacks—bridges,
tunnels, subways, et cetera, agriculture—but is there—and I
guess—I don’t know. Maybe the question answers itself. But could
there be things out there that aren’t even being conceived of right
now by the intelligence agencies or by the policy planners?

Ms. HiLL. You know, this is just my personal opinion. I think 9/
11 has shown they can think totally out of the box and they can
think of things that are unimaginable to many people. So I would
say, you know, yes, it is very possible they could be thinking of
something. I mean, I don’t know that for a fact, but I am just going
by what they have done before. I think they would look for our
vulnerabilities and look for things that we are not looking at.

So part of the problem is this is a huge country. We have many
ways of people coming into this country, of container cargo coming
in ports and airports and we have huge borders and everything
else. Plus we have the issue of whether there are people already
here that are working for groups like al Qaeda. So there are tre-
mendous vulnerabilities, and I don’t think you can guarantee that
even the best intelligence is going to absolutely know every single
possible tactic that some terrorist out there has thought up.

It is a very scary thing, it is a very hard thing to defend against,
and you just have to have the best intelligence, the best sources,
the best cooperation and sharing of information that people can
have and look at it all and put it all together the best you can and
look for what makes sense in terms of where will they go next.

Mr. KING. You have spoken about trying to change the culture
in various agencies and departments. There was a story in this
week’s Newsweek where it talks about how many people in the
FBI, CIA over the years became gunshy, the fact that they are
afraid of doing something this year which will be questioned later
on.
How much fear is—how much of a problem do you think it is,
let’s say, that an agent or an analyst would be afraid to propose
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something in the fact that it would be ridiculed or put down as
crazy and the impact of that? Has that mentality changed at all?

Ms. HiLL. Well, I don’t know that the mentality has changed. I
will tell one of the issues that we saw on analysis was not so much
that they were gunshy, but one of the things we heard complaints
about was that there was a tendency in intelligence to go with the
majority view on analytical product. In other words, if there was
a dissent, the dissent would not be fed into the final product, so
that what ultimately would come out would be an analysis based
on what most people thought made sense.

The problem with that in intelligence, is that because intel-
ligence is a dynamic thing, it changes, you keep getting new intel-
ligence every day. What happens if you lock it into the majority
view at that point and it continues to go down the chain like that,
later when some new intelligence comes in that may actually
change the whole picture if you had linked it with what they were
saying originally, you have lost that ability to do that. You have
kind of locked yourself into a view that may not get to the whole
picture and may not get the most creative way to look at intel-
ligence.

So we heard about that as a problem, and we also heard, and the
committees found, that there just was not a lot of real creative, ag-
gressive analytical products on this particular issue.

Mr. KING. One final question. I know it opens up a whole new
area, and maybe we can talk about it some other time, but the
whole issue of sleeper cells. I have had numerous discussions with
police intelligence people in New York City who say that they are
getting very little cooperation from, for instance, people within the
mosques. Again, I know that opens up whole other issues about
separation of church and state, et cetera, but how significant an
issue do you believe the sleeper cells are, and from your analysis,
is there any way of estimating, again, the extent of it, how many
of them are out there, what parts of the country?

Ms. HiLL. Well, that I probably cannot do. What I can do is tell
you, certainly based on what we saw and what we have—

Mr. KiING. Do you think it is a real threat, I guess?

Ms. HiLL. Yes. What I was going to say was, yes, I do. I think
there was intelligence before 9/11, and we cite it in the report, that
suggests that. For instance, regarding Khalid Shaikh Mohammed
there was a June, 2001, report that said that he had been travel-
ling to the United States recruiting individuals to come here and
to establish contacts with colleagues already here.

There was also an FBI analysis that we cite in the report that
talks about the hijackers having a web of contacts in this country.
The Phoenix agent testified that he believed his theory that there
was a support network in this country for al Qaeda. There was in-
formation the FBI received—it is mentioned in the report—after
September 11th from an al Qaeda associate who said that basically
he believed they were trying to do multiple attacks in this country
and that there were people positioned in—already positioned in
t}llis country—that they could call on to assist for those types of
plans.

So there is a wealth of information I think, based on what we
saw, indicating that there very well may be terrorist sleeper cells
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or a support network in this country. The report goes on in great
detail about the fact that we found, from our review of FBI and
CIA files, that the hijackers had contacts with at least 14 different
individuals in this country, all of whom had been known to the FBI
previously through FBI counterterrorist investigations or inquiries.
So these were not just individuals that had perfectly clean back-
grounds. These were individuals that the FBI had reason to believe
were connected with terrorist groups to start with. Lo and behold,
what we found in those files was that the hijackers themselves
were having contacts with those individuals.

So I think it is a very serious issue, and I think it needs to be
absolutely prioritized in terms of investigation and focus by our law
enforcement community and our Intelligence Community.

Mr. KiNG. Thank you, Ms. Hill. Thank you, Governor.

Chairman CoX. The gentleman from Florida is no longer with us.
The gentlelady from Texas, Ms. Jackson-Lee, is recognized for pur-
poses of questions.

Ms. JACKSON-LEE. Thank you very much, Mr. Chairman; and
thank the witnesses very much for the work that you have done.
Forgive those of us who have been in and out because of other
meetings and hearings that we have had to participate in.

But I do want to raise the question and probe what probably has
been probed during my absence by other members, and that is
what the Intelligence Community knew and how they acted upon
it. In particular, Ms. Hill, I would like to refer to the testimony and
statement that you presented and just explore that with you a little
bit.

The paragraph that I am reading now—and I would like to
even—I am not sure if you read verbatim your statement, but I
would like to refer to it on page 3:

“Although prior to September 11th relevant information that is
significant in retrospect regarding the attacks was available to the
Intelligence Community, the Community failed to focus on that in-
formation and to appreciate its collective significance in terms of a
probable terrorist attack. As a result, the report concludes that the
Community missed opportunities to disrupt the September 11th
plot by denying entry to or detaining would-be hijackers, to at least
try to unravel the plot through surveillance and other investigative
work within the United States and to generate a heightened state
of alert and thus harden the homeland against attack.”

Let me just add a few more comments before I ask you to re-
spond. On page 8, I think something positive occurred, or at least
you noted something that we have improved on, from my perspec-
tive. Because my perspective is that we are not safer than we were
after 9/11. We are certainly more aware. We are far more aware
than we have ever been. So that is a positive.

On page 8 you note, “Prior to September 11th, U.S.
counterterrorism efforts operated largely without the benefit of an
alert, mobilized and committed American public. The assumption
prevailed in the U.S. Government that attacks of the magnitude of
September 11th could not happen here and, as a result, there was
insufficient effort to alert the American public to the reality and
the gravity of the threat.”
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I think the establishment of the Homeland Security Department,
this Homeland Security Committee which I am hoping and praying
will be a committee of action, and also what has occurred in our
local jurisdictions on the home front, the neighborhoods, the cities,
the counties, is a great success. We are aware, we are alert, we are
sensitive, but it begs the question whether or not we have made
any strides as relates to this singular question of whether or not
September 11th could have been prevented, not whether it could
have been prevented 2 months out, 3 months out, but let’s just take
the whole ball of wax. Let’s take it on several years of encountering
and asking the question whether or not it could have been pre-
vented.

I say that because parallel to this hearing—and might I say a
day before the second anniversary of September 11th—we certainly
owe those who lost their lives not a tribute that I know that they
will get but certainly a response that their lives were not lost trag-
ically in long, extended—in vain.

So I believe we are at a point that gives me discomfort that we
have not yet answered the question. I believe that this whole issue
warrants public hearings around the Nation, in large cities, in
small cities, that the classified information—I wonder the basis of
its classification inasmuch as the tragedy has already occurred. I
might be convinced if some of that classified information triggers
into ongoing investigations.

But the bottom-line question of this, we have, as my colleague
noted, several intelligence entities that exist. We do have sort of
this infrastructure that is across the street from the Homeland Se-
curity or the Pentagon, which I am not sure anyone understands
what they do or what they do. So the question to you is, have we
answered this question of complete absence of connectedness with
the Intelligence Community?

General Sanchez said, “I don’t need more troops.” And whether
I disagree or agree with him, I need better intelligence in Iraq. We
need better intelligence here in the United States, and I don’t see
where we have made the improvement where the action items have
occurred on this.

My last point is I note in this material that the individuals, two
of them, that came over did not get on a watch list to the FBI until
August of 2001. What a tragedy. What a crisis. Where are we today
in terms of correcting that and paying true tribute to the thou-
sands who lost their lives of whom we will pay tribute to tomorrow
on 9/11, the anniversary?

Ms. HiLL. I can talk about—certainly you have raised a lot of the
issues that were problems before 9/11. What has happened today,
are we there, have we fixed all those problems, I do not know to
what extent all the reforms have been put into place, because my
job was looking at what occurred before 9/11. I have not done the
same kind of in-depth scrub that we did on pre 9/11 on the issue
of what has happened since 9/11. That was not our mandate.

I can tell you several things that are positive.

One is I would agree with what you said. One of the problems
we noted was that the American public was not really alert to this
threat, and I think the American public is now, if for no other rea-
son than because of September 11th, very alert to this, as is the
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law enforcement community and the Intelligence Community. So
our alert level has clearly risen.

In terms of sharing information and actual reform at the FBI, as
I mentioned a few minutes ago, Director Mueller has stated he is
very familiar with our report and what we have found and the
problems, and he has said that he is actively pursuing reform with-
in the FBI in the areas the committees have recommended.

Again, I have not had the opportunity to be briefed as to what
is being done, so I can’t speak to that, but I know that is his stated
intent.

On intelligence, I believe Senator Graham in the Senate has ac-
tually introduced legislation that would implement the actual rec-
ommendations of the report. In the House I believe Chairman Goss
and Ms. Harman, the ranking member, are actively pursuing with
the agencies through oversight hearings and through the author-
ization bill ways to address the issues that we raised concerns
about in the report. So there is a lot of activity focusing on this.

Again, I feel really unqualified to give you a flat opinion as to
whether what is going on is actually solving the problem, because
I have not examined it and I haven’t done the type of review that
I would feel more comfortable with before I made that conclusion.
I do know that people are aware of what we have said and they
are addressing it and they are saying they are addressing it. Now,
how good that is, I can’t tell you at this point.

Ms. JACKSON-LEE. Mr. Chairman, Governor Gilmore would like
to—he is raising his hand to answer.

Chairman CoX. By all means.

Ms. JACKSON-LEE. I appreciate your indulgence.

Mr. GILMORE. To Congressman Jackson-Lee, we had a raging de-
bate on this topic in the year 2002 on the Commission, and the
issue was what type of reform needs to be done in order to bring
better domestic intelligence into play. There was a—usually, our
Commission operates on a consensus. The goal is to achieve con-
sensus. That is usually the right answer. We failed on this one.

The argument had two camps. The one camp was led by me that
believed that the FBI should be reformed and made to create a real
intelligence division instead of the simple law enforcement function
that it seems to specialize in.

The other camp was led by Paul Bremer, who said that we
should not have the FBI do this, that they are not capable of doing
it and never will be, and therefore we should create an MI-5 orga-
nization akin to the British model to conduct domestic terrorist in-
formation in this country.

Bremer won that debate. I put a dissent in the report. It is actu-
ally very entertaining stuff, if you wanted to take a look at it.

But the fact of the matter is that since that report was published
the Director has appeared twice before our Commission. I think he
is very concerned about the report of the Commission and the rec-
ommendation. He has been over to explain to us that he is trying
to change the culture at the FBI, not to diminish its law enforce-
ment capacity but to add to it a domestic intelligence capacity.

But the jury is out. They will need to change their way of think-
ing about this. They will need to put good agents into
counterterrorism and give them good career paths and promote
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them just the way that they would somebody that wants to bust
a counterfeiter or a drug addict.

So there is a lot to be done here, and we will have to see, but
it is clear that Director Mueller intends to create that capacity to
make it a success in the United States.

Ms. JACKSON-LEE. Mr. Chairman, if I would, I will end. I don’t
know if you were listening, and I just hope that this might be the
work of the committee. I think this is a very striking point that the
Governor has made, despite the debate in his committee.

I can’t imagine the FBI in the 21st century without an
antiterrorism or intelligence component balancing—and maybe
where Ambassador Bremer was going was civil liberties and our
concerns there, but we can balance that. But here is a domestic
Federal law enforcement that we have always looked to for excel-
lence and that they are deprived of the opportunity to create an ex-
cellent intelligence unit that really would have been helpful pre-
September 11 so they would have been able to digest what they
have gotten even though they got it a few days out, 2 days out,
they might have been able to move quickly.

I don’t think we can operate without that kind of component, and
it is interesting that that is one aspect that maybe has been drag-
ging its feet because of this debate that has been going on. I think
it is crucial for this committee.

I thank the chairman very much. I don’t know your comment on
it, but I hope we can work on it and the ranking—

Chairman CoX. I thank the gentlelady.

The chairman recognizes himself for 5 minutes. I would like to
return to this question of the fusion center.

I was recognizing a member on this side, but there isn’t any rea-
son. You are quite right. I will yield instead to the gentlelady from
the Virgin Islands, Dr. hristensen, for 8 minutes of questions.

Mrs. CHRISTENSEN. Thank you, Mr. Chairman.

I was encouraged to see the Governor raise his hand to answer
a question after almost 3 hours. I am glad to see that you are still
being patient with us and willing to answer.

I want to thank the chairman and the ranking member for hold-
ing this hearing on this very appropriate day, the eve of the second
anniversary, and I would say certainly it is important on this sec-
ond anniversary for us and the American people to know what has
been done to reduce our risk of a terrorist attack and to improve
our ability to respond. I just wish that we had a better report 2
years out.

Governor, I will say I agree with you on your priority of the need
for structure and framework, for assessment and a clear definition
of what capabilities are needed for us to develop. I think that has
been a great source of frustration to us on the committee but even
more so of course to those who are on the front lines.

b I ?ave about two or three questions, and I think they are pretty
rief.

The first one, the Commission recommended that the President
clearly define the responsibilities of the Department of Homeland
Security and other Federal entities. He noted that this was espe-
cially important in the case of a bioterrorist terrorist attack. To
your mind, have these roles and responsibilities been clarified?
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Specifically, if we were to have a bioterror attack today, would we
know who was in charge?

Mr. GILMORE. Well, that is really an excellent question and one
that has troubled the Commission greatly. In the very first year of
our Commission, in 1999, when we did the threat assessment we
raised that fundamental question, who is in charge, because we
didn’t think that answer existed at that time.

I think that you have today a dual role in the bioterrorism area,
and that is the Department of Homeland Security and the Depart-
ment of Health and Human Services at the same time. We made
a recommendation that I think that HHS—I will have to look back
now and make sure my memory serves correctly. I think we rec-
ommended HHS be the lead agency in conjunction with DHS, or it
may have been the other way around. I am not sure. But we have
to define this. We have to define exactly who will, in fact, be re-
sponsible in a bioterrorism attack.

If T could just take one moment, Mrs. Christensen, to say this,
that while we think it is exceedingly difficult for a terrorist organi-
zation to get their hands on a bioterrorist weapon, we think that
is a hard thing to do and hard thing to deliver and there has been
a history of it being difficult to do, if it did occur it would be the
worst possible thing that could happen. You could put a police tape
around a nuclear explosion, but you can’t around a contagious dis-
ease that was put into the population.

There are ways of dealing with us. HHS is certainly the agency
with the greatest expertise. I think the correct answer would be to
have a clear designation as to which agency will be in response and
Whigh one will be in support. Clearly, the expertise rests with
HHS.

Mrs. CHRISTENSEN. Thank you.

Being representative of a U.S. territory, I wanted to also ask,
based on the Commission reports and the one to come, are you sat-
isfied that the needs of territories and also native American res-
ervations are being adequately factored in as we assess where we
are and where we need to be?

Mr. GiILMORE. Well, that is another excellent question. The In-
dian reservations ought to be part of the State plans developed
wherein those reservations reside. They ought to be included with-
in those State plans, as to whether or not there is a substantial
risk that needs to be taken into consideration in the State plans.

Territories are a different issue, and I am afraid I can’t answer
whether the territories have been included in the structure and
planning for a territorial plan which would then fit into the na-
tional strategy when it finally emerges, but I will say that I think
you are right. They should be. And I suspect they are.

Mrs. CHRISTENSEN. We are. I just want to always make sure that
we are considered when all of the discussions are taking place, be-
cause many times we are an afterthought, and this is too important
for us to be an afterthought.

One recommendation involved fund reimbursement to State and
localities and the private sector for expenditures to increase secu-
rity. I am a ranking member on National Parks, Recreation and
Public Lands, and they were recently cited for their lack of secu-
rity, not providing adequate security. I have heard from the Direc-
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tor that they may take up to $65,000 a day during an Orange Alert
to beef up security, and that comes from other funding needs with-
in the Park Service.

Is it also your recommendation that agencies include in their
budget a specific set-aside for homeland security in addition to the
regular costs that they need to cover?

Mr. GILMORE. You mean for national parks?

Mrs. CHRISTENSEN. Well, I think other agencies face the same
problem. There hasn’t been anything in their budget for—when the
need arises, for them to increase security because we are on a high-
er alert, and that is what has happened in the Park Service. And
it is a significant amount of money that is expended. You talked
about States, locality and the private sector, but the departments
haven’t—they have been taking it out of their normal budget.

Mr. GILMORE. I think that—I am not sure the Commission has
heard this, in all honesty, but my reaction is I think I am at this
from a little different direction, and it is not simply to fund every-
body that feels like that they have a security need. To the contrary,
I think you have to instead look at the national strategy and ask
yourself where your priorities are and then what you can reason-
ably afford to fund without breaking the back of the economy of the
Nation.

The enemy has said that they wish to break the economy. We
can do that for them by spending ourselves into oblivion trying to
protect every vulnerability. So I think that a careful assessment
has to be done as to the greatest vulnerabilities and the greatest
priorities so that we move down the line until we run out of money
and then at that point we just have to stop and say that we are
stopping.

Mrs. CHRISTENSEN. Thank you, Governor. I agree with you.

Chairman CoX. Thank the gentlelady.

Governor Gilmore, your fourth report describes the importance of
a fusion center located outside the CIA. You went so far as to rec-
ommend that the CIA analysts that work for the fusion center
should not be detailed but permanently employed. As you know, we
have TTIC up and running. We have referred to it throughout this
hearing. We also have an intelligence analytical capability being
built at the Department of Homeland Security in response to the
statutory command that the fusion center be constructed there.
What do you make of the fact that we have two competing fusion
centers now under construction?

Mr. GILMORE. The Commission’s report recommended—it was, 1
believe, the first to recommend a fusion center, I think, and we did
that on December the 15th of 2002, prior to the President’s State
of the Union address. We always envisioned that there would be
one, that it would not be centered in any one agency.

Now I happen to be a personal fan of the CIA, but the concern
that the Commission has expressed is that the fusion center should
not become loyal to one agency only but instead should be an inde-
pendent stand-alone with the capacity to do the kind of inde-
pendent work with people permanently detailed to it so that they
were not accountable to or answerable to some other agency some-
where and that all agencies of the Federal Government should then
become customers of the one independent stand-alone. That is the
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recommendation of the Commission, and duplication we think
would be counterproductive.

Chairman CoX. That goes to the nub of my question, because
there is, quite obviously, duplication in construction of a fusion cen-
ter in DHS and construction of a fusion center at TTIC. Your rec-
ommendation—because it made clear that this was not supposed to
be under the direction of the CIA—also is not therefore reflected
in TTIC which is under the direction of the DCI.

The President, when he announced in his State of the Union in
January of this year the creation of TTIC, also put out materials
from the White House contemporaneously that stated that TTIC
would not be headquartered at CIA. But of course it is, and it will
be until sometime next year under current plans.

When the Congress wrote the Homeland Security Act, we consid-
ered at great length many of the issues that undoubtedly you wres-
tled with when you were debating, for example, whether to have
an MI-5 in the United States. Homeland security is about what
goes on here inside the United States domestically. Homeland Se-
curity, the Department, is going to have an enormous liaison func-
tion with State and local agencies, law enforcement and otherwise.
So the question arises, if this is going to be CIA, would we want
the CIA to be more involved in our domestic life for a variety of
reasons which you would immediately recognize. The Congress
chose not to do that and yet we find ourselves now with—despite
a Presidential promise that TTIC would not be headquartered at
the CIA, despite the legislation that is on the books, something
running persistently in the opposite direction.

From a policy standpoint, the easiest way to capitalize on this,
look at it as a glass half full, it strikes me, is that we can appre-
ciate what is being built at TTIC, recognize that if it is not going
to be permanent it certainly is substantial and of indefinite dura-
tion and that perhaps this should be made to fulfill the mandate
of the Department and that TTIC and what the Department is
building could be merged so that ultimately TTIC can fulfill the
statutory mandate in the Homeland Security Act if it is under the
control not of the DCI but the Secretary. What is your view of that?

Mr. GILMORE. Congressman, let me be very clear. The Commis-
sion has never for an instant lost sight of the fact that it is a rec-
ommending body only, that the policy decisions have to be made by
the elected officials in the Congress and in the executive branch,
and we have no priority ownership on any of this.

We recommended an independent body and stated our reasons as
to why we did that. If it is the wisdom of the Congress to place in
the Department of Homeland Security in order to centralize those
functions in one place, that is a decision that rests with the Con-
gress.

Chairman CoX. Let me ask the question, then—and I appreciate
that response, and I recognize that neither what has happened nor
what seems likely to happen in the future is a precise reflection of
your recommendations, although having recommended a fusion
center early on, I think you can take great credit for what—as a
result of Ms. Hill’'s work—is obviously a recommendation that
solves a lot of problems we have experienced.



66

But let me ask both of you this question. Is there any role as-
signed to TTIC at present that DHS could not itself perform?

Ms. HiLL. Again, I am not—I have not studied in depth how
TTIC is being set up or what they precisely are doing, so I don’t
know that I am the best person to answer that. I do agree that we
need to have one center. I don’t see much point in us having two.
And wherever that center is, it needs to have the authority and the
clout, if you would, to get the agencies to share information. That
is the most critical thing.

Mr. GILMORE. Congressman, this is a very complicated question,
because a fusion center clearly can do what it is supposed to do
wherever it is if it is properly managed and given very specific di-
rection. I guess our concern has been that if it is placed in one loca-
tion that other agencies will not get the same dibs on the capacity
that others might or the same access to it or the same attention
from it that others might.

Clearly, we all understand the importance of the Department of
Homeland Security having total access and, furthermore, even
tasking capabilities we believe for gathering information and hav-
ing information analyzed. We place a great high value on the De-
partment of Homeland Security and certainly we would understand
the Congress’s approach on that. Our only reservation just is sim-
ply to make sure that whoever is in it that they—within their cul-
ture—provide the same access and information and attention to all
the agencies in equal measure.

Ms. HiLL. Mr. Chairman, I would just add one thing on this and
just point out that our report does point out, at least before 9/11,
that the DCI, even though he was the head of the Intelligence
Community, was—I believe the words the report uses, was “unable
or unwilling to marshall all the resources of the Intelligence Com-
munity.” So the point being that, at least prior to 9/11, the DCI
was not able even to bring the Intelligence Community together, let
alone those beyond the Intelligence Community. So perhaps that
has been fixed, but that was certainly the case before 9/11, and we
need to make sure whoever runs the fusion center has a much bet-
ter ability than that, at least in terms of what was going on before
9/11, to bring together all of that information.

The other issue that did come up that is I think relevant to this
point, we heard from many Intelligence Community analysts some
concerns about the CIA was not really taking in their viewpoints
on analysis. There was some, I guess, agency back and forth be-
tween CIA and other parts of the Intelligence Community in the
analytical area. So that—if the CIA is going to run TTIC, that has
to be addressed and fixed, because that was a problem before 9/11.

Mr. GILMORE. Congressman, if I could add to that thought. I
guess the concern is that, knowing the intelligence agencies, includ-
ing the FBI, they are going to be very excited about the prospect
that analysis is going to be done elsewhere. The FBI was most un-
happy with the idea that their information would be analyzed else-
where, and I think that is just going to be a problem that you are
going to have to confront and cope with and find the best possible
solution. If you place it in DHS, at least surely they will get access
to the information which they must have. What you have to guard
against then is all the other agencies that contribute to us decide



67

to go their own way and the fusion center just becomes basically
a sterile function. I think that is the administrative challenge.

Chairman CoXx. Finally, Governor Gilmore, shifting gears dra-
matically, your Commission has recommended concerning immigra-
tion and border control as an element of our national security
strategy, of our antiterrorism strategy and you have served as Gov-
ernor of Virginia which issued fraudulent drivers’ licenses to the 9/
11 terrorists. I know you have an abiding interest as a result of
that because so many of them did have Virginia driver’s license,
and the GAO yesterday issued a report that many States now have
a problem with their drivers’ licenses being easily forged and that
if the driver’s license is going to serve as identification to buy
weapons, to board airplanes and so on, we have got to take this
much more seriously.

They issued a classified report. Some of it was made public yes-
terday. I wonder if you wanted to comment on that.

California, as you know, legislation was just signed on Friday
that in my view takes a giant leap backward, that liberalizes the
requirements for obtaining a driver’s license and does away with
the only reliable identifier that was part of the California system
which was a social security number, substituting an IRS-issued
number which the IRS says it can’t back up. I wonder if you want
to comment on that.

I know also the White House has an ongoing effort to look at the
question of uniform Federal minimum standards for State drivers’
licenses.

Mr. GILMORE. The irony is that the policy of my administration
was to be as public service oriented as we could possibly be, and
then that opened up a vulnerability which the enemy exploited.

I think that it is common sense that you would want to have a
reliable identity indicator before a driver’s license is issued.

Chairman CoX. Governor, let me interject. I don’t want anyone
to infer from the way I put the question that the driver’s license
requirements in the State of Virginia were anything that you con-
structed as Governor. I mention only that you have an interest in
this because you are from Virginia.

Mr. GILMORE. I understand.

Chairman CoxX. You are the leading expert in our
counterterrorism efforts.

Mr. GILMORE. It seems to me that the objective here is to make
sure that there is an identifier, and I would think that it becomes
a Federal issue, doesn’t it, as to whether the Federal Government
is going to require a certain base level requirement to the States
on a driver’s license. That becomes a pretty tough Federalism
issue.

But if some States are moving to the point where they are basi-
cally going to not have reliability indicators, then they are going to
raise a public policy issue that the Congress probably has to ad-
dress.

Chairman CoX. I appreciate that.

Mr. Turner, would you like to be recognized for a second round
of questions?

Oh, I am sorry. Mr. Meek has returned.
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The gentleman from Florida, Mr. Meek, is recognized for pur-
poses of questions.

Mr. MEEK. Thank you, Mr. Chairman.

I want to apologize for dipping in and out, and I kind of faked
you out to the fact that I was back in, but I want to thank both
of our panelists for being here, and I want to apologize. I have been
trying to squeeze in a few meetings on the side here, but I have
been watching on the monitor some of your responses that have
been responsive—responses to questions that I had prior to reading
your prepared statements.

I know that we are here today to really talk about the functions
of government and how can we work together to prevent terrorist
attacks in the future. As we start looking at communications, that
was one of the main functions, I would assume, even breaking
through the walls of who is talking to who as it relates to our intel-
ligence institutions. But I know that the people of this country
place a very strong role in being able to help the Intelligence Com-
munity as it relates to our information about strange events that
may take place, either local government or Federal Government.

Y’all have listened to—you have had hours and hours and hours
of hearings, different individuals coming in to testify, either be it
classified or unclassified. I am very concerned about the commu-
nications from not only our Intelligence Community but I would
say our law enforcement community to general Americans about
what is going on.

I know that the Department of Homeland Security has performed
many test sites throughout the country in trying to get our first re-
sponders in practice to be able to respond to the different terrorist
events that could take place in this country. We want to prevent
that from happening. But what is going to happen as it relates—
and I think the biggest exercise we have had thus far was the
power outage in New York and the Northeast. I saw via television
many individuals not knowing where to go, what to do or how to
leave Manhattan, since it was the most televised city in the North-
east due to the fact that it is the hub for many of the national tele-
vision and cable outlets. No one knew what to do and when to do
it.

Now, law enforcement did the best that they could do by direct-
ing individuals to either take a ferry, or whatever the case may be,
but there was a lot of what we saw on 9/11, a lot of folks standing
on the corner telling people where to go, how to get there, people
not knowing what to do. They had phone service.

I introduced, with some other Members of this Congress, a bill
called the ready-call bill that would allow the Homeland Security
or local law enforcement to contact people at work, contact individ-
uals at home or wherever they may be to give them some instruc-
tions about, number one, what is going on, number two, what they
should do to protect themselves and hopefully, number three—not
necessarily in this order—not to hinder first responders from re-
sponding to wherever they need to respond to.

I want to talk a little bit about—I wanted you to respond a little
bit to the fact, both of you, of what you heard out there and how
we can communicate better with Americans, number one, as it re-
lates to knowing about terrorist events or them reporting possible
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terrorist individuals or sleeper cells or what have you to our Intel-
ligence Community; and, number two, as it relates to how can we
communicate with the public better so it doesn’t hinder first re-
sponders being able to contain a possible terrorist event that may
take place.

Ms. HiLL. T would only say—you know, just comment that one of
the things that we did find in the 9/11 inquiry was that, in fact,
before 9/11 the American public had not really been sufficiently
alerted to the threat of bin Laden and the very high, immediate,
peak-level threat that we had in 2001.

The committees drew the conclusion—and this was an area
where we got a little beyond intelligence, because it was more a
policy issue and we didn’t dwell at length on it, but they did make
the comments that an alert American public is a tremendous ben-
efit to our intelligence and law enforcement authorities.

It is not just that the public has the right to know. It is also that
the public can help in the fight against terrorism by simply being
alert to things that they may see that otherwise may go unnoticed
by our law enforcement and intelligence people.

So that is an area before 9/11 where we found more could have
been done to alert them to the type of threat we were facing, the
immediacy of that threat and how serious it was.

Having said that, in terms of what we can do the next time for
when something happens to better prepare people, my own per-
sonal viewpoint is I think a lot of it must be in educating the public
not just on the scope of the threat but on the emergency prepared-
ness regarding what they should be doing before the event hap-
pens. And we obviously didn’t look at that in the course of our re-
view. That is something I am sure Governor Gilmore can speak
more to.

But it is important to keep the public alert. It is important to let
them know what some of the intelligence is to the extent you can
do it without harming national security, and that is where the
whole issue, that we saw again and again, of classification comes
in. There were so many threats coming in about bin Laden in 2001.
Yet a lot of that was lost in terms of getting it to the public, and
I think part of it was because of classification. Most of that infor-
mation was classified until we had our hearings in 2002 and got
some of that information declassified to release to the American
public, but it was late in coming.

Mr. MEEK. Very quickly, how do you see—Mr. Chairman, if I
may, how do you see that—our government preventing that from
happening in the future? Because, as a past law enforcement indi-
vidual, no one wants to tell the next person about what they know,
especially after Director Tenet was kind of thrown from the train
earlier this year as it relates to information that he provided to the
White House. And that is so very, very important.

Sometimes we hold things so close to our chest to the detriment
of the country, and we have to make sure that we get that informa-
tion out. Because just like in Iraq when we were able to find Sad-
dam Hussein’s sons by someone just walking into one of our task
forces and saying, guess what, I know where they are, maybe they
walk into wherever it may be, could be somewhere in Florida, a po-
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lice department, somebody will say, well, carry on about your busi-
ness, sure.

Ms. HiLL. Right. An alert public can really provide a lot of valu-
able information, but they have to be alert to do it. They have to
know there is a threat.

The committee has recommended—there is a recommendation in
the report-that the whole issue of classification be reviewed both by
the President and the Congress, with an eye towards looking at
ways to get more realtime information not only to our State and
local authorities, our law enforcement agencies, our intelligence
agencies, but also to the public.

You know, having just gone through 7 months of the declassifica-
tion of this report, I can tell you, my own personal view is that we
classify an awful lot of material beyond where we need to classify
it.

In my prior life, when I worked on the Senate Subcommittee on
Investigations years ago, we did a hearing on security clearance
and classification I believe in the mid 1980s, and one of the find-
ings at that hearing was that too much was classified. I think that
is still true, and it is very hard to get some of this stuff declas-
sified, but there are valid public interests in getting a lot of this
information out to the American public. That is what these commit-
tees felt was the case, and that is why we spent 7 months trying
to get a lot of this declassified in our report.

But that needs to go beyond the post mortem and go to threat
information. The danger is that you never want to give people
threat information that causes them to later doubt your credibility
and say, well, you were overdoing it. You are scaring people. So
there is a very fine line, and I am not saying it is easy. It is very
difficult, but we need to find that fine line so that the public gets
an accurate and clear picture of what the threat level is.

Mr. GILMORE. Congressman Meek, if I could just add to that, I
would certainly concur that we have to find the best ways to com-
municate the best information we can to the locals so that they are
in a position to communicate to the public with their feet on the
street when the time comes that the crisis occurs, that they are
alert to the plan and exactly what type of planning is necessary,
and they have to be heads up. They have to know earlier than just
all of a sudden it falling on them. So that ability to communicate
up and down the line, Federal, State and local, is very critical.

The second piece is the complicated question of how do you deal
with the communication with the public. This is going to continue
to be a matter of a lot of discussion about how you do this. I per-
sonally think that the best thing to do is to give the best possible
information we can as to what the actual threat is so that the pub-
lic is aware of what the actual threat might be.

We are not doing that in—the popular media is not doing that
today. They are focusing on the vulnerability, and instead saying
to the American people, we are vulnerable, we are vulnerable, we
are vulnerable. And we are, but unless the enemy can actually use
that vulnerability against us, it is not really a threat.

So, for example, I have seen an awful lot of hyping on a lot of
these popular shows about certain things that could happen theo-
retically, but unless the Intelligence Community believes that there
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is a practical reason to believe that the event could occur, it is not
fair to the American people to tense them all up and make them
think they are going to die next morning from a contagious disease
when there is no evidence that there is one that is possible against
the American people. This is complicated stuff, the second half of
it.

Mr. MEEK. Just in closing, Mr. Chairman, Governor, I know ex-
actly what you are saying; and, Ms. Hill, I hear what you are say-
ing also as it relates to tensing the American people up. I mean,
my constituents, they don’t know what color it is. They just know
we went up a color and what does that mean. Do I fly? Do I stay
home? Do I pray? What do I do?

But I think that the real issue is making sure that we can break
through and allow the American people to play a role in this. What
works for local law enforcement in any given community in pre-
venting crime is an educated and also responsive public. The public
doesn’t feel that they can communicate not only with our Federal
agencies, because people, nine times out of ten, they don’t know
who to call or where to go.

Making sure that we work with those agencies and sharing infor-
mation, not putting anything to the side, number two, being able
to—when I mention communicating with the public, if the power
went out, we don’t know why it went out, but this is what you
should do, and this is where you should go.

I mean, in New York, the City of New York, they are putting to-
gether a report—and I am interested in seeing it—they did have
phone service. Someone could have called them from an emergency
center and said, this is the way you leave the island of Manhattan,
and this is what is working, these are the outlets that are taking
place. And they have a plan.

So that is what I was mainly addressing. I was thinking through
the hours and hours of testimony that y’all have heard, and if your
staff or anyone has heard anything to what I am trying to get more
information on as it relates to communications, I will be more than
happy to have that, because I think that it is important that we
inform the American people on what they should do in a time of
national emergency.

Mr. GILMORE. Yes, sir. I think we can agree that people of New
York did awfully well in that blackout. That could have been a
really bad situation, and the people in the City of New York took
it in stride. I guess they are used to seeing everything, aren’t they?

Chairman CoX. I thank the gentleman. This brings our hearing
to a conclusion. The September 11 anniversary is a particularly
poignant and sad remembrance, but your work has helped us bring
Cﬁnstructive change out of tragedy, and I want to thank you for
that.

Ms. Hill, your leadership on the Congressional Joint Inquiry of
the House and Senate Intelligence Committees has been extremely
valuable. To the extent you have been able to declassify your work,
the public can now access it on the Web. It is very a unhappy docu-
ment to read but a very instructive one as well.

Governor Gilmore, your continued leadership as chairman of the
Congressional Advisory Panel is a most welcome contribution. You
have contributed to the Congress in so many ways and to the exec-
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utive branch. Even during your tenure as Governor you were moon-
lighting in other capacities, and I just am amazed at your ability
to do so much and to carry so much responsibility. I want to thank
you for it.

I can’t think of any better way to summarize and conclude our
work today than to read the conclusion of your testimony in which
you admonish us to always be cautious as those who are respon-
sible for the Nation’s security not to simply redefine away our free-
doms in the name of security. It is preparedness that must be de-
fined, not our definition of freedom that has already gained its
meaning by the blood of American patriots, including those who
died on September 11th.

Many of the members of this committee when you said those
words commented, you have got it just right. That is why we are
here. So we shall, of course, meet again between now and the next
September 11th, but thank you in realtime for what you have done
and for the help that you have given the Congress and the Amer-
ican people.

The hearing is adjourned.

[Whereupon, at 5:47 p.m., the committee was adjourned.]

MATERIALS FOR THE RECORD
QUESTIONS SUBMITTED FOR THE RECORD FOR THE HONORABLE JIM GILMORE, 111

Questions from the Honorable Dave Camp

1. In your opinion, do we have adequate recruitment and training capacity to
meet human intelligence needs? What are your recommendations for improving our
human intelligence capacity?

[No Response received by the Committee.]

2. How can Congress assist DHS and intelligence agencies in creating “a seamless
system for the intelligence community and law enforcement for storing and exchang-
ing information™?

[No Response received by the Committee.]

3. Governor Gilmore, your commission noted the importance of coordination with
the private sector in preparing and responding to terrorist attacks. Could you please
comment on your recommendations for improving participation, inclusion, and com-
munication between DHS and the private sector?

[No Response received by the Committee.]

Questions from the Honorable Jim Turner, Ranking Member

1. Several agency officials from the Department of Homeland Security, the FBI,
the CIA, and the Terrorist Threat Integration Center have testified to this Com-
mittee that information sharing between government agencies is improving. How-
ever, state and local officials who have appeared before our Committee have pointed
to continuing problems, a position borne out in a GAO report issued on August 27,
2003 that shows that no level of government is satisfied with the current status of
information sharing. In addition, there remain questions on how many security
clearances are needed for state and local officials to handle sensitive intelligence in-
formation.

Based on your commission’s work, who at the federal level needs to make the
changes necessary to improve the flow of information to state and local officials? Are
there barriers to information sharing that the Commission has identified that Con-
gress can help to remove?

[No Response received by the Committee.]

2. You recommended that DHS should be able to levy requirements on other intel-
ligence agencies to help it carry out its mission. To your knowledge, has DHS levied
such requirements on the Intelligence Community? What types of requirements
should the DHS be developing? What is your sense of how DHS is interacting with
other members of the Intelligence Community? Has this been done adequately?

[No Response received by the Committee.]

In addition, , which should DHS be able to levy the same type of requirements
for information from the private sector owns and operates many of the potential ter-
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rorist targets in the country? If so, how should DHS go about getting that informa-
tion? Has such information been flowing to date?

[No Response received by the Committee.]

3. The Homeland Security Act included several mechanisms for the Department
to conduct various analytic tasks. These include providing Secretary Ridge with an
Advisory Committee, calling for a “Homeland Security Institute” to perform studies
like RAND did for the Pentagon in the Cold War, and drawing upon academic ex-
pertise by establishing university centers. From your expertise as Chairman of a
terrorism advisory commission, what recommendations do you have for gathering
and implementing suggestions from the private sector and academia to improve
DHS operations?

[No Response received by the Committee.]

QUESTIONS FOR THE RECORD FOR MS. ELEANOR HILL

Questions from the Honorable Dave Camp

4. In your opinion, do we have adequate recruitment and training capacity to
meet human intelligence needs? What are your recommendations for improving our
human intelligence capacity?

[No Response received by the Committee.]

5. How can Congress assist DHS and intelligence agencies in creating “a seamless
system for the intelligence community and law enforcement for storing and exchang-
ing information™?

[No Response received by the Committee.]

6. The Joint Inquiry reported that there was a lack of implementation of new
technology within the Intelligence Community and a lack compatible technologies
and databases between agencies. I would appreciate your comments on achieve-
ments being made in these areas and recommendations for further progress.

[No Response received by the Committee.]

Questions from the Honorable Jim Turner, Ranking Member

1. The Joint Inquiry found problems with classification and information sharing.
This Committee has heard from several agency officials from DHS, FBI, CIA, and
the TTIC about how information sharing is improving and how they are dissemi-
nating threat information to state and local officials. But the Committee has re-
ceived a different impression when speaking to state and local officials. On August
27, 2003, GAO released a report with detailed surveys that show that no level of
government is satisfied with the levels of information sharing.

First, how did the Joint Inquiry determine that information sharing, especially
with non-federal entities, was inadequate? Based on your investigations, how might
the Department of Homeland Security and the rest of the Intelligence Community,
implement better information sharing measures? According to the Joint Inquiry, are
there steps that this Congress can take to remove barriers to information sharing
and/or excessive classification?

[No Response received by the Committee.]

2. Which of the Joint Inquiry recommendations could be implemented in the short
term—say, in the next year? Do you see evidence that this is happening?

[No Response received by the Committee.]

3. The Joint Inquiry found that our domestic intelligence capability was lacking,
but didn’t recommend a clear course of action in response. While the FBI is nomi-
nally in charge of domestic intelligence collection, DHS is, at least in theory, build-
ing the relationships with first responders and the general public that you would
want for domestic intelligence. What specific lessons on the collection and dissemi-
nation of domestic intelligence emerged from the Joint Inquiry’s recommendations
as relate to the Department of Homeland Security?

[No Response received by the Committee.]

4. The Joint Inquiry called for a government-wide strategy for combating ter-
rorism. The Administration has produced eight strategies, including ones for home-
land security, national security, and combating WMD. A strategy sets priorities and
should have some connection to budgets and resources. Do you believe that the ex-
isting strategy documents constitute the government-wide strategy for combating
terrorism called for by the Joint Inquiry?

[No Response received by the Committee.]

O



