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ELECTION REFORM: MACHINES AND
SOFTWARE
Thursday, March 15, 2007

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON ELECTIONS,
COMMITTEE ON HOUSE ADMINISTRATION,
Washington, D.C.

The subcommittee met, pursuant to call, at 2:25 p.m., in room
1539, Longworth House Office Building, Hon. Zoe Lofgren (chair-
woman of the subcommittee) presiding.

Present: Representatives Lofgren, Millender-McDonald, Davis of
California and McCarthy.

Staff Present: Tom Hicks, Counsel; Janelle Hu, Professional Staff
Member; Matt Pinkus, Professional Staff/Parliamentarian; Kristin
McCowan, Chief Legislative Clerk; Gineen Beach, Minority Coun-
sel; Peter Sloan, Minority Professional Staff; Salley Collins, Minor-
ity Press Secretary; and Fred Hay, Minority General Counsel.

Ms. LOFGREN. Welcome to the first Subcommittee on Elections
and Election Reform. I am honored to be serving as Chair of this
subcommittee, and I look forward to working with our Ranking
Member Mr. McCarthy, my colleague from California, as well as
the rest of the committee as we look at our election systems and
make sure that we have the best that we possibly can in our coun-
try.

The purpose of this hearing is to begin to look at election reform,
specifically the tools of voting machines, software, and making
these tools accessible to all. In accordance with the rules of this
committee, witnesses will have 5 minutes for their testimony and
may submit written testimony, and any Members wishing to sub-
mit opening remarks for the record may do so, although, of course,
the Ranking Member is welcome to make an opening statement.

[The statement of Ms. Lofgren follows:]

o))



2

Committee on House Administration
Subcommittee on Elections

Election Reform Hearing
“Machines & Software”
Thursday, March 15, 2007

Opening Remarks

Welcome to the first Subcommittee on Elections of the Committee on House
Administration hearing. I am honored to be serving as Chair of this subcommittee and
look forward to working with Ranking Minority Member of the Subcommittee Mr.
McCarthy and the rest of the committee. The purpose of this hearing is to begin to look
at election reform, specifically, the tools of voting: machines and software and making
these tools accessible to all.

The Help America Vote Act (HAVA) provided funds for state and local government
units to replace outdated punch card systems with more advanced machines. In order to
have received the funds, states and local government units were required to develop a
plan to upgrade their voting systems. Unfortunately, the nation still has not fixed the
machinery of voting.

All systems need better testing, maintenance and independent certification. All systems
must be auditable. Besides being auditable, these systems and the software used in them
must be open. The idea behind open source is very simple: When programmers can read,
redistribute, and modify the source code for a piece of software, the software evolves. It
can be improved and adapted.

Numerous reports from the GAO, our colleagues in the Judiciary Committee, the
Secretary of State of California, and academics have called for greater accountability in
voting machines and software. Voting system software should be publicly disclosed. All
systems must also allow voters with disabilities to vote privately and independently.

We need to better define voting system standards. I am excited to have these two panels
before us to discuss pertinent issues in election reform. Changes are needed. This
hearing and any future hearing are an opportunity for us to hear what possibilities are out
there to make significant improvements in our election system.



3

Ms. LOFGREN. Our apologies to everyone here. The House has
had an open vote for a considerable period of time while the Presi-
dent was here, and it has really gotten our schedule out of whack.
So if it is possible for witnesses to make their summary even less
long, 3 minutes, that would be a good idea, because we do have an-
other panel, and I can assure you we will read your entire written
testimony. That would be very helpful in making sure that every-
one gets heard.

We are debating to replace outdated punch-card systems with
more advanced machines. Unfortunately, the Nation still has not
fixed the machinery of voting. All systems need better testing,
maintenance, and independent certification. All certifications need
to be audited, and besides being audited, these systems and soft-
ware used in them must be open.

When programs can redistribute and modify the source code, the
piece of software that is involved can be improved and adapted.
Numerous reports are calling on the Judiciary Committee for this.
The secretary of state of California, and academics call for greater
accountability on voting machines and software, and we know that
as we do this, we need to make sure that our fellow Americans who
have disabilities are accommodated fully as they also join us in vot-
ing at the polls. We cannot ignore those with disabilities, and clear-
ly we have no intention of doing so.

I am excited to have these two panels before us, and now I would
like to recognize my colleague from California, the Ranking Mem-
ber Mr. McCarthy.

Mr. McCARTHY. Well, I want to thank the Chair for having this
hearing. I think this is something we should do always; not wait
until we believe there is a problem out there with elections, but we
should always analyze them, look at what we are using, and con-
tinue to have America having one of the most honest elections
throughout this world.

But in light of time, I will submit my remarks and leave more
time to listen to you so we can have some questions.

Thank you.

[The statement of Mr. McCarthy follows:]
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Congressman McCarthy’s Opening Statement
Committee on House Administration
March 15, 2007

I thank the distinguished Chairwoman and fellow Californian, Congresswoman Zoe

Lofgren, for holding this hearing that looks into a fundamental aspect of our democratic process.

Today, the Subcommittee on Elections convenes for the first time since it was formed
earlier this year. At this hearing, we will examine an issue at the heart of our democracy and
American liberty, free and fair Federal elections. I’m sure my Democratic and Republican
colleagues will join me in agreeing that if this Subcommittee is going live up to its mission of
ensuring free and fair House elections, we need to operate with fairness, honesty, and

partnership.

Before I was elected to Congress, this Committee wrote the Help America Vote Act. Two
of the primary purposes of the Help America Vote Act were to increase security requirements for
voting systems and to expand access to individuals with disabilities so that they are able to vote.
Reforms in the Help America Vote Act assisted many Americans when voting in last years’
election and all 435 results were certified by their respective states for being free and fair
elections. But this committee should still be proactive. After every election, we should examine

our current voting system and fully examine the big picture and ask:

With cost and technological advances considered, can we make improvements to our voting
system to make it the best for American voters, relative to other voting options and alternatives?
By accepting a new voting system, will we run into problems that we had before the Help
America Vote Act? Will changes to our current voting system prevent or make it more difficult

for disabled Americans from voting? These are all broad questions and considerations that this
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Subcommittee must consider if we are to ensure Americans are given the most honest and fair

process of electing their federal voices.

At this hearing, we need to look at ways to define our measuring stick of success for
elections. If there are proposals to improve our voting system, no matter how contentious, it is
incumbent on this Subcommittee to figure out why that election reform would be an
improvement from the current system and what tradeoffs will be made. In that broader
discussion, we must ask the tough questions, debate all the issues, and push the best and most

feasible idea at the end of the day.

I thank the witnesses for joining us today to examine these critical issues and I look

forward to hearing their testimony and answers to our guestions.
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Ms. LOFGREN. And we have been joined by another Californian,
my colleague Susan Davis.

Ms. LOFGREN. So we will begin with our witnesses, and if we can
start with Mr. Pierce and move right along the panel. Welcome.

STATEMENTS OF KELLY PIERCE, DISABILITY SPECIALIST,
COOK COUNTY, ILLINOIS, STATE’S ATTORNEY OFFICE; ERIC
CLARK, SECRETARY OF STATE, STATE OF MISSISSIPPI;
DIANE CORDRY GOLDEN, Ph.D., DIRECTOR, MISSOURI AS-
SISTIVE TECHNOLOGY; AND TED SELKER, Ph.D., DIRECTOR,
VOTING TECHNOLOGY PROJECT, MASSACHUSETTS INSTI-
TUTE OF TECHNOLOGY

STATEMENT OF KELLY PIERCE

Mr. PIERCE. Thank you, and if you could, Madam Chairwoman,
warn me about a minute before my time is up.

I am coming here as a disability specialist at the Cook County
State’s Attorney’s Office and a member of the accessibility commit-
tees of the Cook County Clerk’s Office and the Chicago Board of
Election Commissioners.

I have worked extensively on disability-related technology issues
since the early 1990s. I have worked specifically on systems regard-
ing audio systems, regarding automatic teller machines for large fi-
nancial systems, including J.P. Morgan-Chase, LaSalle Bank, and
American Express, and most recently on developing the voting sys-
tem that Chicago and Cook County implemented starting last year.

I became blind in 1985, and for the past two decades, I have used
someone to vote for me except for last year. During those two dec-
ades, I endured different kinds of experiences, often humiliating
and degrading, poll workers who seemed illiterate, who could bare-
ly read the ballot or had to spell candidates’ names to me. Some
poll workers had difficulty even seeing the ballot. Other times it
was friends who would reveal my votes to other people that I
turned out to be somewhat embarrassed about or humiliated about.
And once I had a confrontation in the voting booth where someone
challenged my candidate’s choice, the choice of the candidate I
wanted to vote for. Eventually they punched a hole in the ballot
card, and I trusted that they punched the candidate that I wanted
to select.

What I would like to share with the committee is our experience
working with Sequoia Voting Systems. We selected a machine, the
only verified paper ballot machine at the time in 1985 when we
worked with Sequoia spending considerable resources, and they
spent considerable resources. The disability resources elected offi-
cials, including Cook County organizations, spent considerable
time, resources, and energy working together, as well as Sequoia,
including the company president, meeting with disability leaders
several times, and it resulted in significant advantages.

That access was quite substantial and significant. Dozens of
changes were made. Two control boxes were produced during that
time period, one for the primary election and one for the most re-
cent general election.

So I guess my time is up, and I have submitted my written testi-
mony.
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Ms. LOFGREN. We thank you very much.
[The statement of Mr. Pierce follows:]
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COMMENTS FOR THE HOUSE COMMITTEE
ON HOUSE ADMINISTRATION

Elections Subcommittee Hearing on Election Reform: Machines and Software
Delivered by:
Kelly Pierce
March 15, 2007

I Am Kelly Pierce the Disability Specialist at the Cook County Illinois State’s Attorney’s
Office and a member of the Accessibility committees of the Cook County Clerk’s Office
and the Chicago Board of Election commissioners. I have worked on disability related
technology and transit policy issues since the early 1990s. This included starting a
technology user group for blind persons and consulting with the local transit agency on
its audio interface for a new automatic stop announcement system. [ have served on the
Technology Watch committee of the National Council on Disability, a federal agency
that plans and evaluates disability policy and programs. I have worked with major
financial institutions including Bank One, J.P. Morgan-Chase, LaSalle Bank, and
American Express in creating and developing audio interfaces to automatic teller
machines for people with disabilities. More recently for the past two years, I have worked
with Sequoia Voting Systems and the Cook County Clerk and the Chicago Board of
Election Commissioners to develop significant improvements in accessibility to
electronic voting machines in Cook County.

I became blind in 1985 at the age of 20 from a rare genetic eye condition, having voted in
the 1984 election for the first time. Following my vision loss, I voted with the assistance
from others until last year when I voted independently for the first time as a blind person.
During those two decades, I endured humiliating and degrading privacy compromises,
illiterate poll workers and arguments in the voting booth. Friends that assisted me
sometimes revealed to others who I voted for. Once, a friend challenged my candidate
selection and argued with me in the voting booth before casting a vote, for whom I still
am not sure. Only once did I seek the assistance of election judges. One of the judges, an
elderly woman, had difficulty seeing the print on the ballot and following a line to punch
the right hole in the ballot card. The election judge she called over mispronounced most
of the names on the ballot to the point many of them needed to be spelled. He also missed
parts of the ballot and could barely read several referendum questions.

Last year, this all changed. I was able to vote independently for the first time. It was an
exhilarating and awesome experience once again to feel with a high degree of confidence
that my election choices would be received and fully counted as those of everyone else in
my community. The experience was also highly satisfying. Two years ago today, on
March 15, 2005, I reviewed four proposed election systems at the request of local
election authorities, including the Cook County clerk. The resulting 100-page report
found accessibility barriers with all four voting systems, with some having significant
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barriers. In May 2005, the clerk chose the only direct-recording electronic voting
machine that had produced a voter-verified paper audit trail in an actual election. While
the Sequoia electronic voting system had significant accessibility problems, assurances
were provided by the company's Chief Executive Officer to devote resources on
dramatically improving access.

The company followed through on its commitment. On June 13, 2005, Sequoia Voting
Systems then President and CEO Tracey Graham met with disability leaders and the
Cook County Clerk and described the company’s substantial commitment to improving
the accessibility of the AVC Edge. An audio recording of a voting experience was
produced that day following this meeting. The recording and end user experiences with
the Sequoia AVC Edge were used to produce a June 30, 2005 report on the audio
interface of the machine. Since completion of the report, Sequoia representatives spent
more than 100 hours in enhancing and improving the audio script used by the AVC Edge,
states a December 2005 memorandum by Sequoia President Jack Blaine. During the past
two years, Mr. Blane has met with disability leaders to learn about access concerns and
develop paths for forging solutions. City and county officials and leaders from the
disability community spent hundreds of hours conducting usability tests, analyzing the
control box, and reviewing the effectiveness of each audio prompt on the machine.
Further, Sequoia redesigned its control box for the audio interface. The new control unit
included easy to locate volume control buttons and a switch that increased or decreased
the rate of speech in the audio recording. The new control unit also enabled those who
could not use their hands to vote to plug in a sip and puff device so the ballot could be
voted completely from someone’s assistive technotogy.

Additionally, Sequoia produced numerous changes for the November 2006 election. In
August 2006, Sequoia representatives met with the Cook County Clerk, the Executive
Director of the Chicago Board of Election Commissioners and leaders in the disability
community to demonstrate the new and enhanced accessibility features of the Sequoia
Edge II Plus voting machine, which was used in the November 2006 election. The
Sequoia Edge II Plus replaced the AVC Edge used in the March primary election. The
audio interface now includes navigational prompts on the contest menu and an interactive
ballot review mode so blind and disabled voters can exit the review mode at a particular
contest and change their selection as sighted voters can. The now accessible ballot review
will largely resolve the problems that were described in my report. The company may
refine the accessibility of its ballot review, further increasing the accessibility and
usability of this newly accessible function. The re-designed touch screen on the Edge 1T
Plus has legs that can be adjusted to different levels for various wheelchair heights. For
the first time, people who have low vision will be able to view the ballot using a zoom
function which magnifies the type up to 400 percent its normal size as well as view the
ballot at a high color contrast. Sequoia has re-designed its audio control unit yet again,
The buttons are concave and recessed so those with head or mouth sticks and pointing
devices can operate the machine independently. There are now also separate large plug-in
“buddy buttons” for people with limited dexterity to use. I understand that many of our
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improvements could easily be retrofitted to other Sequoia machines in the rest of the
country.

This rapid and remarkable increase in accessibility did not happen by accident. It came
about through a deliberate process when a government purchaser, as its largest customer,
put forward clear access expectations. Also, Cook County Clerk David Orr and Lance
Gough, the Executive Director of the Chicago Board of Elections, became personally
involved in the process, actively pursuing effective accessibility as one of their important
goals. Further, company management from the CEO on down became focused on access
goals and talented and seasoned disability leaders along with company representatives
devoted considerable time and resources innovating and creating powerful solutions.
When representatives of industry, government and the disability community work
together cooperatively as partners in using technology to solve accessibility problems, the
inconceivable becomes possible enabling a new level of independence never before
achieved.

Finally, I wish to comment upon legislation before this sub-committee, HR811 the Voter
Confidence and Increased Accessibility Act of 2007. From my reading of this bill, it
would require voting machines that produce paper ballots that can be hand counted.
Further, the completed paper ballot would need to be able to be read back in audio to the
voter with a disability. While the Sequoia electronic voting system has a voter verified
paper audit trail, it does not have this functionality. This means that all of our new voting
machines would need to be discarded along with the loss of time, energy, pride, and
dreams of people with disabilities, and those in industry and government who created a
highly effective access solution. Currently, there is only one voting machine that meets
the requirements in the bill and this machine has access issues and barriers of its own.
Access with technology for people with disabilities is not a simple either/or proposition.
A wide range exists from the highly accessible to those devices that provide some
minimal access features. The tremendous access achieved with our voting system should
not be disregarded in an effort to further improve upon voting system improvement.

I am passionately looking forward to voting in next year's presidential election. It will be
the first time me and other blind and disabled people can cast a vote for president
privately and independently without needing to reveal the choice to friends, family or
community members.
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Ms. LOFGREN. Next I would like to ask Dr. Selker from the Vot-
ing Technology Project at MIT to share his thoughts with us.

STATEMENT OF TED SELKER

Mr. SELKER. Ladies and gentlemen of the committee, thank you
so much for having me.

I have been working on voting technology since the 2000 election
problems, and the goal of producing lost votes universally requires
us to make selection accessibility, and you have to think about how
the process has gone. It has always been that people are going back
and forth between ballotless and balloted. Voting with ballotless,
you are using a systematic control of some sort, some mechanism
to check for problems, and with ballots you are using humans to
control for problems.

To the extent that we have humans in the process, which we
very much do, we have to have performance-based approaches to
test the quality of every step of the process. And I think that dur-
ing the ballot counting and recording, we are always in danger of
losing ballots. And today 1 in 30 selections on every commercial
system that I have tested is for the candidate next to the one you
meant to vote for. It is worse if you have reading disabilities, and
it is easy to make improvements with that. We have done it in the
laboratory with systems that make them more readable, and you
have better feedback and more redundancy.

The second chance approaches that we all are working towards
with the Help America Vote Act include using VPACs, and what
we have discovered in testing various approaches, that if you have
people with optical scans try to verify, they don’t find problems. If
you have them with VPACs, they have 106 ballots with errors no
one reported. You get a lot more with the audio. You get another
almost six times more people reporting. Not everybody catches the
problem, but people get more.

The thing we want to take care of is not to be adding to the prob-
lems we have. There are improvements that can be made to paper
trails if we work towards it. But basically I guess what I really
want to make sure that we are focusing on is that in the end, we
are making sure that any record that we use is reliable enough to
improve voting; 1 in 500,000 may be a good number for how often
you don’t want the equipment of the machines to stop you from vot-
ing.

What should be the best evidence if you have a problem? If you
have two records, it should be that we know to look for the one that
we are sure is good evidence and we can figure it out at the time.

My time is up.

Ms. LOFGREN. We appreciate that. We have your testimony.

[The statement of Mr. Selker follows:]
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U.S. HOUSE ADMINISTRATION SUBCOMMITTEE ON ELECTIONS HEARING ON
ACCESSIBILITY AND USABILITY—MARCH 15, 2007, 2 P.M.

TED SELKER, ASSOCIATE PROFESSOR, MIT MEDIA LAB, MIT DIRECTOR, CALTECH/MIT
VOTING TECHNOLOGY PROJECT

Thank you for the honor of inviting me to give testimony to the House Adminis-
tration Subcommittee on Elections, hearing on accessibility and usability. I want to
thank the members of the committee for allowing me to testify.

I'm Ted Selker, Associate Professor of the MIT Media Lab, and co-director of the
Caltech/MIT Voting Technology Project. I invite you to email me follow-up questions
at Selker@Media.MIT.edu. I'll be talking about reducing lost votes universally. As
we are trying to improve elections, we must use universal design to make selection
accessibility possible for all voters. The process must be accurate. Systems have
been developed which use ballots and have physical records which rely on human
control. More recently, approaches have been developed with systematic ways of
counting ballots with computers, or with mechanical systems. These systems, such
as lever systems and electronic voting machines, depend on systematic mechanisms
for testing the votes, and human control as back up. The process of reducing lost
votes universally requires humans to use performance based approaches to test all
parts of the vote. Secondary records might improve auditability but only if they are
independently verified to be accurate and reliable.

Selection accessibility is the central problem for everyone, and especially for peo-
ple with reading disabilities. All technologies that are used today lose votes. Typi-
cally with paper ballots and with electronic ballots, we see one mistake in thirty
selections in which a voter selects the adjacent person, choosing a candidate that
they did not mean to vote for. It is very easy to reduce these mistakes. We have
made ballot designs and mechanisms that can reduce the errors of these sorts by
fifty percent to eighty percent.

Elizabeth Rosenswieg, Anna Pandolfo and I created experiments which have com-
pared voter verified paper trails, contemporaneous paper trails, optical scan voting,
and audio verification. These experiments found that it is very difficult for people
to notice mistakes. In experiments with over 30 voters, no one found an error. The
voters who had a paper trail found their errors 30 percent of the time. With contem-
poraneous paper trails, 40 percent of people found their errors. However, they had
15 percent more errors than any other group. The act of having to pay attention
to two things, the paper being printed out, and the electronic voting experiments,
distracted them enough that they made extra errors. When using audio verification,
50 percent of the people found errors. In earlier experiments in Sharon Cohen’s
work, the audio found six times as many errors as the voter verified paper trail.

We are not saying that verification records that are produced with audio or paper
are the only way to have second chance voting. Certainly the review panes can be
an excellent possibility for getting people to do second chance voting as well. How-
ever, these have to be designed in a way that helps guide a person to notice when
they have under voted.

In sightless voting we are especially concerned about selection accessibility. The
audio ballot designs of today takes a sightless voter tens of minutes to complete.
This has to be improved. The goal is access for people who have disabilities, not as-
sistance. Up to 15 percent of the American public is reading disabled. Alignment
improvements, simple layout, audio feedback, can all improve voting. The sight dis-
abled can be helped with large ballots, large icons, words and buttons. High contrast
and audio redundancy also helps them. People with other cognitive disabilities such
as short-term memory problems, are helped by memory aids and audio feedback.

In addition, performance based election administration qualification is central to
keeping votes from being lost. We cannot know that we’ve trained election adminis-
tration personnel until they demonstrate that they can do the job. At every step in
the process, we must have people that know how to independently corroborate each
other’s work in ballot counting, and reporting of the votes so that there is no change
in the votes made by anybody but the voter.

Serious research has been done in all of these areas. We have made the low error
voting interface for helping people with reading disabilities and with sight disabil-
ities. It uses redundancy with tabs that allow a person to see all of the races and
the status of all the races simultaneously, as sort of a review pane that is always
on the page. It uses large changes in the contrasting coloring of the race to show
that it has been made. It shows one race per pane, and it uses the idea of simple
layout, redundant feedback, and collaborating information as principles. We've also
worked on audio which replaces beeps with words to give redundant confirmation
and reduce voting time. To aid unbiased selection, the sex of the audio speaker
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should match the sex of the candidate that is being selected. Essentially, to improve
ballots, the research has to be continued.

All forms of ballots must be evaluated before they are used. For example, we eval-
uated the ballot style used in Sarasota, Florida in 2006, and found that where there
is an orphaned race on the same pane as another race, the residual rates increase
substantially. In Charlotte County, Florida, the Attorney General race at the top of
the ballot had a 22 percent under vote. And other races which are adjacent to it
had less than 1%z percent under vote.

The goal is to focus on making legislation based on demonstrated systems that
helps the system work. Can we make verification records that help even blind and
disabled people improve their voting? So far the paper records have not dem-
onstrated themselves to improve voting through verification, and in fact it appears
that where they’ve been used, there is somewhere between 5 and 10 percent of them
that are actually unreadable. Election process must strive to allow everyone to cast
their intentions without mistakes.

Things can be improved, and we must use this research. Legislation should not
determine ahead of time that paper is the official record. To keep a record from
being a target of fraud one should decide which available evidence 1s valid for what
purposes after they’ve been created, not before.

Records must be reliable, and whatever records we make must be able to comply
with 2002 voting standards of one in 500,000 errors. We should not make legislation
for technologies that have not been tested. We must specify systems that will im-
prove reliability before we ask people to buy new systems. Purchasing equipment
that is not tested wastes money in a time when we could be improving our elections
to be a model for the world. I encourage you to consider the Policy piece from June
2005 Science Magazine I submitted, and I encourage you to view more information
at www.votingtechnologyproject.org. Thank you for your time, and I submit my testi-
mony to the official record.
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Ms. LOFGREN. We are honored to have the secretary of state of
Mississippi Mr. Clark come all the way up here and give us the
benefit of his experience and wisdom.

STATEMENT OF ERIC CLARK

Mr. CLARK. I am delighted to be here. I appreciate having the op-
portunity to be here.

There are five points I want to try to make very quickly, and I
think I can do it in 3 minutes. I am here as secretary of state of
Mississippi and also as cochair of the Elections Committee of the
National Association of Secretaries of State.

First as to the disability issues. Two years ago, I appointed a
task force in our State to pick a State voting machine, and we
wound up with 77 out of our 82 counties taking that machine, and
counties could either opt in or opt out. Citizens with disabilities
were very active in that task force and had an extremely important
influence in helping us pick the machine. We picked a touch-screen,
and they were among the most vocal supporters of it, and people
have told me for the first time they are able to vote a secret ballot.
Like a person who is not able to see, there is an audio feature that
walks that person through the ballot. It is extremely successful.

I will tell you that not only the disability community, but gen-
erally, the machines are very, very popular in my State. It is more
than a 98 percent approval rating in the surveys we have done. So
we are in good shape there.

I would ask you this: Please don’t break something that is work-
ing; but if you do, please, please, please give the States enough
money to fix it. Now, where we are is the only bill I have seen in-
troduced talks about $300 million. That won’t begin to do what
that bill would mandate on the States. And I say that within the
context that HAVA was underfunded to $800 million. So please
don’t make us do something we can’t afford to do.

If I may touch on three other issues.

We have a paper trail in Mississippi. We bought a printer for
every one of our DRE machines that is State involved. They work
very well. They use thermal paper. It has a life of at least 5 years.
The main—H.R. 81, that is the bill that I read, would make us do
away with that. I think that it would be completely unnecessary,
and I think it would be a complete waste of a lot of folks’ time and
money. It says a paper trail has to be on durable paper of archival
quality capable of withstanding multiple counts and recounts, with-
out compromising the fundamental integrity of the ballots. If you
take out the word “durable,” because I don’t know what a court
would say that means, and if you take out “of archival quality,” our
paper trail right now meets that test.

The second point, it says the auditor has to do recounts. Please
don’t give that function to somebody that knows nothing about elec-
tions, somebody who would simply complicate the process and
make it impossible for us to certify the elections timely. My auditor
is very much against it, and there is a letter from the National
State Auditors Association saying that is a bad idea. Please give
the folks with the responsible authority the opportunity to do their
job.
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And the fifth point is please don’t make us do that this year.
That is what the bill says. We have 4 years to implement HAVA.
There is no way under the sun we can make the kind of changes
that are contemplated in that bill by next year’s elections.

I have gone 12 seconds over. Bless your heart. Thank you for lis-
tening to me.

[The statement of Mr. Clark follows:]
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Ladies and Gentlemen of the Committee, thank you for inviting me to testify before you
today concerning voting systems, disability access, and more proposed changes to our nation’s
election systems through federal legislation. These issues were the subject of much discussion
during several sessions at the winter conference of the National Association of the Secretaries of
State (NASS) held recently here in Washington. I have been asked to focus specifically on
issues related to disabled citizens, which I am happy to do. With your permission, I will also
take this opportunity to speak briefly about more general concerns which we secretaries of state
have concerning proposed legislation in your Committee. I serve as co-chair of the NASS
Elections Committee. Many secretaries of state, including me, are deeply concerned about some
of the proposals being discussed in Congress.

In Mississippi, two counties used touch screen machines prior to the adoption of the Help
America Vote Act of 2002 (HAVA). Since passage of HAVA, 77 out of the 80 remaining
counties have acquired touch screen voting machines with a voter verified paper audit trail. We
have expended nearly $16 million dollars to purchase new voting equipment in compliance with
the goals of HAVA. This amount includes $6 million in state funds which our Legislature
provided last year, because third-year funding of $800 million as authorized by HAVA was not
appropriated by Congress. Now Congress appears to be poised to change the rules again and
require the purchase of new voting equipment, some of which has not even been thoroughly
developed, at tremendous costs to the states.

As reported recently in a CNN poll discussed at the NASS conference, more than 90
percent of the public likes the new voting equipment purchased in response to HAVA.
According to a thorough survey done in Mississippi following our 2006 elections, 89.7 percent
of our citizens said they found the new voting machines to be easy to use. To put it bluntly, in
Mississippi, as in most of the country, the people have overwhelmingly accepted the new voting
equipment and have confidence in it. Why destroy this confidence through new federal
mandates?

In Mississippi, we decided to go with the touch screen voting machines for a variety of
reasons, and one important reason was the accessibility of this equipment for disabled citizens. I
appointed a task force which included citizens with disabilities, and their input weighed heavily
on the selection of our new voting machines. We did not take the decision to spend $16 million
lightly. Ease of use for the voters, accuracy and accessibility were key factors we considered
when purchasing this equipment. The disability community in our state is among the strongest
supporters of our new voting machines. In particular, blind persons are able, through audio
directions, to vote a secret ballot for the first time ever. Because we heard from the public that
voter verified paper audit trails or VVPAT would give them more confidence in the system, our
machines were purchased with this feature. Much of the conversation about touch-screen voting
in Washington seems to overlook the ease of use factor for voters generally and especially for
citizens with disabilities.
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While well intended, legislation proposed to again change the voting systems has several
major flaws. First and foremost, it would place enormous new federal mandates on the states for
the 2008 elections in the areas of voting equipment and procedures without providing sufficient
funds to make the required changes. The most money we have seen in any draft bill is $300
million to implement equipment mandates. However, state clection officials across the nation
recognize that this sum is much less than what would be needed to accomplish the overly
ambitious task.

Several specific requirements contained in proposed legislation regarding voting systems are ill
conceived. Among the mandates proposed are:

* Requiring all voter verified paper audit trails to be accessible to disabled voters — even
though such equipment currently does not exist. It defies logic that we would required to
add a component to an election system for an election year, not to mention a Presidential
election year, when that component has not been developed, tested, piloted and
manufactured.

Another mandate seems to require that each voting precinct have more than one voting
machine. This is a suggested best practice issued by my office to our county election
officials, but it has not been mandated to our cash strapped counties, especially with the
federal shortfall in HAVA funding.

* Proposed federal legislation also mandates that the paper used for the voter verified
paper trail be “durable paper of archival quality capable of withstanding multiple counts
and recounts without compromising the fundamental integrity of the ballots.”
Mississippi bought the voter verified paper trail printer for all of the state-purchased
voting machines. These printers use thermal paper which has proven to provide a high
quality print, is inexpensive, easy to use, and lasts a minimum of five years. The
language quoted above would require our counties to discontinue the use of this paper.
Let me say that if the provision I just mentioned were amended to delete “durable” and
“of archival quality,” I believe all of Mississippi’s 82 counties except two would qualify
at the present time. If Congress decides to mandate a voter-verifiable paper audit
trail on all voting machines, please do not destroy the actions already taken by
states that have successfully met that goal, at enormous expense, and require us —
unnecessarily — to start over.

Please allow me to mention one other serious problem with legislation that has been
introduced in this Committee. Iunderstand that this Committee will hold a hearing next week on
the issue of post-election audits. Since I will not be here then, may I briefly address that topic
now? Ibelieve I speak for every secretary of state in the nation in expressing this concern.
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Astonishingly, language has been proposed that would create a new level of state
bureaucracy by mandating that the state auditor appoint an “Election Audit Board” which is
required to go into selected counties to conduct thorough hand recounts of ballots in conformity
with a detailed, mandated process. Furthermore, proposed legislation would prohibit any state or
local election official — someone who might actually understand the election equipment and the
election process — from serving on the Audit Board or conducting these hand recounts. It must
also be pointed out that these federally required recounts must occur within a very narrow
window, which could potentially impair the certification of election results within the time frame
required by state law. Bringing a separate elected official into the process who has no role and
no experience in conducting elections would make concluding our elections enormously more
difficult and time-consuming — and possibly politicized -- and would be unwise almost beyond
belief.

[ want to emphasize at this juncture another critical problem with the proposed changes —
all of these new federal election mandates would be required to be implemented by the 2008
federal elections. This would give the states less than one year prior to the first primaries to put
into place massive changes in equipment and procedures. Congress wisely gave the states four
years to implement HAVA. A further overhaul in our elections should be given at least that
much time to find the proper contractors for new voting systems and change state laws to
conform with any new mandates imposed by Congress.

Continued federal involvement by legislation means also seriously erodes the sovereignty
of the states over elections issues, a bedrock principle of our democracy since our nation’s
founding. As you know, when it comes to elections, one size does not fit all. What works well
in a state like New Hampshire, with its unique New England character and conventions, is often
inapplicable to Mississippi, with our distinctive history and makeup. The states must have the
flexibility to tailor our elections equipment and procedures to our citizens® desires and needs.
Indeed, one of the best aspects of HAVA was the fact that it recognized and embraced this core
canon - HAVA mandated certain key goals but left it to the states to determine the best means —
both in terms of voting equipment and voting procedures — to achieve those goals. Proposed
legislation that we have seen would deviate from this proven formula for success by mandating
specifically the equipment and the procedures which the states must use.

Finally, all the proposed legislation has been drafted in a vacuum or at least without input
from election officials. No input was requested from NASS or from any of the state election
officials. This is incredible! My colleagues at the state and local level are election
administration experts. Why not ask the people who run our elections, who know the nuts and
bolts, who see what goes on at a local level, and who must deal with the implementation of any
new federal requirements, to have a say in this process?

[ urge you in the strongest possible terms to reconsider the proposed legislation, or to
amend it to answer the concerns expressed above and to make sure that there is adequate funding
to pay for any new federal mandates.
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In conclusion, the whole elections community in Mississippi - circuit clerks, election
comrmissioners, disability groups, party officials, and the secretary of state’s office - has worked
extremely hard and effectively in a bipartisan manner to implement the Help America Vote Act
of 2002. Representatives of the federal Elections Assistance Commission and the United States
Department of Justice have repeatedly, publicly held Mississippi up as a good example of how to
do HAVA well. Many other states have made similar progress. Please do not come along now
and tear down the enormous progress we have made.

Thank you for your consideration and your attention.
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Ms. LOFGREN. I will ask unanimous consent to put the letter into
the record.
[The information follows:]
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National State Auditors Association

March 08, 2007

The Honorable Rush Holt
United States House of Representatives
Washington, DC 20515

Dear Representative Holt:

On behalf of the National State Auditors Association (NSAA), T am writing to bring to
your attention a provision in HR 811, the Voter Confidence and Increased Accessibility Act
of 2007, which could be perceived as a conflict of interest for the state audit community
and, in some circumstances, could create a perceived independence issue for state auditors.

Section 321(a) of the bill states that the Election Audit Board and mandatory manual audits
of paper ballots would apply to “each election for Federal office held in the state” and “at

the option of the state or jurisdiction involved, of elections for state and local office held at
the same time as such election.” It is this latter provision (applicability to state and local

elections) that causes concern for elected state auditors. Under this provision, the Election
Audit Board could be verifying the ballots of an elected state auditor, the same person who
appointed the members of the Board. This creates an independence impairment as outlined
in Government Auditing Standards issued by the Comptroller General of the United States.

We are similarly concerned with Section 321(d) which defines ‘chief auditor.” The
definition allows the attorney general of the state to designate and certify the chief auditor.
In some states, there are two individuals that would qualify as auditing the operations of the
state government. Some states do not use specific constitutional or statutory language to
define the duties and responsibilities of their auditors, which also raises the questions of
who the attorney general will designate and certify as the chief auditor. In addition to this
concern, a conflict of interest could exist as the Election Audit Board could be verifying the
ballots of an elected attorney general, who ultimately is the person designating the “chief
auditor” to appoint members to the Election Audit Board.

Furthermore, it would be very difficult -if not impossible- for a state audit office to
preserve its independence for the core function of auditing state government as is required
under the independence standards in Government Auditing Standards. State audit offices
are generally non-partisan having no interaction - in either professional or personal
capacities - with political parties. To the extent that the proposed Election Audit Board
would consist of political appointees as well as "unaffiliated members” appointed by the
chief auditor, the opportunity for political influences would exist. Additionally. the pool of
individuals qualified as "unaffiliated members" for appointment to the Election Audit
Board is inherently limited. While employees of a state audit office would be qualified,
such service would deviate from the duties those individuals are paid to perform. Staff of
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private accounting firms may qualify, however, the state audit office often contracts with
such firms to perform (in many instances by state statute) auditing of state agencies and,
for independence purposes, the audit office does not have any other relationship with such
private accounting firms. State agency employees may qualify to serve on the Election
Audit Board however a state auditor’s independence to audit them in their routine state
capacities could be called into question by virtue of the state auditor appointing those
individuals to serve on this new Board.

Lastly, we do not believe the state auditor is the appropriate person to be given such
appointment responsibilities. While we understand the need for such audits, the
responsibility for these audits seems to be an internal control/internal audit matter.
Establishing internal control is not the purpose of the external audit function; rather, it is
management’s responsibility to establish and monitor internal control. We believe the
audit function as outlined in the bill should be internal to a state agency, such as the state
board of elections or other similar type agency.

We look forward to working with your staff to amend the bill’s language to address these
issues. Should you have additional questions or desire further information, please contact
NSAA association manager, Sherri Rowland (srowland@nasact.org or 859-276-1147) or
NSAA Washington director, Cornelia Chebinou (cchebinou@nasact.org or 202-624-

5451).

Sincerely,
e T S

Ernest A. Almonte
Auditor General, Rhode Island
NSAA President
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Ms. LOFGREN. And we also have a letter from a number of dis-
ability activists that I will also ask unanimous consent to put in
the record before we call on our next witness.

[The information follows:]
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Americans with Disabilities Call for Election Systems Featuring Both
Accessibility and Security

Voters with disabilities, sensory impairments, and special language needs have long been
disenfranchised in large numbers as a result of lack of access to the voting process. For
many of us, the passage of the Help America Vote Act of 2002 held tremendous hope and
promise for secure and reliable voting, a guarantee that every voter would have access to
the voting process.

Electronic ballot systems such as the direct record electronic (DRE) machines (formerly
called "touch screens") now in use have quickly proven to be neither fully accessible to
all voters nor secure and accurate methods of recording, tallying, and reporting votes.
While the goal of private voting has been achieved by some voters, this has often been
without meaningful assurance that our votes have been counted as cast. Additionally,
many other voters have been disappointed and frustrated because we have not been able
to vote privately and independently as we had hoped and as voting-system vendors had
promised.

It is now clear that in order to guarantee reliability and security in our elections, it is
necessary for the voter to be able to truly verify the accuracy of his or her ballot--the
ballot that will actually be counted. The only voting systems that permit truly accessible
verification of the paper ballot are ballot marking devices. These non-tabulating devices,
either electronic or non-electronic, assist the voter in marking and verifying votes on
paper ballots that can either be optically scanned or hand-counted. (Some DRE voting
machines that have already been purchased may be adapted to be used as acceptable
ballot marking devices, assuming their accessibility can be preserved or improved.)

The technology for inexpensively providing good accessibility to voting systems has
been commonly available for more than a decade, and it can and should immediately be
required for and applied to all modern voting systems.

This is clearly illustrated by the report "Improving Access to Voting: A report on the
Technology for Accessible Voting Systems," by Noel Runyan, posted at VoterAction.org
and Demos.org. Design of new systems must include, from the beginning,
accommodations to allow private and independent voting by individuals with a broad
range of access needs. These systems must simultaneously ensure secure elections.

We leaders and members of the disability rights community assert that neither
accessibility for all voters nor the security of the vote can be sacrificed for the sake of the
other. Fortunately, true accessibility and election security can both be achieved; there is
no inherent incompatibility between voting system accessibility and security.

We recognize that electronic ballot systems are inappropriate for use, because these
systems make it impossible for voters to verify that their votes will be counted as cast.
We call upon all disability rights groups, other civil rights groups, election protection
groups, and elected officials to recognize the necessity for an immediate ban on any
voting system that fails to meet the twin requirements of full accessibility and election
security.
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List of signatories as of 3/14/07 (affiliations are listed for identification purposes only):

Noel Runyan, Voting access technology engineer and author of "Improving Access to
Voting"

Roger Petersen, member, Santa Clara County Advisory Commission for Persons with
Disabilities and Santa Clara County Voter Access Advisory Committee

Bernice Kandarian, President, Council of Citizens with Low Vision International
Robert Kerr, ACB Maryland

Shawn Casey O'Brien, KPFA-FM in Los Angeles, and California Secretary of State's Ad
Hoc Touch Screen Task Force member

Suzanne Erb, Chairperson of the Philadelphia Mayor's Commission on Disabilities
Mike Keithley

A.J. Devies, Past President, Handicapped Adults of Volusia County (HAVOC); Charter
Member, Daytona Beach Mayor's Alliance for Persons with Disabilities;
Disability Consultant and Board Member, Florida Fair Elections Coalition

Marta Russell, independent journalist and author

Judith K. Barnes, Life Member, Council of Citizens With Low Vision; Former President,
Silicon Valley Council of the Blind

George Moore, Accessibility Advocate, Californians for Disability Rights

Mike May, President, Sendero Group

Margaret Keith, VP, Monterey Co. Chapter, Californians for Disability Rights
Adrienne Lauby, Host/Producer, Pushing Limits, disability program on KPFA fm
David Andrews

Jean Stewart, Writer

Ruthanne Shpiner, Pushing Limits Radio 94.1 FM, Northern California ADAPT

Mike Godino, President, American Council of the Blind of New York, Systems
Advocate, Suffolk Independent Living Organization

Louis Herrera

Dawn Wilcox, BSN RN, Past President Silicon Valley Council of the Blind, Board
member CCCLV
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Ms. LOFGREN. Our next witness is Diane Golden.
Dr. Golden, thank you so much for being here.

STATEMENT OF DIANE CORDRY GOLDEN

Ms. GOLDEN. Thank you. I am so impressed with how quickly
somebody from Mississippi talks, because I talk really slowly, and
I thought that is okay. Somebody before me is going to talk slowly.
That isn’t the case. I will quickly try to summarize my comments.

Thank you for inviting me to testify. I am very pleased to be
here. First off, I am not here to oppose or endorse any voting sys-
tem. I am here to talk solely about accessibility, which is what I
know, love, and have done for the last 30 years.

Accessibility in voting systems is no different from accessibility
to computers or telephones or any other types of equipment that
you provide accessibility to people with disabilities. It means you
have a set of access standards, and the equipment or the device
conforms to those standards. That is how you judge whether or not
something is accessible. If indeed the decision is made that one or
more of the determinative votes of records needs to be paper, then
that paper needs to be accessible, period. There is just no two ways
around it. It is not going to work to have an accessible electronic
vote record or ballot and an inaccessible paper one. You just see
the problem with that. It is clearly lack of equal access.

So the good news is we have, I think, a very good set of access
standards in the voluntary voting system standards that the EAC
adopted. They are fairly robust. They could be improved, but they
provide a wide range of access features for people who are blind,
people who have low vision, people with motor limitations, et
cetera. So it is a cross-disability way of delivering access.

The down side is that when you add paper into that process, we
currently don’t have equipment on the market readily available
that delivers all of those access features when a paper ballot is in-
volved.

And I will tell you just very quickly the two major access prob-
lems we have. The DRE systems that are on the market with the
VVPAT attached, as Mississippi is using, the problem with access-
ing those systems is that the print on the paper is not accessible.
That print is going to have to be converted into an accessible form
for people with disabilities to actually be able to verify the paper.
Currently what they are verifying is the electronic ballot.

The second equipment on the market are ballot-marking devices
where the vote starts and ends paper, but there is an electronic
interface that lets the person with the disability use large print,
audio, switches so that they don’t have to touch or handle any-
thing. Those systems are fully accessible except for the fact that
you have this paper ballot that has to be sucked in, pulled out and
physically manipulated, and for someone who is a quadriplegic,
who has no use of their hands, it is impossible. So again, you have
lost independent voting ability.

So those are the two major access barriers we have when you re-
introduce or mandate paper in the process. Are those two issues in-
surmountable technologically? No. They certainly can be addressed
and resolved. What will it take? Time and money. And I will echo
the secretary of state’s statement: It is going to take us time and
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money, but it can be done, and if that is what needs to be done
to make voting secure, so be it. We just need to make it accessible
at the same time.

Thank you.

[The statement of Ms. Golden follows:]
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Diane Cordry Golden, Ph.D.
Director, Missouri Assistive Technology

Madame Chair and members of the committee, thank you for the invitation to testify today.
My name is Diane Golden and I currently work as the Director of Missouri Assistive
Technology, the congressionally mandated statewide program in Missouri that provides a
wide range of assistive technologies, including computer adaptations, for individuals with all
types of disabilities. In addition to program administration duties, I serve on the Board of
the national Association of Assistive Technology Act Programs and provide technical support
to the National Disability Rights Network on voting equipment access issues. I have also
provided invited testimony to the Election Assistance Commission (EAC) and the Technical
Guidelines Development Committee (TGDC) on accessible voting systems.

Congress has recognized the need for specialized expertise in assistive technology by
funding State Assistive Technology Programs in the 56 states and territories. These
programs are required to address the assistive technology needs of individuals with all types
of disabilities. A muititude of other federally funded programs focus on unique aspects of
assistive technology and specific populations of individuals with disabilities. Historically in
the discussions surrounding voting security and how to ensure accessibility, assistive
technology expertise has not been effectively utilized. Individuals with unbiased knowledge
and expertise in assistive technology were not typically involved in discussions regarding
voting security even though many of the proposed solutions impacted accessibility.

As a preface to these comments, I want to emphasize that the disability community shares
the interest of all Americans in ensuring that elections are fair, secure and accurate. From a
personal perspective, I do not support or oppose a requirement for paper ballots as
necessary to ensure security nor do I want to outlaw or promote any particular voting
system. My expertise and focus is on accessibility. To that end, I am here today to discuss
accessible voting under the Help America Vote Act (HAVA) and proposed verification
legistation. In considering these issues, the following three points are critical;

1) The determination of whether or not a voting system, with or without a paper ballot, is
“accessible” (and therefore meets any legal requirements to be “accessible”) should be
based on conformance to a set of nationally accepted technical access standards. Such
determinations should not be based on individual anecdotal experiences.

2) If the decision is made to require a paper ballot, as a determinative vote of record, that
paper ballot should be accessible, i.e. conform to an accepted set of access standards.

3) A robust testing process should be in place to verify that a voting system conforms to
accepted access standards. The entity performing such testing must have comprehensive
knowledge and understanding of accessibility features along with expertise and experience
in assistive technology.
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Status of Accessibility Standards and Conformance

The adoption of access standards as part of the Voluntary Voting System Guidelines (VVSG)
required by HAVA has provided much needed direction regarding what is and is not
considered to be “accessible.” These access standards provide technical specifications
regarding the access features that must be provided by a voting system for it to be
considered an accessible system pursuant to HAVA requirements.

For example, the VVSG indicates that an accessible voting system must provide -

e An audio-tactile interface so that a blind voter can listen to the ballot and
navigate/mark the ballot through tactile controls;

e Enlarged and enhanced text for individuals who have vision loss but cannot use an
audio ballot;

« Simultaneous audio and enhanced visual display for individuals who have vision loss
and those with print disabilities such as dyslexia; and

e A ™non-manual” input option (usually dual switch) that allows individuals with very
limited motor skills navigate/mark the ballot.

In reviewing products over the past several years, it appears that most of the access
features required by the VVSG (excluding those related to accessibility of paper ballots) are
being delivered by one or more direct response electronic (DRE) systems or ballot marking
devices (BMD) with an electronic interface currently on the market. Features not currently
available on existing products could be readily added as part of a redesign of the electronic
interface of a DRE or BMD system. These electronic interfaces (absent paper ballots) that
conform to the VVSG access standards deliver a wide range of access features that allow
individuals with a variety of disabilities to vote secretly and independently, like all other
Americans. As a result, many Americans with disabilities have enjoyed a certain level of
accessibility in voting for the first time in their lives.

The Paper Challenge

If paper ballots are used to ensure security, those paper ballots must also be accessible to
ensure the security of the entire election system and to uphold the rights of voters with
disabilities to generate, verify and cast their vote privately and independently.
Unfortunately, providing the same range of accessibility for a paper ballot, as is readily
available with an electronic interface, is a bit more challenging, though not impossible. Two
major shortcomings exist in current voting systems that use a paper ballot.

1) Direct electronic voting systems with voter verified paper audit trail (VVPAT)
printers do not provide a mechanism for alternative access to the print on the
VVPAT. As a result, voters with vision disabilities cannot verify the paper ballot
privately or independently.

2) Ballot marking devices require voters with disabilities to manually handle paper to
verify and cast their ballot. As a result, voters with motor and other disabilities
cannot verify or cast the paper ballot independently.
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The VVSG requires that systems utilizing a voter verified paper ballot as a determinative
vote of record ensure that the paper ballot itself (not the electronic ballot) is accessible to
voters with vision disabilities. The VVSG also requires that voters with motor disabilities be
able to submit/cast the paper ballot without assistance. This means ~

o Voters with disabilities should not be required to handle a paper ballot at any point in
the voting process;

« Blind voters should be able to generate their vote using an audio-tactile interface and
then should be able to verify/edit and cast the content of the paper ballot using that
same interface;

» Voters with low vision who used enhanced visual display on the screen of a voting
system to generate their vote should have enhanced visual display available to
verify/edit and cast the paper ballot; and

* Voters with motor limitations who used switch input (e.g. sip and puff) to generate
their vote should be able to use that same switch input to verify/edit and cast the
paper ballot,

The most likely option for addressing access barriers in 8 DRE with VVPAT wili be the
utilization of a fixed scanner capable of automatically converting the human readable text of
the VVPAT into electronic text. That electronic text can then be used to generate
audio/speech output (through text-to-speech software or other mechanism used by the core
DRE system) and enhanced visual display (on the visual display of the DRE.) The base DRE
system will already have the capacity to deliver audio/speech output and enhanced visual
display as it does for an electronic vote record. The same output mechanisms can be used,
but will be based on the scanned content of the VVPAT, instead of the content of the
electronic ballot.

The most likely option for addressing access barriers in a BMD will be the addition of an
automatic paper handling mechanism. If the paper ballot can be manually fed into the
system prior to beginning the vote process, and from that point on all paper handling is
done via automatic feeding mechanisms, the access barrier will be eliminated.

While this all sounds complex, the technology to make this happen is currently available and
can be developed if manufactures are given adequate time and guidance.

Independent Testing Labs

Testing entities entrusted with verifying voting system conformance to the access standards
must have adequate knowledge and understanding of accessibility to do the job.

While the EAC has taken dramatic steps to improve the independent testing process for
voting equipment, it is unclear what expertise and experience the testing labs have to
adequately ensure compliance with the accessibility standards. Based on past experience
with these same entities, it did not appear as if sufficient expertise existed to appropriately
judge conformance to access standards. Time and time again, it was discovered that
systems certified as conforming to existing Federal Election Commission access standards,
in fact did not conform.
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Summary

If Congress determines that in order to secure the voting process every voter must be abie
to verify and cast a paper ballot -- then a/f voters must be able to verify and cast paper
ballots for our elections to be truly be secure. Moreover, verification measures must
safeguard the rights voters with disabilities gained under HAVA and must allow all voters to
verify their ballot privately and independently. A new access barrier should not be created
by the addition of a verification requirement. Congress should not develop election access
requirements to accommodate equipment vendors or the status of currently available voting
products. Accessible verification technology will only develop if the law clearly requires it,
and the technology will only be adequate if reasonable time and appropriate resources are
allocated to support that development.



32

Ms. LOFGREN. Thank you very much to all of you.

We have been joined by the Chairwoman of the full committee,
and we welcome her along with the other Members. Because we
started so late, through no fault of our own, I am going to ask the
Members to try to limit themselves to 3 minutes as well so that
we will have time for the second panel. And I would like to start,
if I can with Dr. Selker.

I understand that you have been a proponent of a voter-verified
audio audit trail. Next week we are going to deal with auditing,
but can you explain how that would work?

Mr. SELKER. Today’s voting machines, electronic voting ma-
chines, have audio output, and if you simply had that go into a $50
tape recorder that tape records when there is noise coming into it,
and from there into your ears, you are getting a verification record
that did not go through a computer. It is not produced by—inde-
pendently of you hearing it. And if it happens while you are voting,
it actually helps people with disabilities because it corroborates the
information that you are seeing, helping people with reading dis-
abilities, helping people with cognitive disabilities of other sorts,
and also it turns out that people find the errors, and that is what
we like about it.

So now you take that tape, and the tape drive is a much more
reliable drive than any of the printers that we have been able to
find.

Ms. LOFGREN. Mr. Clark, I was interested in your testimony on
how satisfied your State has been with the thermal ballots and
your desire to make sure that what works for you is not disturbed,
if I can put words in your mouth.

We had a hearing in the 109th Congress where we got a very dif-
ferent point of view from Ohio that has, I think, the same system
with thermal paper, and they showed us things that were all
jammed up and that didn’t work.

Do you know—have you been lucky, or have they done something
wrong, or do you have any idea why there has been such a dis-
parate experience between the two States?

Mr. CLARK. No, ma’am, I don’t. I can tell you what we have done
in Mississippi. Last year we rolled them out in the early part of
the year. We had primaries in June, and we had the general elec-
tion in November. My staff in the Secretary of State’s Office did
more than 1,200 training sessions all over the State, in every cor-
ner of the State. And then, of course, we trained the county election
officials, and they went out and did hundreds and hundreds of
more demonstrations.

Education is at least 90 percent of the fight. And so we had hun-
dreds of folks or actually thousands of folks, considering all the poll
workers who worked hard to get prepared, and our experience was
quite good.

In terms of problems, the first day we had an election, which was
last June, in our primary, of our 77 counties that use the DREs for
the very first time, there were problems in two counties because a
technician set them up incorrectly, and it took us a few hours to
get that fixed. But other than that, it worked quite well.

And I will tell you that the folks who, in my opinion, liked them
best are retired citizens, and those are the folks who tend to have
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indigestion, in my experience, because they are just a little bit sus-
picious a lot ahead of time. But after they have done it one time,
they love them. So I think simply education is the key.

Ms. LOFGREN. I am going to set an example and stop questioning
with 26 seconds to go and ask our Ranking Member Mr. McCarthy
if he has questions.

Mr. McCARTHY. First of all, I will just go right back to the sec-
retary of state, Mr. Eric Clark.

A couple of things you stated. You talked about time line. You
talked about the dollar amount not being enough, and you are re-
ferring to the bill which is now before us. I want to make sure that
is correct what I was hearing from you. And you said you had 77
out of the 80 that used the touch screen, and they found it very
supportive.

Mr. CLARK. That is right. Our experience has been very positive.
I don’t want to take too much of your time. We have 82 counties
in Mississippi. Two of them had already bought touch-screen voting
machines with their own money pre-HAVA, and those machines
don’t have a paper trail, a voter-verifiable paper audit trail. But
then of the remaining 80 counties, our legislation said counties can
opt in and take the State-purchased machine, or they can opt out
and get their own, buy their own machine by their own manner.
Seventy-seven of our eighty remaining counties opted in. And our
experience last year, rolling them out first election, was extremely
positive.

Mr. McCARTHY. CRS has a new report out this month saying
most county election officials are happy with the systems they
have, but are unhappy with the systems they don’t have.

If I could ask Diane, I found your testimony very interesting, and
I need a little more explanation. Were you saying for accessibility,
those that use DRE and added on the VPAT, the VPAT was not
working, the paper for accessibility, and when was that? Can you
give me a few examples of where it is used?

Ms. GOLDEN. The core DRE system is all electronic. So the voter
interacts with it electronically, and it is stored electronically. All of
that can be fully accessible because things that are electronic are
easy to manipulate. So text can go to audio, text can be enlarged,
I can use switch input.

What happened when paper got added onto the end of the elec-
tronic is then there is print on a piece of paper attached to the side
of this machine, and no longer can the person with the disability
see it to verify it.

Mr. McCARTHY. Do you know of any technology that could?

Ms. GOLDEN. Scan it back in. That is what needs to happen.
There needs to be some sort of a fixed scanner. The most direct,
simplest solution—and not to argue with if there are better inde-
pendent verification techniques, there absolutely could be, but if
you are going to take what is out there now and try to add onto
it again to make it accessible, there needs to be a fixed scanner so
that the text that comes off that printer can be scanned, sent back
to the electronic interface, and then however I marked it originally,
however I read it originally, audio, large print, I am using switches
to verify it, finally cast it; all of those interfaces are available to
me.
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Mr. McCARTHY. Is that technology out there today?

Ms. GOLDEN. Sure.

Mr. McCARTHY. Do you have any cost estimates?

Ms. GOLDEN. Not right now. It is building it into—you have a
voting system that the printer was added onto. Now you are adding
onto the add-on. So it is just in a research and development per-
spective. It is not the way you want to go about doing something
because you are adding onto adding on.

Mr. McCARTHY. Is anyone selling this product?

Ms. GOLDEN. The only systems out there that use scanners are
scanning a bar code. So the printer that has been attached—or, for
example, if you are familiar with the vote by phone system, it is
an audio interface. I am voting by phone. It prints a ballot that
also has a bar code on it, and there is an eyeball scanner. The vote
ballot drops into a basket or box, the eyeball scanner scans the bar
code, the bar code then comes back to me auditorily. So it is read-
ing the bar code on the paper. It is not reading the human readable
print on the paper.

Mr. McCARTHY. Sorry. Time is up.

Ms. LOFGREN. Madam Chairman.

The CHAIRWOMAN. Thank you. Thank you for convening this im-
portant hearing today. We welcome you as our new Chairperson,
but this is a very important hearing. Just this morning we had, I
guess, about eight vendors demonstrating and displaying their
wares on voting machines, and there was one who said he had the
perfect voting machine.

Ms. LOFGREN. Just one?

The CHAIRWOMAN. At least he was arrogant enough to say that.

But getting to voting machines, we know that that is really the
issue here with reference to voters, knowing that when they cast
the vote, the vote will count, and it will be accurate and secure.

Ms. Golden, assuming that voter-verified paper ballots will be re-
quired in 2008, and let me ask each of you, do you think that we
will be ready for a mandate for paper ballots required, verified
paper ballots required in 2008, paper trails?

Ms. GOLDEN. I could answer really quickly in terms of the acces-
sibility piece. No. It is just an awfully short time line to try to fix
the two access problems that we still have in existing products re-
lated to print.

Mr. SELKER. In my experience, the paper trails have not been re-
liable, and they have not been verifiable nor accountable. As soon
as we get good equipment that makes better records, makes
records that actually improve elections, that is a great thing to
have a better second-chance voting approach.

Today I watch as, you know, optical scan ballots are taken into
back rooms to be counted. I watch as paper trails, printers are
opened up to be fixed during the day. I mean, I personally watched
these things. And I think that we have to first make these things
work and show that they actually can find the problems that peo-
ple have.

The CHAIRWOMAN. Let me ask you, you said you do not think
paper trails are reliable. Is that what you said? And yet how do you
convince the voter that they are not reliable? They tend to think
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that this is it. If you don’t have it, there is no point in going to the
voting booth because their vote is not going to count.

Mr. SELKER. I watched in Nevada when they rolled out the first
paper trails throughout the State, and one of the first polling
places I went to, a guy came out of the booth and he started stam-
mering, “But how do I know that my vote counted? There is no
paper trail.” and he had just—he had just experienced the first
paper trail roll-out throughout a State.

So the advocates have been extremely good at getting people to
get the rhetoric. The question is when people experience it, will
they believe they are even experiencing it? You will see over and
over again people trying to open the paper trail printers because
the word “receipt” used to be used. So they think they will get a
receipt, when, in fact, there is going to be a record that is going
to, hopefully, be held safe and sound in the balloting.

The CHAIRWOMAN. My time is up already.

Ms. LOoFGREN. We have our colleague from California Susan
Davis.

Mrs. Davis. Thank you. I appreciate your all being here.

As we sit and talk about these issues, you feel like you are at
the grocery store. Paper or plastic. And whether we can—and I am
just wondering whether you think there is common ground on that
issue; specifically that we could be or should be focusing on that
perhaps has not been addressed, because people either feel com-
fortable with scanner ballots or with the DRE, and I am wondering
where do you think that common ground is?

Mr. CLARK. My response would be that in terms of voter con-
fidence, and I think that is what you are asking about. My experi-
ence in Mississippi has been extremely positive. We did the roll-
outs of the DREs with the voter-verifiable paper trail in the middle
of the national debate—except “debate” is too nice of a word—in
the middle of the national hoopla about this very issue, and the
machines worked well. And the fact that we had the paper trail
gave voters the confidence that their vote was being counted.

If I am—if you would indulge me for just a moment. There is a
fundamental flaw in the logic of this debate; that is, there seems
to be a sense that somewhere back in the past, there was a system
that worked better, and I can guarantee you there was not. The
machines that we have in Mississippi now are by far more accurate
than anything that we have ever had before or that has ever ex-
isted before. And so the election is more accurate than elections
have ever been. Just a few years ago it was not uncommon to have,
in some cases, 15, 18 percent undervote in some elections, and now
these machines have essentially ended that problem.

And so it is way more—the glass is way more than half full.

Mr. SELKER. I want to corroborate that and say we now have sev-
eral States that have less than half a percent residual. We believed
in 2001 the lowest you could go because of protest votes was 1 per-
cent. It is just remarkable.

The fact is that people are comfortable with the voting systems
that they use. That is what exit polls tell you, and what we—I re-
member talking to this 80-year-old in Nevada, and I asked her,
how did you find that experience? She had had the hardest experi-
ence all day. She rolled out of her mouth, “Well, those punch cards
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were terrible. The leverage machines, I could never find anything.
The optical scans I couldn’t read. This is so fabulous.” and I just
Cﬁuldn’t believe she put it all in one sentence what she felt about
that.

The big print people like high-contrast things. You know, if you
do one raise per screen, you can get people to have a lot less errors.
But I think that we are in a fantastic position now to improve elec-
tions with the technologies that we are now starting to get better.

Mr. PIERCE. My experience in Cook County in Chicago are people
with disabilities are very satisfied and pleased that more options
are available and more flexibility has happened. There is limita-
tions with the machines that are available for this paper system,
and those have access issues of their own.

Mrs. Davis. I was going to follow up.

In the disability community, which individuals have the greatest
difficulty voting, and is there a way to kind of focus in on that par-
ticularly?

Mr. PIiERCE. It is generally blind persons and those with some
kind of motor impairments who have difficulty holding a pencil or
pen in their hand and handling paper and manipulating paper
would be the—is my observation.

Mr. SELKER. Fifteen percent of Americans have reading disabil-
ities. Those people, drawing those eyes across the ballot, whatever
the ballot is, is a problem. If you take a look at the ballots in Mas-
sachusetts, we only have the last names of the candidates on there,
and you have to go across the ballots to get to the bubble. I think
there are a lot of people with problems, and I think the sightless
are among them, but not at all the largest number.

Mrs. DAvis. Thank you.

I had an opportunity to go review a number of those machines
today. I just want to thank the Chairwoman for making those ac-
cessible to us so that we would have that opportunity. And one of
them, in particular, I did find that was supposed to help the dis-
ability, I was having a little difficulty with it.

So I think we all have to try them out and try and understand
where some of the problems are. I know the problem I was having
was—they were talking about having that fixed. But it was inter-
esting to me that I was having a little difficulty with that hand
motor coordination, I think.

Thank you.

Ms. LOFGREN. And that is from someone who votes a lot, all day
every day.

I would like to thank this panel for taking the time to be with
us today personally, and especially for your written testimony
which is going to be key to us as we move forward looking at this
issue. We are really honored by your presence. Thank you so much.

The CHAIRWOMAN. Madam Chair, may I just say, I am very im-
pressed with this panel, but more so the secretary of state of Mis-
sissippi. And I am going to—hopefully we get back with you at a
later date to really look at what you have because it seems like a
great success story.

Mr. CLARK. Thank you, Madam Chair. You are very kind.

Ms. LOFGREN. Thank you all very much.

Ms. LOFGREN. Let me welcome panel number two.
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This is a great opportunity for the committee to gain insight into
the technical issues of these machines, and I think, as has been
mentioned, there is a great anxiety among many people in the
country about whether or not their vote is being counted accu-
rately, not accurately.

People—since I am from the Silicon Valley, I know you will all
take this in the right way. This is our Geek Squad here. We value
you are here to talk a little bit about the technology and to give
us the benefit of your expertise and your points of view.

So I wonder if we could just start with Mr. Zimmerman here
from the Electronic Frontier Foundation and move on to Dr. Wil-
liams.

STATEMENT OF MATT ZIMMERMAN, STAFF ATTORNEY, ELEC-
TRONIC FRONTIER FOUNDATION; HUGH J. GALLAGHER,
MANAGING DIRECTOR, ELECTION SYSTEM ACQUISITION
AND MANAGEMENT SERVICES, INC.; BRIAN BEHLENDORF,
FOUNDER AND CHIEF TECHNOLOGY OFFICER, COLLABNET;
DAVID WAGNER, Ph.D., ASSOCIATE PROFESSOR, UNIVERSITY
OF CALIFORNIA, BERKELEY; AND BRIT WILLIAMS, Ph.D.,
PROFESSOR OF COMPUTER SCIENCE AND INFORMATION
SYSTEMS, KENNESAW STATE UNIVERSITY

STATEMENT OF MATT ZIMMERMAN

Mr. ZIMMERMAN. Thank you, Madam Chair.

Good afternoon. Thank you for the opportunity to speak with you
today on this important topic. I am a staff attorney with the Elec-
tronic Frontier Foundation, a San Francisco-based nonprofit, mem-
ber-supported civil liberty organization that challenges industry,
gov?gnment and the courts to protect rights in the emerging digital
world.

This discussion is about many things, but at its heart is the real
issue of how the current generation of voting systems has rel-
egated, in a structural way, real transparency to a secondary value.
Given the time, my aim here is to touch briefly on a number of ex-
periences that we have encountered that I think highlights some
of the problems that are being caused or exacerbated by closed elec-
tion systems, problems that be can be alleviated to a large extent
by a move towards an open- or closed-source regime.

First, election monitoring, as a general matter, suffers in its abil-
ity to uncover and act upon useful information. Despite many docu-
mented problems through many election-monitoring efforts, despite
these documented problems which are often not documented by
election officials themselves, incidents were not investigated or in-
vestigated in only a limited way by the very election officials and
vendors whose decisions and actions were at issue.

Second, and more important from my standpoint, postelection
litigation aimed at investigating such suspect machine performance
and correcting problems that appear to have resulted in incorrect
election outcomes have fared little better. For example, EFF cur-
rently serves as cocounsel in Fedder v. Gallagher, a suit ques-
tioning the administration of a 2006 congressional race in Sarasota.
This is a different race than is right now before the House. Far
from accommodating the legitimate concerns of the Sarasota voters,
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the State, the county, and the vendors closed ranks here and con-
tinued to prevent the independent type of inquiry into the source
code and other relevant materials that we think is necessary.

Over the past several years, I have had the distinct pleasure of
working on this and related issues in an ever-growing community
of very passionate people of all stripes who sometimes disagree and
disagree very passionately about tactics. But a common thread that
holds us all together is a shared belief that whatever the individual
technological solution turns out to be, secrecy cannot continue to
operate as a cornerstone of electronic administration. Voters want
to be able to cast ballots and to have their ballots counted, but even
more than that, they need to be convinced that the process is a fair
and accurate one.

This perpetually increasing interest of the general public in the
literal mechanics of the electoral process is, to borrow a computer
programming term, a feature and not a bug. This is a good thing,
not a bad thing. And I respectfully suggest that Congress should
not be in the business of trying to dissuade the public from
prioritizing transparency over a single component of the propri-
etary interest of vendors.

Thank you.

Ms. LOFGREN. Thank you very much.

[The statement of Mr. Zimmerman follows:]
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Statement of Matt Zimmerman
for
The Electronic Frontier Foundation

Good afternoon and thank you for the opportunity to speak with you today on this
important topic. My name is Matt Zimmerman and I am a Staff Attorney with the Electronic
Frontier Foundation, a non-profit, member-supported civil liberties organization working to
protect rights in the digital world. EFF actively encourages and challenges industry, government,
and the courts to support free expression, privacy, and openness in the emerging information
society. Over the past three years, [ have been responsible for EFF’s e-voting reform efforts,
work that has included promoting regulatory and legislative change, election monitoring,
providing technical and legal resources to voters who encounter problems on election day, and,
when necessary, litigation. It is my hope that my and EFF’s experience in these matters will
prove useful to the Subcommittee as it considers the wide range of issues and proposals before it.

It is axiomatic that the rights and interests of voters do not begin and end at the moment
they cast their ballots. See, e.g., Reynolds v. Sims, 377 U.S. 533, 554 (1964) (“It has been
repeatedly recognized that all qualified voters have a constitutionally protected right to vote, and
to have their votes counted.”). Voters have a profound interest in not only the physical act of
voting but in the fair, secure, and accurate administration of the election process. In its most
straightforward terms, the right to vote must include the right of voters to be able to understand
and verify that the winner of an election is actually the candidate or proposition that received the
most votes.

That right is at risk today due to seemingly unintended consequences of previous
Congressional decisions. In the rush to abandon punchcard systems and other outdated
equipment, whose flaws were all-too clear in the aftermath of the 2000 presidential election,
Congress subsidized and state and local governments embraced and implemented new
technologies in ways that critically hampered the ability of the public to monitor their elections.
The central culprit of this elimination of transparency was the widespread deployment of direct
recording electronic (“DRE”) technology, which utilizes software and systems that are kept secret
from not only the public but often from the very election officials who choose and run the
machines on election day. The push for election officials to use DRE technology has created a
crisis of confidence in our election systems that shows no sign of abating.

Today’s discussion is about many things but at its heart is the very real issue of how
poorly conceived systems have relegated real transparency to a secondary value in election
administration. The question for this panel is whether or not transparency should be restored.
One of the key proposals aimed at increasing transparency is to require that election systems
contain open source or disclosed source code, rather than continuing with a closed model. While
others on this panel can speak more completely on topics such as the security and viability of
such systems, EFF is fully supportive of open and disclosed source voting solutions and believes
that, while not completely solving the problems discussed today, they would serve as a major step
forward.
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My primary focus today is to briefly highlight some of the problems that are being caused
or exacerbated by closed election systems. EFF has served, among other roles, as both election
observers and as legal counsel for voters who felt compelled to challenge the use or results of
apparently malfunctioning voting equipment. In both capacities, we and others have been
severely hampered by the lack of transparency inherent in the current closed technological
regime. For both of these purposes, the use of open or disclosed source voting technology as a
component of a more open election process would immeasurably and demonstrably lead to a
more confident electorate.

First, in the area of election monitoring, for the 2004 and 2006 general elections, EFF
recruited and trained dozens of lawyers and law students to serve as voting technology experts for
Election Protection, the nation’s largest non-partisan voter protection coalition. In that capacity,
EFF volunteers operated as technology liaisons, assisting voters and even election officials with
technology-related problems that occurred in the field on election day. Volunteers with Election
Protection and other independent monitoring efforts recorded hundreds of examples of machine
irregularities that occurred across voting system platforms as well as across the country: votes
jumping from one candidate to another, votes changing on summary screens, machines rebooting
during the middle of voting, machines crashing and not returning to life at all. While the Election
Protection program was enormously successful in documenting a slice of the election-day
performance of voting machines, this analysis likely only amounts to the tip of a much larger
iceberg.

And yet despite these documented problems — which were often not documented by
election officials themselves — the incidents were frequently not investigated or investigated only
by the very election officials and vendors whose decisions and actions were at issue. Moreover,
the sort of thorough analysis necessary to comprehensively diagnose and fix problems, including
a robust source code analysis in order to determine whether hidden problems in the system’s
programming could be at fault, was not on the table in those infrequent investigations. And of
course since the election systems were fundamentally closed, neither the voters nor election
advocates could conduct independent investigations of their own.

Second, post-election litigation aimed at investigating suspect machine performance and
correcting problems that appear to have resulted in incorrect election outcomes fared little better.
For example, EFF currently serves as co-counsel in Fedder v. Gallagher, a suit questioning the
administration of the 2006 Congressional race brought by a group of bi-partisan voters in
Sarasota County, Florida, a related yet separate and distinct case from the contest brought before
the House of Representatives by Democratic challenger Christine Jennings. EFF and our co-
counsel sought targeted machine-related discovery, including the source code of the voting
machines, in response to widespread reports of problems along with a documented DRE
undervote rate of nearly 15% that was recorded in Sarasota County — a rate approximately five
times higher than expected by any of the experts in the case, amounting to approximately 14,000
excess undervotes in a race decided by less than 400. Far from accommodating the legitimate
concerns of these Sarasota voters, the state, the county, and the vendors closed ranks to prevent
any independent inquiry into not only the source code but other relevant materials such as
operating instructions and other training of pollworkers who might have programmed or operated
the voting machines. Their collective decision to deflect an independent inquiry into the voting
machines and code was upheld by a single state court judge, a decision currently on appeal.

The right answer from a policy perspective is not only to allow independent access to
election system source code and related components after a system demonstrates serious
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problems, it is to make the source code and other critical materials available for independent
expert review prior to the widespread implementation of voting technology. Had that been done
in Sarasota and elsewhere across the country, independent experts would likely have been able to
identify any serious deficiencies in the design and construction of the voting systems and helped
prevent the loss of votes in the first place. The few independent examinations of voting systems
that have thus far taken place — which have been severely limited in scope — have uniformly
found problems of varying degrees of seriousness that could potentially impact the accuracy of
the system’s operation or leave the system vulnerable to attack. But even if pre-implementation
review is not possible, source code and other critical materials should be made available after the
implementation of voting systems, especially after problems have been reported during elections,
to allow independent experts to work with vendors and election officials to help diagnose
reported problems and to help present to the voting public a picture much closer to the truth.

Various objections will be levied against attempts to move towards an open or disclosed
source voting technology regime, but whatever challenges that transition causes, I respectfully
submit that they pale in comparison to the immeasurable good it will do to restore confidence in a
system that first and foremost serves the interests of voters. Some claim that open source systems
are fundamentally less secure, but computer science experts, including my co-panelist, can
confirm that open source systems are fully capable of handling the important security
requirements demanded of our election systems, as evidenced by the wide range of secure,
commercially viable systems on the market today. Others claim that open source systems will
result in the evisceration of intellectual property protections, but this too is untrue. While the use
of absolute trade secret protection in this context is inconsistent with election transparency,
vendors are still free to protect their products through copyright and patent protections that should
be more than adequate to protect any genuine innovation.

Transparency is not a panacea, and mandating the disclosure of voting system source
code does not resolve all of the shortcomings in our nation’s election system. These steps will,
however, provide a legitimate, defensible basis for the return of voter confidence that is sorely
lacking in the current generation of closed election technologies. It is only when voters have a
persistent, ongoing, independent basis to believe that their elections were conducted fairly that
they will begin to fully trust in the integrity of their electoral process once again.

Again, thank you for the opportunity to appear before the Subcommittee to address these
important issues. We appreciate being asked to be here and look forward to working with you
and your staff as you examine these issues further.
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Ms. LOFGREN. We are lucky to have Dr. Williams, a professor of
computer science from Kennesaw State University.

STATEMENT OF BRIT WILLIAMS

Mr. WiLLiaMS. Thank you. I want to begin by thanking you,
Madam Chairwoman, for giving me this opportunity to appear be-
fore you. I have worked in this area of evaluating voting systems
for over 20 years. I appreciate the opportunity to share this experi-
ence with you.

If you look at the definition of “open source,” you will find that
it talks about making the source code available to the public and
allowing users to alter them. Nowhere in the definition or the lit-
erature does it mention that open source is a mechanism for test-
ing source scope or establishing the validity of source scope. And
there seems to be a general conception that source scope is unavail-
able to be reviewed, and this is not the case.

In my experience over the last 20 years, everyone I am aware of
who has any need to evaluate or any legitimate need to evaluate
source code has had access to it.

I have been evaluating voting systems for the State of Georgia
since 1986, and I have had in my possession the source code of
every voting system that has been used in the State of Georgia
during that period. So the source code is available. It is not avail-
able to the general public. And I have got some serious concerns
over whether the source code should be available to the general
public, because the general public includes everything from teenage
hackers to foreign terrorists, and I don’t think this is what the
committee has in mind.

So, in my opinion, open source code is not a good idea. But
should the source code be available for evaluation? Absolutely, but
under very carefully controlled conditions that, number one, protect
the proprietary nature of the source code itself, but, more impor-
tant, protect the security of the United States and its elections.

So right now, for example, source code is evaluated at the Fed-
eral level, and it is archived there. It is evaluated at the State
level, and it is archived there. So it is available.

And what I would like to end with is a recommendation for eval-
uating source code, and I am using a model that was just used in
the State of Florida to evaluate the source code that I believe you
were involved in that. And I will leave him to talk about that.

But number one, I think the evaluation of a source code should
be under the auspices of a State election organization; that the in-
dividuals that would be evaluating that source code would be se-
lected by that State; and that the election official would then apply
to the EAC for a license, if you please, to obtain that source code.
I believe that the individuals who would participate in that should
be subject to background checks by the Office of Homeland Secu-
rity, and I believe that they should be required to sign a nondisclo-
sure agreement where they agree to protect the proprietary nature
of the vendor software.

And if I can have about another 10 seconds.

The final thing I believe is that there should be severe penalties
for disclosing that software to any unauthorized person. And I
think that should be spelled out in the code, because we have an
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anecdotal evidence that our patent laws and our current laws on
protecting proprietary software are not adequate to protecting vot-
ing system software.

Ms. LOFGREN. Thank you, Dr. Williams.

[The statement of Mr. Williams follows:]
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Britain J. Williams, Ph.D., Professor Emeritus
Kennesaw State University

Introduction

I would like to begin by thanking the Committee for the opportunity to
appear before you. I have worked in the arena of computer based voting
systems for over 20 years and appreciate this opportunity to share with you
my experience and opinions on this important matter of open source
software for voting systems. I will begin with some background information
and then conclude with some specific recommendations.

Background

The following definition and description of open source software is intended
to give the Committee a sense of what the various panel members intend
when they take the position that voting system software should be open
source. The two key points in the following are that under open source our
voting system software would be “made available to the general public with
either relaxed or non-existent intellectual property restrictions” and that this
“allows the users (i.e. the general public) to create user-generated software.”

The examples that are listed are mostly very specialized applications that are
not in use by the ‘general public.” For example, OpenOffice.org’ is
designed to compete with Microsoft Office. Although this product is free, I
would be surprised to learn that a single member of this Committee has
replaced their Microsoft Office suite with OpenOffice.org.

Definition: Open source describes the principles and methodologies to promote
open access to the production and design process for various goods, products,

! http:/en. Wikepedia.org/wiki/OpenOffice. org
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Testing and Certification of Voting Systems

The primary reason that is given for requiring voting system software to be
open source is that open source would allow the public to verify the
accuracy of the voting system software and detect any fraudulent code that
may be present in the voting system software. In other words, open source
would allow an extensive and through testing of the voting system source
code.

Yet nowhere in the definition of open source is testing even mentioned. The
definition of open source clearly states that the purpose is to allow users to
modify the software to suit their own individual needs. Clearly, this is not
the intent of this Committee.

Voting systems and their associated software currently undergo extensive
tests and all of these tests are open to the public. Specifically, voting
systems are tested at four different levels:

Federal

State

Local Acceptance

Local Logic and Accuracy

The following sections give a brief description of the tests performed at each
level.

Federal Level Testing: From the mid 1990’s until recently, voting systems
were tested for compliance with the voting systems standards developed by
the Federal Election Commission. These tests were under the direction of
the National Association of State Election Directors.

As required by the HAVA, the Election Assistance Commission has
developed Voluntary Voting Systems Guidelines (VVSG) and has put in
place a process to ensure that voting systems comply with these Guidelines.
Under EAC direction, Voting System Test Laboratories (VSTL) examine the
voting systems for compliance with the Guidelines. To become a VSTL, a
laboratory must first be certified by NIST and then be approved by the EAC.
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resources and technical conclusions or advice. The term is most commonly
applied to the source code of software that is made available to the general public
with either relaxed or non-existent intellectual property restrictions. This allows
users to create user-generated software content through either incremental
individual effort, or collaboration.

e Open source software — software whose source code is published and made
available to the public, enabling anyone to copy, modify and redistribute the
source code without paying royalties or fees. Open source code evolves through
community cooperation. These communities are composed of individual
programmers as well as very large companies. Examples of open-source software
products are:

o Linux kernel - operating system kernel based on Unix

o Eclipse - An IDE primarily for doing Java development, but has enough
plug-ins to make it a software that can do virtually anything from
programming in multiple technologies to creating Word documents and
checking e-mail

Apache - HTTP web server

Tomcat web server - Java web/servlet-container

Blender - 3D graphics application

Moodle - course management system

Mozilla Firefox - web browser

Mozilla Thunderbird - e-mail client

OpenOffice.org - office suite

OpenSolaris - Unix Operating System from Sun Microsystems

Project.net - Commercial Open Source Project Management

Mediawiki - wiki server software, the software that runs Wikipedia

Aras Innovator - open source business process management enterprise

software

Drupal - content management system

Joomla! - content management system
GNU Compiler Collection - Programming language compiler for C, C-++,

Java and other languages.

phpBB - open source bulletin board system

Nvu - open source WYSIWYG HTML editor (webpage/website builder)
Audacity - open source audio recording software

StCAD - open source 3D Framework for Smalltalk

Adempiere - open source ERP/CRM

FileZilla - open source FTP-Client >
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Based on the results of the VSTL examinations and any other information at
their disposal, the EAC will certify the voting system as being compliant
with the VVSG.

One of the tests performed by the VSTL is an examination of the voting
system source code.

After EAC certification has been granted, the VSTL delivers the source code
and the object code along with their digital signatures to a trusted archive
designated by the EAC.

State Level Testing: After a voting system is certified by the EAC, each
state that wishes to consider using the voting system conducts a state level
test of the system. Historically, these state level tests have been little more
than a review of the voting system for compliance with state law; however,
most states have now responded to the increasing concern for voting system
security by implementing state level tests that approach the rigor of the EAC
tests.

Many states require the vendor to submit source code to the state. The state
conducts a review of the source code and then archives the source code for
future reference as needed.

Local Level Acceptance Testing: Most states will not allow a local
jurisdiction to purchase a voting system until that system has received EAC
Certification and State Certification. Upon delivery, the local jurisdiction
conducts tests, called acceptance tests, that test the system for compliance
with the conditions of the procurement and to verify that the system
delivered is identical to the system that underwent EAC and State
Certification.

Local Logic and Accuracy Testing: Prior to each election, the local
jurisdiction conducts tests called Logic and Accuracy Tests (L & A Tests).
These tests are a simulated test of all of the ballot styles and the entire set of
voting system devices that are to be used in the upcoming election.

The voting system configuration for each precinct is set up and the ballot
styles for that precinct loaded on the devices. Then ballots are cast on the
system in accordance with a known pattern of votes. The precinct is then
closed and the results recorded on the voting system are compared to the
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results of the known pattern of voting. The local election officials must
account for any descripancies.

These L & A tests are public tests that must be advertised in the local legal
organ prior to the tests.

Organizational Use of Open Source Code

Every agency in government and every major business entity have software
that is considered mission critical. I am not aware of a single organization
that makes their mission critical software available to the general public.
The reason is simply that open source software is vulnerable to attack from
everyone from teen age hackers to foreign terrorists.

Voting system source code is mission critical to successful elections.
Placing this source code in the hands of hackers and terrorists clearly creates
the potential for harm to the integrity of elections. In addition, substantial
harm can be done to a voting system by well-meaning members of the
public. On the other hand, there are advantages to be gained from making
this source code available to responsible reviewers.

It is recommended that the EAC be granted the authority to make voting
system source code available to responsible individuals. Persons wishing to
review voting system source code be should be required to make application
to the EAC; providing their credentials for reviewing the software, their
‘need to know’, and the specific voting system software they wish to review.
A recipient of voting system software should be required to sign a
nondisclosure agreement and to return or destroy the software when their
review is completed. Source code should only be provided to individuals,
not organizations.

A Specific Recommendation

The following gives a recommended outline for allowing access to voting
system source code. This recommendation is based on the belief that voting
system source code should only be issued to individuals (not organizations)
that are working under the direction a state or local election official. It also
contains a feature that will allow the identification of any source code that is
leaked to any unauthorized individual or organization. Finally, it is strongly
recommended that there be specific, well defined penalties for violating the
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confidentiality of voting system source code. It has been previously
demonstrated that US Patent Laws and laws designed to protect proprietary
information are not sufficient to protect voting system source code.

I

The cognizant election official must file with the EAC an application
with the EAC requesting that a specific individual or group of
individuals be allowed access to the source code for a specific voting
system. This application must clearly state the reason for the request.
Each individual named in the application must then provide the EAC
with the following information:

¢ The reason the individual wishes access to the source code.

o The qualifications of the individual to evaluate source code.

o The schedule that the individual intends to adhere to while

reviewing the source code.

. The individual must sign a non-disclosure statement agreeing that

(s)he will not disclose the source code to anyone that has not been
approved by the EAC. The agreement must also specify that the
individual cannot release any report or press release based on the
review of the source code until the report or press release has been
approved by the EAC. This agreement should clearly state the penalty
for disclosing the source code to any unauthorized individual.

Once the EAC approves the application, the individual must undergo
background checks by the Office of Homeland Security.

When steps 1, 2, 3, and 4 have been successfully completed the EAC
will furnish the individual with a digitally signed copy of the source
code. This digital signature must be unique to the point that it cannot
be altered or duplicated.

. When the schedule in step two expires the individual must either

return the digitally signed source code to the EAC or apply for an
extension.

Thank you

Again, [ wish to thank the Commiittee for the opportunity to address these
important issues. I sincerely hope that [ have made at least a small
contribution to the work of this committee.

In closing, I would like to state that the opinions presented in this paper are
entirely my own. They do not represent the opinions of Kennesaw State
University or the Office of the Georgia Secretary of State.
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Respectfully submitted:

Britain J. Williams, Ph.D.
Professor Emeritus of Computer Science and Information Systems
Kennesaw State University

Brit Williams is Professor Emeritus of Computer Science and Information
Systems at Kennesaw State University. He has worked in the field of
computing since 1957. He has directed large computer centers and
computer networks in industry, government, and academia. One of his
primary research interests since 1986 has been computer-based voting
systems. He was a consultant to the FEC during the development of the
1990 Voting System Standards and the 2002 Voting System Standards. He
was a member of the NASED Voting Systems Board and Chair of the
NASED Voting Systems Board Technical Committee from their inception
until 2007. He represents NASED on the Technical Guidelines
Development Committee created by the Help America Vote Act. Dr.
Williams has been conducting certification evaluations of computer-based
voting systems for the State of Georgia since 1986. He also has assisted the
states of Pennsylvania, Maryland and Virginia with certification evaluations
of computer-based voting systems.
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Ms. LOFGREN. We also have Dr. David Wagner, who is a pro-
fessor of computer science at California, Berkeley.

STATEMENT OF DAVID WAGNER

Mr. WAGNER. Thank you for the opportunity to testify today.

My name is David Wagner. I am an associate professor of com-
puter science at U.C. Berkeley, and I work in computer security
and electronic voting.

E-voting was introduced for laudable reasons; however, in ad-
dressing one problem, we have created several new ones. First of
all, e-voting brings risk to election security. Over the past 4 years,
independent researchers have discovered security vulnerabilities in
voting machines used throughout the country. I will point out that
our State and Federal certification processes designed to evaluate
these voting systems failed to discover those vulnerabilities.

Would disclosing voting systems source codes help with the secu-
rity risks? Yes, potentially, but with some very important caveats.
Access to source code has improved security in other areas of com-
puting, and I expect it could have the same effect here, too. That
said, source code analysis does have important limitations. Source
code analysis cannot—source code disclosure cannot solve the secu-
rity problem. It cannot demonstrate that our voting machines are
trustworthy.

When it comes to security, another path is to reduce our reliance
upon software by moving to software-independent voting systems.
For instance, adopting voter-verified paper records and routine au-
dits of those records would be one way to achieve this. In my opin-
ion, software independence would make source code disclosure less
urgent from a security point of view.

A second problem is that the spread of voting machines has de-
graded the transparency of our elections. The secrecy surrounding
the software makes it difficult for the public to observe and exer-
cise meaningful oversight over the administration of our elections.

Let me give you an analogy. How would you feel if your taxes
were computed for you each year by the IRS using a secret formula
that you weren’t allowed to see? I suspect many people would prob-
ably be pretty concerned about that, just as they are concerned by
the fact that their votes are counted using secret codes.

Would source code help improve transparency? It sure would.
Source code disclosure would help restore some of the transparency
that was lost when we moved to electronic voting. For instance, dis-
closure would eliminate the vendors’ information advantage over
their customers and over the public. Today vendors make claims
about their machines, and members of the public can’t get access
to the information they need to independently evaluate those
claims. Source disclosure would enable candidates, political parties
and interested members of the public to commission independent
analysis of the machines and get a second opinion, something they
cannot do today.

If we accept that source code disclosure is a good goal in the long
run, there are, however, some difficult challenges about how to get
there. Unfortunately, today’s voting machines are not designed for
disclosure, and that creates several challenges. One of those chal-
lenges is that, based on my experience reviewing source code from
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two of the four major vendors, it is my prediction that immediate
disclosure of source code could easily lead to discovery of serious
problems in all of the vendors’ machines, and that would over-
whelm the ability of the vendors and the election officials to re-
spond in a single election cycle.

So given these challenges, it might make sense to phase disclo-
sure in over time. And in my written testimony, I have described
several ways one might manage the transition by gradually in-
creasing the scope of disclosure over several years.

Ms. LOFGREN. Thank you very much.

[The statement of Mr. Wagner follows:]
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WRITTEN TESTIMONY OF DAVID WAGNER, PH.D.
COMPUTER SCIENCE DIVISION
UNIVERSITY OF CALIFORNIA, BERKELEY
BEFORE THE COMMITTEE ON HOUSE ADMINISTRATION, ELECTIONS
SUBCOMMITTEE
U.S. HOUSE OF REPRESENTATIVES
MARCH 15, 2007

Chairwoman Millender-McDonald, Ranking Member Ehlers, committee members, thank you
for the opportunity to testify today. My name is David Wagner. I am an associate professor of
computer science at U.C. Berkeley. My area of expertise is in computer security and the security
of electronic voting. I have an A.B. (1995, Mathematics) from Princeton University and a Ph.D.
{2000, Computer Science) from U.C. Berkeley. I have published two books and over 90 peer-
reviewed scientific papers. In past work, I have analyzed the security of cellphones, web browsers,
wireless networks, and other kinds of widely used information technology. I am a member of
the ACCURATE center, a multi-institution, interdisciplinary academic research project funded
by the National Science Foundation! to conduct novel scientific research on improving election
technology. I am a member of the California Secretary of State’s Voting Systems Technology
Assessment Advisory Board and of the Election Assistance Commission’s Technical Guidelines
Development Committee (TGDC)?. T have served as a poll worker in my county, and I served as a
technical advisor to my county’s equipment selection committee.

In my testimony today, I will address source code disclosure, the problems it is intended to solve,
and its benefits and risks. There are peculiarities in the voting system market and regulatory process
that complicate the transition to the disclosure of the voting system source code. While these
peculiarities require that such a transition be carefully considered and managed, it is a transition
that 1 view as important for sound elections, for three reasons: (1) security and reliability; (2)
public confidence and transparency: and (3) oversight and accountability.

A primer on source code and its the role in elections

What is source code? Source code is the human-readable representation of the instructions that
control the operation of a computer. Computers are composed of hardware (the physical devices
themselves) and software (which controls the operation of the hardware). The software instructs
the computer how to operate; without software, the computer is useless. Source code is the human-
readable form in which software is written by computer programmers. Source code is usually
written in a programming language that is arcane and incomprehensible to non-specialists but, to
a computer programmer, the source code is the master blueprint that reveals and determines how
the machine will behave.

Source code could be compared to a recipe: just as a cook follows the instructions in a recipe
step-by-step, so a computer executes the sequence of instructions found in the software source code.
This is a reasonable analogy, but it is also imperfect. While a good cook will use her discretion
and common sense in following a recipe, a computer follows the instructions in the source code
in a mechanical and unfailingly literal way; thus, while errors in a recipe might be noticed and

!This work was supported by the National Science Foundation under Grant No, CNS-052431 (ACCURATE). Any
opinions, findings, and conclusions or recommendations expressed in this material are those of the author and do not
necessarily reflect the views of the National Science Foundation.

I do not speak for UC Berkeley, ACCURATE, the California Secretary of State, the EAC, the TGDC, or any
other organization. Affiliations are provided for identification purposes only.
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corrected by the cook, errors in source code can be disastrous, because the code is executed by
the computer exactly as written, whether that was what the programmer intended or not. Also,
computer software is vastly more complex than most recipes: while a typical recipe may contain
perhaps a dozen steps and fits onto a single 3x5” index card, computer source code often contains
hundreds of thousands of steps which, if printed, would fill up thousands of single-spaced 8.5x11”
sheets of paper.

What does source code have to do with elections? Over the past several decades, as we have
automated more and more of elections operations, elections have become increasingly reliant upon
computing technology. For instance, touchscreen voting machines use computers to capture votes;
paper ballots are scanned using computer-driven scanning machines; and computers tabulate and
tally the votes to determine the winner. This makes the software that controls these machines of
critical importance to our elections.

The source code in voting machines is in some ways analogous to the procedures provided
to election workers. Procedures are instructions that are provided to people; for instance, the
procedures provided to poll workers list a sequence of steps that poll workers should follow to
open the polls on election morning. Source code contains instructions, not for people, but for the
computers running the election; for instance, the source code for a voting machine determines the
steps the machine will take when the polls are opened on election morning.

Who writes election-related software? Today, counties and states buy voting equipment from com-
mercial vendors. These voting system vendors write most of the software in their machines. How-
ever, voting system vendors also incorporate software from third-party software vendors into their
products. For instance, a voting system vendor like Diebold might license software from Microsoft
for use in their touchscreen voting machine. The voting vendor might or might not receive source
code to the third-party software; if they do, they normally would not have permission to re-
distribute this third-party source code to others. Third-party software is sometimes called COTS
(commercial off-the-shelf) software, which we’ll cover later.

Who sees election-related source code? Today, most voting system vendors treat any source code
they write as confidential and proprietary. The vendors tightly control access to this source code.
Election officials use the equipment, but they are normally not given access to its source code.
Candidates, political parties, technical experts, and interested citizens are normally not given access
to voting system source code, either.

Federal voting standards require voting system vendors to share their source code with a testing

laboratory selected by the vendor, and the testing labs are supposed to check that the system
complies with the federal standards. However, the testing labs have come under growing criticism
for missing security and reliability problems in deployed voting systems, and many experts have
expressed concerns about the ability of the testing labs to ensure that voting systems are fit for
use! 2.
Most states do not receive or require access to voting source code. However, there are some
exceptions®. Five states appear to require source code for certified voting systems prior to their
use (FL, NY, TX, UT) or have the authority to demand source code at their discretion (CA). Two
states go farther and require that the vendor provide source code to representatives of the major
parties upon request (NC, MN). In California, three of the four major vendors have pledged that
if California passes a law requiring source code disclosure to the public, they would abide by those
provisions.

What is COTS? The federal standards provide a special exemption for COTS (commercial off-the-
shelf) software. The standards define COTS software as third-party software that is commercially
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readily available. COTS source code is exempted from inspection or analysis by the testing labs.
This exemption makes it possible for voting system vendors to use software developed by third-
party vendors even though they may not be able to provide that source code to the testing labs. In
practice, most of the third-party software found in today’s voting equipinent qualifics as COTS. For
this reason, people sometimes loosely use the term COTS to refer to any software from third-party
vendors, even though strictly speaking these two concepts are not identical.

What is firmware? In much of the software industry, “firmwarce” usually refers to software that
is embedded in a hardware device by the manufacturer and that cannot be modified. However,
in the voting industry, the term has expanded to encompass any software that executes on any
elections-related equipment. Therefore, when I refer to “software” in my testimony, it should be
understood to include what the voting industry calls “firmware.”

What can analysis of election-related source code reveal? Computer programmers are trained in
reading and analyzing source code. A programmer can read source code and use this to tell how the
machine will work on election day. Source code analysis can find many kinds of defects or problems
with the design or implementation of the machine. It can help assess the reliability or accuracy or
security of a voting machine. Source code analysis can also help to improve testing: tests devised
with the assistance of source code analysis are usually more effective than tests devised without
this access.

Many kinds of defects and problems with voting machines can only be found with access to the
source code. Sceurity, in particular, is difficult to evaluate without access to source code. These
kinds of problems often cannot be detected through testing alone. In general, source code analysis
is one of the most effective methods we have for assessing the security, reliability, and accuracy of
voting machines.

However, source code analysis nonetheless has significant limitations: it generally cannot guar-
antee that a voting machine is secure, reliable, accurate, fair, or fit for use in elections. This is
due to two reasons. First, it is often difficult to be certain that the source code one is analyzing
is the same as what will be executed by the voting machine on election day. Second, given the
complexity of election-related software, it is generally not possible to be certain that you have found
all the bugs in the software, and it is generally not possible to be certain that the software will
work reliably and accurately on election day. This means that source code analysis can be used
to show the presence of defects in voting software, but usually it cannot convincingly demonstrate
the absence of defects. Source code analysis alone is unlikely to be able to demonstrate that voting
machines are trustworthy.

Source code disclosure: pros and cons

Today, candidates, election officials, experts, and interested citizens do not have a right of access
to voting system source code; vendors are allowed to keep this source code secret. Should vendors
be required by law to disclose their source code more broadly? I will attempt to list the advantages
and disadvantages I can see of mandating source code disclosure.

Source code disclosure could follow a number of models. The important variables are {1) who
will have access to the source code and (2) what will they be allowed to do with it. I don’t
propose a specific model here, but parts of my discussion will assume that election jurisdictions
and independent experts will have access to source code and will be able to use that access to read
and analyze the code.

Arguments for source code disclosure:
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e Transparency: Historically, one of the abiding principles of election administration has been
that the best way to demonstrate that the election is honest is by inviting public scrutiny and
being open and transparent about all aspects of the election. When any aspect of election
administration is kept secret, it invites questions about whether the secrecy is intended to
cover up problems or to stifle debate.

The trend in elections is towards automation of more and more tasks that were previously
performed manually. However, the spread of automation has unintentionally come with the
unfortunate side-effect of degrading transparency? ® 8. When poll workers run elections or
elections official count ballots, the public can observe that the actions are being done correctly
and openly, and can spot any errors or problems. However, when those same operations
are performed by machines, the secrecy surrounding those machines and their programming
effectively prevents the public from meaningfully observing or engaging in oversight of the
process. Disclosure of voting system source code to the public would help to restore the
public’s ability to observe and exercise public oversight over the equipment and its role in the
administration of the election”.

Informing public debate: There has recently been considerable public debate about the trust-
worthiness of voting machines. Some have argued that current voting machines are severely
flawed; others hiave disputed that characterization. However, because of the secrecy surround-
ing voting software, advocates on both sides of the debate have often been denied access to
the information that would be needed to present evidence for their position. The result is that
advocates arc all too often forced to argue from first principles or based on their professional
judgement, rather than from hard evidence.

Source code disclosure would make it possible to have a more informed debate on the trust-
worthiness of today’s e-voting machines. We could expect and insist that anyone who wants
to argue that the voting software from onc vendor is flawed should be able to point to where
exactly in the source code the flaw may be found. We could expect and insist that anyone
who wants to argue that the voting software is flawless should be able to show evidence that
the source code is free of flaws. This would create the opportunity for a more informed and
scientific debate regarding the trustworthiness of e-voting, and it might raise the level of the
debate.

o Better evaluation: Source code disclosure would enable independent analysis of voting ma-
chine software. Given the importance and public visibility of this topic, I expect source code
disclosure would lead some of the country’s best independent technical experts to analyze
the source code and publish their findings. There is reason to expect that such independent
analyses would improve our understanding of the strengths and weaknesses of machines and
remedy some of the shortcomings of the federal voting system certification process. This would
provide voters and concerned citizens with information to help them assess the equipment
they vote on. It would also help local and state election officials to make better procurement
and certification decisions.

The value of independent evaluation is probably most pronounced when it comes to security.
Security flaws can sometimes be subtle and easy to miss, even for experts. For this reason,
enabling more people, especially security experts, to review the software significantly increases
the likelihood that security problems in the code will be found.

Accountability: The testing labs have been criticized for doing a poor job of evaluating voting
systems. There have been a series of documented failures of the testing labs to discover
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serious security and reliability problems in the voting equipment they approved. In my own
examinations of voting system source code at the request of state election officials, I found
serious defects in the source code that should have been immediately apparent to anyone
with expertise in security. One cannot help but wonder whether the testing labs have anyone
qualified in security reviewing the source code.

These failures may be due to structural problems in the way that testing is performed. Because
testing labs are paid and selected by the vendor who makes the equipment being tested,
testing labs are surely aware that withholding approval too frequently might send vendors to
competing testing labs with a reputation for more lenient treatment. Elsewhere in the software
industry, a similar “race to the bottom” has been observed in labs that test compliance to
international computer security standards®. Unfortunately, at present there are few checks
and balances that can be used to hold testing labs accountable if they fail to serve the public
interest. In the long run, source code disclosure might help to ensure that the process is
effective by holding testing labs accountable in the court of public opinion if they approve
systems with obvious defects in the source code.

Improving voting machines: In the long term, source code disclosure could have the effect of
improving the quality of voting system software. First, source code disclosure allows a large
community to spot bugs and problems so they can be corrected before they cause problems
in the field. Because it is often hard for people to spot problems in their own work, a fresh
eyes can see things that people who are most familiar with the code can miss by providing a
fresh perspective. Second, source code disclosure would give vendors a powerful incentive to
make sure their code is of high quality, to avoid public embarassment.

Promoting competition: Source code disclosure would eliminate one barrier to interoperabil-
ity between equipment from different vendors, potentially enhancing competition between
vendors and providing more options to local election officials. Today, election officials cannot
mix and match equipment from multiple vendors within the same jurisdiction. The business
model adopted by the major vendors is based upon locking in counties as a captive customer
of a single vendor. If the county wants to upgrade or enhance their system, any components
they buy must come from that vendor. Unfortunately, this reduces the choices available to
local clection officials, reduces competition, and makes it harder for new companies with in-
novative products to enter the voting system market. Vendors use the proprietary nature
of their code as one tool to keep counties captive. Source code disclosure would allow new
vendors to enter the markets and build equipment that interoperates with the major vendors’
equipment. This could potentially break the sole-source relationship vendors currently have
with the counties and provide more alternatives to local election officials. However, achieving
the benefits of interoperability would likely require changes to how we certify voting systems
to permit certification of mixed-vendor systems.

Source code disclosure could also allow new companies to provide maintenance and support
services for equipment built by the major vendors. This, too, would promote competition and
provide election officials with more choices. In today’s personal computer (PC) market, one
vendor (e.g., Dell) provides the hardware and another {e.g., Microsoft) provides the software.
This model has increased competition between vendors, lowering prices for PC users. It is
possible that opening the voting market to new vendors could reduce prices for voting systems
in the same way that it has for PCs.

Arguments against source code disclosure:
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Disclosure isn’t sufficient: Source code disclosure alone cannot ensure that voting machines
are trustworthy, because of the limitations of source code analysis mentioned earlier. For
instance, analysis of disclosed source code cannot ensure that the equipment is free of security
vulnerabilities or malicious logic designed to rig an election®, and it cannot ensure that the
voting machines will be fair and accurate.

At present, the best tool we have for ensuring that votes are counted accurately is to use
voter-verified paper records and perform routine manual audits of the paper records!® 1.
Adoption of voter-verified paper records and routine audits would reduce our reliance on
source code analysis to ferret out security and reliability problems in the software.

The TGDC, a body which helps to set federal voting system standards, has recently endorsed
a requirement that voting systems be software-independent'?. A voting system is consid-
ered software-independent if an undetected change or error in the voting software cannot
cause undetectable changes or errors in the outcome of the election!®. For instance, voting
systems with a voter-verified paper record are considered software-independent, because the
voter-verified paper records can be used to audit or recount the election results. Software-
independence reduces some of the urgency for source code disclosure, by reducing (but not
eliminating) the impact that defects in the source code can have.

In general, we can rate voting systems by the degree to which they rely on software:

- Paperless e-voting systems are completely dependent on the correctness of their software.
- Adding a VVPAT printer reduces the dependence on software.

- Paper-based optical scan systems reduce this dependence even further, and hand-counted
paper ballots eliminate dependence on software.

Generally, the more the system depends on the correctness of its software, the greater the
likelihood of reliability and security problems. Of course, software independence is just one
among several considerations in the choice of a voting system.

Transition risks: If source code disclosure is mandated with insufficient advance notice and
the transition isn’t managed properly, there is a risk that in the short term disclosure could
create more problems than it solves. Based on my experience!* ¥ reviewing the source code
of some voting software, it is my prediction that immediate disclosure of source code would
likely lead to discovery of serious problems in all vendors’ machines.

It is not clear that vendors could respond and fix these problems within a single election
cycle. Even if they could, the process of repairing all of these problems and approving and
deploying the patches could place a heavy burden on existing certification processes and on
election officials. In the election world, the time between identification of a flaw and the
availability of a patch for it is often painfully long. For instance, it has been over a year since
two serious security vulnerabilities were identified in one voting system by Finnish researcher
Harri Hursti® 17 but still no solution is available to election officials, despite the fact that
one of these vulnerabilitics was labelled by some security experts as the worst vulnerability
they have ever seen in a voting system'®. As another example, one system contains a security
vulnerability that was reported privately to the vendor in 199719, disclosed publicly in 200320,
confirmed to be still present in a 2004 report®!, was still present when I examined the system
in 2006%%, and remains unresolved to this day®. Looking to the future, it is possible that
immediate source code disclosure might lead to the discovery that every e-voting system in
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widespread use has multiple problems that cannot be addressed through procedures and that
cannot be repaired in time for the election. Depending upon the timing, all machines in the
country could have to be re-designed, re-implemented, and re-certified in a single election
cycle. In practical terms, this would be a disaster.

These risks can probably be mitigated if appropriate plans are put in place to manage the
transition to source code disclosure smoothly and if disclosure requirements are phased in
over time.

Giving aid to attackers: Oune serious concern is that disclosing voting system source code
might aid attackers to find and exploit vulnerabilitics in voting systems. This is indeed a
valid concern. Throughout the history of computer security, experts have struggled with this
risk.

At the same time, this concern must be tempered with a recognition that this is a complex
issue. If the voting system contains vulnerabilities, lack of source code will only slow down,
but not stop, a dedicated attacker. For that reason, security experts usually recommend
that it is far safor to avoid vulnerabilities in the first place, and source code disclosure is one
effective way to advance that interest.

In computer security, it is widely accepted that well-designed systems should be constructed
so that disclosing the source code does not endanger security. Kerkhoff’s principle, which
dates back to the 19th century, states that systems should be designed so that their security
does not rely upon the secrecy of their design or implementation?®. The reason is simple: if
the leak of information about how the system works can compromise its security, then the
system is fragile®. Practical experience shows that these secrets often leak—for instance, one
vendor’s source code was leaked onto the Internet in 2003-—and even in the absence of leaks,
a sufficiently dedicated adversary can get access to the same information through reverse
engineering. Generally speaking, if the system can be hacked by an adversary with access fo
the source code, it can also be hacked by an adversary without that kind of access, so the
presence of such a vulnerability is very troubling. For these reasons, the consensus in the
computer security commmunity is that systems should be designed to ensure that revealing the
source code does not endanger system security.

If we had confidence that existing voting systems were well-designed, we could disclose their
source code without fear of helping attackers. Unfortunately, the concern is that existing
systems are so poorly designed that source code disclosure could in the short run help at-
tackers. In the long run, my experience is that disclosure helps to raise awareness of the
problems among the users of the software, and thereby drives better security practices and
forces systems to be better designed. However, this takes time. Therefore, my expectation is
that in the long run source code disclosure would improve voting system security more than
it hurts, but the transition must be managed carefully.

One must be carcful to avoid drawing the wrong conclusion. Some vendors and election
officials have suggested that the secret, proprietary nature of voting system code is a key
security measure, because giving people the source code would give them directions on how
to hack it. Such statements reflect a disturbing lack of familiarity with computer security.
I am not aware of any computer security expert who suggests that we should rely upon the
secrecy of the source code as a key part of our strategy for securing our elections?; this would
violate basic principles of secure design?”.
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Open source vs. disclosed source. Some advocates have argued that election-related software should
be developed through “open source” processes, where any interested party can contribute code to
the elections software. “Open source” is a term of art in the computing industry. Open source
software is software that is released under relaxed licensing terms. Recipients typically receive the
right to modify the software for their own purposes and to re-distribute their modifications freely.
This allows users to collaborate to improve the software on their own, without relying upon the
original developer of the software. Open source software is often provided to users at no cost, and
the software almost always comes with source code. Open source software is often, but not always,
written by interested volunteers through a non-corporate, community-driven development process.

It is important to note that open source software is not the same as disclosed source software.
Vendors can continue to use traditional software development processes and subsequently disclose
the resulting source code, without any need to adopt any of the other distinguishing features of
open source software. Source code disclosure policies, licensing terms, and software development
processes are three separate matters, and while open source software takes a particular stance on
all three topics, it is source code disclosure that matters most to elections.

While “open source” development processes do have advantages, I believe that mandating “open
source” development would be inappropriate at this time. In comparison, source code disclosure
is & much less radical step. In this model, vendors would continue to write and develop software
themselves and would control the contents of the software, but they would be required to disclose
the source code to certain parties.

The impact of disclosed source on intellectual property. Source code disclosure would not prevent
vendors from competing on the merits of their source code and protecting their legitimate innova-
tions. Source code disclosure would implicate several forms of intellectual property protection, but
I wish to focus on issues involving copyright and trade secret protection. My understanding is that
source code may be protected simultaneously under copyright law and trade secret law.

Before addressing these issues, however, I'll address an initial question that the previous sections
of my testimony might provoke: If source code disclosure, or publication of source code under an
open source license, offers long-term advantages to voting system vendors as well as the election
system as a whole, why haven’t vendors already moved in that direction on their own? The answer,
I think, is that if one vendor discloses their source code and another does not, the disclosed-
source vendor has no way of knowing whether their rights are being violated by the closed-source
vendor. Therefore, the marketplace discourages vendors from going to a disclosed source model on
a voluntary basis.

Vendors would retain copyright protection in their source code, even if the code were openly
published. This is not unlike publishing a book. When an author publishes a book, it is protected
under copyright law, and the author can assert the rights granted by copyright law to prevent
others from making unauthorized copies. This allows the author to sell copies while providing
recourse against people who would make wholesale copies of the book without permission. Just
as importantly, recipients can read the book and quote excerpts for criticism or other kinds of fair
use. In a similar vein, recipients of voting system source code under could read and analyze the
code, but copyright law would prohibit them from making wholesale copies of the source code.
As a result, vendors’ interests in preventing competitors from free-riding on their efforts would be
protected.

Some source code disclosure models might well threaten a vendor’s current ability to require
counties to use equipment from that vendor, and that vendor only; but the increased competition,
innovation, and flexibility would serve important public interests in the election system.

Source code disclosure does raise difficult questions about trade secret protection. Unrestricted
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disclosure would likely destroy any trade secret protection in the source code, but some of the more
controlled forms of disclosure (as I discuss later) would preserve the possibility of protecting trade
secrets. Whether trade secret protection is appropriate for source code in certified voting systems is
a question that I'm not qualified to answer on my own, but it is one that I hope this Committee will
examine very carefully. Specifically, the public interest in transparency and accountability warrant
close attention®®.

Source code disclosure also eliminates the vendors’ “information advantage” over their cus-
tomers and the public. At present, vendors can make claims about their software (e.g., that it
is perfectly secure) without being contradicted. Source code disclosure would force vendors to be
more circumspect about their claims—which may reduce the vendors’ flexibility, but seems to be
in the public interest.

Requiring source code disclosure of all vendors sets a level playing ficld. To the extent that
source code disclosure has costs for vendors, vendors can set their prices to reflect the costs of
disclosure.

Policy options
There is a broad spectrum of possible policy options that are available to address these issues.

Do nothing (status quo). One possibility is to make no changes to the status quo regarding source
code disclosure and continue to permit vendors to treat their source code as secret and proprietary.
The risk of doing nothing is that the lack of transparency may contribute to further loss of confidence
in e-voting®?.

Mandate disclosure to the public. Another possibility is to require vendors to disclose the full source
code for all the software in their voting equipment to any interested member of the public. This
could be accomplished, for instance, by requiring vendors to disclose source code to the EAC as
a condition of certification and requiring the EAC to publish it or provide it to members of the
public upon request. There should be no possibility for vendors to protest; disclosure would be
mandatory.

Intermediate steps. There are many small steps one could take that would incrementally move us
towards increased disclosure without going all the way to full public disclosure all at once.

o Mandate disclosure to the federal and state election officials. The smallest step would be
to require vendors to disclose source code to federal and state election officials. This would
permit election officials, at their discretion, to commission independent technical experts to
analyze the source code. One shortcoming of this approach is that election officials generally
do not have the necessary technical expertise in-house; hiring paid consultants to perform the
work is expensive; and some election officials might be reluctant to seek analyses that might
reveal embarassing flaws in systems that they have approved and that are in widespread use.

This step would likely have little effect on the status quo. The EAC already has the authority
to demand that vendors disclose the source code to them as a condition of submission for
certification, but has declined to exercise that authority®.

Mandate disclosure to candidates. The next step would be to require source code to be
disclosed to all candidates and their representatives, such as any technical experts that they
designate. Vendors would not be permitted to protest or prevent such disclosure. To prevent
further re-distribution of the source code, the candidates’ designated experts could be required
to sign agreements not to further disclose the source code to third parties. However, it
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is critical that these non-disclosure agreements be written to allow the experts to publicly
discuss their findings and provide evidence to support their conclusions. The agreements
must also be written to preserve the independence of the candidates’ experts; vendors and
officials must not be allowed to interferc with, limit, or pressure the candidates’ experts.
Non-disclosure agreements must not be used as a way to silence dissent or place barriers to
meaningful review of the source code.

Mandate disclosure to local election officials. Another option would be to require that source
code be disclosed to local election officials and their designees. This would permit county
officials, at their discretion, to commission independent technical analysis of the source code.
This might help them to choose among multiple systems when buying new equipment, or to
understand the strengths and weaknesses of their systems and craft appropriate procedural
mitigations.

Mandate disclosure to qualified experts. A final option would be to require that source code
be disclosed to any qualified expert upon request, regardless of the expert’s affiliation. Those
experts might be required to sign non-disclosure agreements, as discussed earlier; access might
be restricted to US citizens; and to avoid a conflict of interest, vendors might be forbidden from
gaining access to their competitors’ code. However, to ensure that such a requirement meets
its goals, the definition of qualified expert must be crafted carefully to ensure that qualified
people are not wrongly excluded. This is not a theoretical concern: one early attempt to
draft such requirements® was flawed®? 33 34, For instance, it might be reasonable to require
either a graduate degree or at least five years of experience in computing.

Mandating disclosure to qualified experts would help improve voting machines, improve the evalu-
ation process, hold vendors and testing labs accountable for their performance, and lead to more
informed debate about voting systems. It would address concerns about public disclosure aiding
attackers and help manage the transition.

Ultimately, though, this position is problematic in the long run, because it puts a small cadre
of experts in a privileged position. This will be a constant source of dissatisfaction and friction for
those who distrust whichever experts are permitted to study the code. While this does enhance
security review, restricting disclosure to qualified experts fails to address the public interest in the
transparency of voting software.

Phased introduction of disclosure requirements. One way to address the transition risks would be to
gradually introduce these requirements over time. For instance, one possible timetable for increased
source code disclosure might be as follows:

e One might require vendors to disclose source code to state and federal election officials im-
mediately, and require election officials to promptly cominission independent expert security
analyses of the systems. Officials could require vendors to fix any security problems found in
the code, to make the code safe for broader disclosure.

e Then, one might require source code disclosure to qualified experts, at their request, after
enough time has passed to correct any problems found in the prior phase. Two years should
suffice.

e Finally, one might require source code disclosure to the public at some future date specified
in advance. Five years notice ought to be enough for vendors to prepare their code for public
disclosure and to ensure that it can withstand scrutiny, so that we can be confident public
disclosure will not assist attackers to attack elections.

10
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It is important that the timetable be set and published now, so that vendors have enough time
to ready their systems for public disclosure. Competitive pressures make it difficult for vendors to
begin preparations without a concrete deadline.

If vendors are given sufficient advance notice, there is no reason they cannot ensure that their
systems will be safe to disclose. A gradual introduction of source code disclosure requirements could
minimize the transition risks while advancing the long-term goals of transparency and security.

Reducing dependence on software. Another policy option would be to reduce the severity of the
source code secrecy problem by reducing our dependence upon software in elections. As discussed
carlier, this could be achieved by mandating voter-verified paper records and routine audits. Adop-
tion of paper ballots {(whether optically scanned or manually counted) would further reduce the
degree of dependence upon secret software and further reduce the need for source code disclosure.
This direction would not address the public interest in transparency, but it would reduce or mitigate
many of the other problems with secret code.

COTS software

The COTS challenge. COTS code poses a special challenge for mandatory disclosure of voting
system source code. Many deployed voting systems contain COTS software written by third-party
vendors, and the equipment manufacturer may not have access to the source code for that software
or may not have permission to disclose it. Thus, any requirement to disclose the source code for all
software in deployed systems could put some vendors in a serious quandary: they would either have
to negotiate with the third-party software vendor for the rights to disclose that code; replace the
undisclosable third-party software with code that they are free to disclose and seek certification for
the new code; or withdraw their equipment from the market. Forcing the decertification of voting
equipment that counties have already paid for would make life very difficult for local election officials
who have an election to run. The impact of this is likely to vary from vendor to vendor, because
some vendors rely more heavily on COTS code than others. While some vendors might not face
such a quandary, forcing even one major vendor to recall their equipment on short notice would
cause havoce for jurisdictions who use that vendor’s equipment.

New systems would be unlikely to face this problem. There is no reason that voting equipment
needs to contain undisclosable source code. Any competent engineer should be able to design voting
equipment without resorting to third-party COTS code that cannot be disclosed, if source code
disclosure is specified as a requirement at design time. Therefore, for new equipment, I do not see
any barrier to full source code disclosure.

However, disclosing the source code of systems that were not designed to be publicly disclosed
poses significant challenges. The problem is that existing equipment was not designed with source
code disclosure in mind, and consequently some voting systems contain third-party COTS code
that may not be easy to disclose or replace. This complicates the task of setting policy regarding
source code disclosure.

Policy options. This problem with COTS code in legacy voting systems could be addressed in one
of several ways.

o If vendors are given sufficient advance notice of the disclosure requirement, they should be
able to ensure that their code is free of undisclosable COTS code. However, this “sunset”
period for use of COTS code would delay imposition of the full disclosure requirement by
several years.

11
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o Another option is to exempt third-party COTS code from the source code disclosure re-
quirement. Vendors would only be required to disclose source code for software they wrote
themselves or that they otherwise have permission to disclose.

However, this option is problematic, because COTS code can still cause problems. From an
engineering point of view, COTS code is no safer than vendor-written code. COTS code
can contain bugs and defects; it can contain malicious logic deliberately introduced to rig
an election; and it can be manipulated or tampered with, just like vendor-written code.
Therefore, any exemption for COTS code should probably be time-limited.

Perhaps the least intrusive option is to introduce source code disclosure in a phased fashion.
In the first phase, voting system vendors would be required to disclose as much source code as
possible, including (at a minimum) all of the source code that they have written themselves.
During the first phase, vendors would qualify for a limited-time exemption for COTS code,
if they do not have the right to re-distribute its source code. In the second phase, after
enough time has passed to allow vendors to replace all undisclosable COTS code or otherwise
re-design their machines to ensure compliance, the COTS exemption would be eliminated and
vendors would be required to disclose all election-related source code. To ensure the success
of such a phased plan, it would be important to set a clear timetable in advance so that
vendors can plan accordingly.
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Ms. LOFGREN. Next we have Mr. Hugh Gallagher, who is the
managing director of Election System Acquisition and Management
Services.

STATEMENT OF HUGH J. GALLAGHER

Mr. GALLAGHER. Thank you very much for giving me the oppor-
tunity to be here today.

I think you are hearing from this panel relative to this topic that
there may sound like there is a divergence of opinion, when, in
fact, I think we all agree that the number one thing we want is
transparency in the process. We all concur on that, that we want
the voters on election night to go home, go to bed knowing full well
that the results of the election were fair, accurate and represent
the will of the people.

What I would like to focus on is the concern—I concur with my
colleagues to my right that open source code is probably something
that is going to have to be considered, but the question is the con-
text in which it is going to be considered. And so in keeping with
Dr. Williams’ thought process, one of the things I would like to look
at is the common ground between all of the various groups that are
here.

I believe, whether it is a third party at the State level or the
Election Assistance Commission, I think we are needing to have an
organization established that we might want to call the Voting
Software Control and Distribution Board; an independent, trusted
third party that would take possession of the source code and own-
ership of the source codes once that code has been approved by the
respective ITAs. So once the vendor has released it to the ITAs for
testing and certification, upon certification would go to the trusted
third party supported by the National Institute of Standards and
Technology, as an example, the idea being that the public would
have access to this software under special controlled circumstances,
probably not too dissimilar to what we see in the Library of Con-
gress where there are historical records and information that you
have to request, petition, go in and schedule to go in; a controlled
environment in a single physical location where it can be mon-
itored—where the activities can be monitored.

The process might look something like this, where the vendors,
after they are done with their testing and certification process, no-
tify the ITAs that once they are done and approved, they would go
to the independent third party. The VSDC, the Voting Software
Distribution Control Board, would take possession and configura-
tion control. Vendors would be notified when clients require the
software, and we might look at a process where this third party ac-
tually distributes the software independent of the vendors, and
then the vendor has no contact with the final code once it leaves
the ITAs.

There are a number of processes and details we would have to
look at in terms of implementation, but I think what this does is
start to bridge the concerns that both sides have, allows the access
people are looking for, but not the free, unencumbered access,
which I do think poses a risk in the public domain.

Thank you very much.

Ms. LOFGREN. Thank you.
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Testimony before the
Committee on House Administration
Election Subcommittee Hearing on Election Reform
March 15, 2007
Hugh J. Gallagher, Managing Director
Election Systems Acquisition & Management Services (ESAMS)

Introduction
Thank you for the opportunity to present testimony regarding the subject of open source
software in electronic voting systems to the Committee. | have worked in the election
industry for over ten years. | first entered this industry as Chief Operating Officer for a
start-up company that was created to develop the next generation of direct record
electronic (DRE) voting systems: In point of fact | was employee number 1. The product
we developed was the first ever DRE to achieve dual NASED certification for software
and hardware/firmware. For the last several years’ | have been a subject matter
resource to state and local governments on a variety of related election administration

and technology issues. These experiences have given me a unique insight to the

industry, its participants and technology.

Testimony

To begin, | believe that regardless of individual positions on the subject of open source
software and by extension verifiable voter paper audit trails, a common goal exists: To
make sure that when the American public goes to sleep on election night, they believe
that the results of the election fairly represent the will of the people. From this mutual
goal | believe all interested parties can find common and reasonable ground on how

exactly to make this a continuing reality.
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Regarding my position on the topic of open source software for electronic voting
systems, | am appreciative of what proponents wish to accomplish. | recognize and
acknowledge that a less than favorable perception exists regarding the voting system
industry. However, in regards to open source code | can not at this time agree that
such an approach would make our elections any more secure and reliable. | personally
and professionally believe that requiring vendors to make their software open to public

inspection would cause more harm than good. | believe this for the following reasons:

First, and potentially the most obvious is that by opening vendor software to public
inspection invites precisely the kind of threat that many individuals believe is caused by
the vendor software remaining proprietary: Unscrupulous individuals attempting to
influence the election process. These individuals would be presented with a road map
which could be used to circumvent system security, and as a direct result system
reliability and accuracy. No where has empirical evidence been presented, or litigation
substantiated, that vendor personnel have attempted to influence the election process
by introducing malicious code. However, if the world of possible individuals having
access to the voting system software now were open to the general public, what safe
guards could be put in place to prevent malcontents from attempting to influence an

election?

Arguments put forth by open source code proponents regarding electronic and physical

safe guards built into election processes by election administrators have continuously
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been dismissed. Therefore it would seem reasonable that if proponents state that an
individual intent on causing mischief because of open source software must have
access to the system, and they claim this is not possible due to these same electronic
and physical safe guards which they had previously dismissed, then their entire
argument to date as been moot — you can not have it both ways. | am not aware of any
safety mechanism put forth by advocates to secure the integrity of the software, and by

extension elections.

Continuing, under the “Attractive Nuisance Doctrine” of the law of torts, landowners can
be held liable for injuries to children caused by a hazardous object, such as a simple
swing-set or swimming poof that is likely to attract children, who are unable to
appreciate the risk posed by the object. Is it difficult to envision an individual with more
talent than common sense, being “attracted” to the open source code of an electronic

voting system in order to see what they can do with it?

Recent literature and media accounts are replete with talented, mostly young individuals
who took advantage of an inadvertent situation that was presented to them and
subsequently found themselves involved in the game of “what can | get away with or do
now that | have this information?” We have seen access to banking systems
compromised as well as other interests, not to mention our own Department of Defense.
Were these attacks and the mischief which resulted intentional or were they
happenstance because an “attractive nuisance” presented itself? While | truly believe

the proponents are honorable in their desire to ensure the public that through open
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source software vendors are not manipulating the election process, can these same
proponents make sure that rogue elements of the general public do not do what the

vendors themseives have not done?

Are these proponents willing to personally assume the liability associated with a
compromised election due to the attractive nuisance of open source software? The
vendor community is at least finite in size and appropriate personnel screening and
security techniques can be effectively implemented. Can we ensure similar screening
and security techniques are applied to the general public? Would we as a public be
willing to have our respective banks make public their financial and operations
software? How would we react to our insurance companies doing so? Is the risk

greater than the reward? | suggest it is.

Secondly, another obvious risk in open source software for voting systems is the loss of
intellectual property and the competitive advantages it brings to its respective owner.
The preponderance of voting system vendors are privately owned companies. These
companies have historically been funded through private equity investment or venture
capitalist — financing for new entrants with innovative technologies into the voting
system market will follow this historic pattern. Venture capitalist and private equity
funds traditionally want to maximize returns and minimize risks. One of the most
important risks issues evaluated by such groups looking to invest is the security of
intellectual property. In the voting system market place, vendor software represents the

most significant part of their intellectual property.
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The vendor’s intellectual property represents for funding purposes a tangible asset;
tremendous amountis of time and money go into protecting these assets as well as
ensuring no infringements or compromise impact their potential value. If voting system
vendor intellectual property rights on which they base so much of their value become
public domain, where is the continued value-proposition for potential investors? What
makes the voting system vendor an attractive investment opportunity at this point? How

does the voting system vendor sustain its viability?

Hardware aspects of voting system vendors represents incremental advantage — most
voting system vendors are not vertically integrated (i.e., own their manufacturing
capabilities); fixed and variable costs of hardware do not allow in a competitive market
high margins based on hardware alone. Without the protected intellectual property of
software which gives the hardware the ability to perform, vendors have no competitive
or distinct advantage in which to attract financing. Intellectual property has historically
provided the basis for investors to place their resources at risk. Intellectual property is
an integral part of value creation in any technology-based company and as such is a
critical element in obtaining venture capital. If it is determined that voting system
software is not entitled to be protected under the precepts of intellectual property rights,
why not decide that the Federal Reserves software for managing money supply and
interest rates be open to public inspection? It was developed by a third-party company;
its’ function is critical to ensuring stability in our country. What would the implications be
if the Federal Reserves most intimate software systems were open to public inspection?

Would such proponents be so cavalier with our money supply?
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And finally, what is the express purpose of open source code for voting systems?
Traditionally, advocates of open source code in the software industry cite several
advantages to their position: 1) core software is free; 2) availability of the source code
and the right to modify it; 3) the right to redistribute modifications and improvements to
the code; and 4) the right to use the software in any way. How do these principals apply
to voting system software? | suggest they do not. As stated before, | am not aware of
any proposed safe guards or control mechanisms for protecting software in the public

domain which has as critical a mission role as voting systems.

Conclusion

A report to the California Legislature on Open Source Software in Voting Systems dated
January 2006 conducted by Secretary of State Bruce McPherson specially states impart
“Open source advocates point to impressive accomplishments for software developed
and maintained according to their principals, with apparent benefits to costs, efficiency,
quality and security; however, upon close examination, the open source experience is
more limited in scope and specific in application.” None of the principals espoused by
open source code proponents are even applicable to this situation. So the question
remains: To what purpose does providing public access to vendor software benefit the
public? Is the public in general proficient enough to understand the nuances of software
development and subsequent coding to achieve requirements identified in voting

system standards? No. How would the public know if there was “malicious code”
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imbedded in the software? They wouldn't. Who specifically will be responsible for
reviewing public code? | am not aware of any plan or organization or rules or bylaws or
even secret-hand shakes as to how this would actually work. My inclination is to believe
that it will be a “free-for-all.” It stands to reason that under the proposed legislation
requiring open source code for voting systems we will have a smorgasbord of opinion,
insight, recriminations, professional disagreement, and more. Who will be the referee?
Who will decide if something does or does not pass as reliable coding? As the saying
goes you get ten economists in a room and you'll have ten different opinions; the same
is true for software experts. Such public discourse and disagreement will do absolutely
nothing to engender trust and confidence in the election process, and in fact will

continue to erode confidence.

I support the findings presented in the California Legislature 2006 report: “A policy
decision to require open source software for voting systems would disrupt existing
voting systems without providing an immediate alternative.” We must find an alternative
that achieves the perceived goal advocates of open source code promote, without

inducing highly unacceptable risk into the election process.

Consideration may be given to a compromise solution whereby an independent
government agency, the Election Assistance Commission (EAC) supported by the
National Institute of Standards and Technology (NIST), be designated as an escrow

facility for all vendor software. The following procedures in principal may be considered:
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1) Federal government scientist from NIST permanently serve as reviewers and
controllers of such code on behalf of the American people;

2) All vendor software (source and compiled) tested and certified by the
Independent Testing Authorities be delivered directly to the EAC;

3) Rigorous configuration management controls must be in place to ensure the
integrity and the accuracy of the source and compiled code;

4) Vendors working with the EAC, would have required software directly delivered
to a specific customer — at no time once the code has left the ITAs will the vendor
have possession or access to that code;

5) Localities would take possession of application software for use in creating
elections and programming machines;

6) EAC would conduct regular non-announced software configuration audits to
localities; and

7) Detailed change control processes would be coordinated between vendors, ITAs,

and the EAC to guarantee control of configurations.

Thank you,

| appreciate the opportunity to share with the Committee my thoughts on this particular
matter. | am one of many voices you will hear on this and other related subjects. But
as | mentioned in the beginning of my testimony, | believe all sides to this issue have a
common goal we agree on. | am sure that a reasonable and acceptable compromise
will be achieved to the benefit of all interested parties, but specifically the American

people.
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Respectfully:

Hugh J. Gallagher
Managing Director
Election Systems Acquisition & Management Services

Mr. Gallagher is a highly qualified Executive Manager, Technologist and Researcher
with over 25 years’ experience in technology based industries, most notably the Election
Industry, to include subject matter expertise in, and research on the Help America Vote
Act, and electronic voting systems and voter registration systems design, development,
testing, certification, acquisition, implementation and training.

.

Master of General Administration in Information Systems Technology and
Marketing;

Bachelor of Science in Business Administration & Economics;

Over 10 years experience in the Elections Industry;

Managing Director and founder of Election Systems Acquisition & Management
Services;

He is a cettified internal ISO 8000 auditor;

Designed and introduced a new Direct Record Electronic (DRE) voting system
product which was the first in the industry to received dual certification from
Federal testing and approval bodies;

Developed all user-required product policies and procedures, training programs,
logistics plans, security plans, configuration management plans, and QC plans
for the implementation of the DRE voting system;

Currently working with the Commonwealth of Virginia on design and
implementation of its’ new voter registration system — in particular in the redesign
of associated workflow processes to implement required Federal and state
legislation as it relates to absentee voting with particular focus on UOCAVA
voters;

Instructor for the Certified Elections/Registration Administrator (CERA)
professional education program conducted jointly through the Election Center
and Auburn University — instruct Module IV, Information Management &
Technology in Elections & Voter Registration;

Invited speaker on voting system and election policy issues at national and state
conferences;

Invited speaker at EAC public hearings on wireless voting system technologies
(CALTECH),

Worked with disabled community regarding accessibility issues for voting
systems;

Former U.S. Naval Officer;

Research and Publications include: “Voting System Vendor and System
Comparison,” 2004; “Virginia Electoral Board Member Duties and Responsibility
Handbook,” 2004
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Ms. LOFGREN. And, finally, we have Mr. Brian Behlendorf, who
is the founder and CTO of CollabNet and also a director for
Mozilla. So thank you for Firefox.

STATEMENT OF BRIAN BEHLENDORF

Mr. BEHLENDORF. I want to specifically talk about open source
software a bit more, give you a background on it, and help you un-
derstand how it has really become essential to the software indus-
try today, and where the issue of security lies with it, and how
really it can be a big solution to that problem.

The software industry has seen a series of transformations
throughout its brief history. The first transformation was initially
called open systems, and this was the idea that we could build soft-
ware that would run on multiple types of hardware, a fairly radical
notion for its time.

The second major transformation was called open standards.
This was the idea that companies could get together and talk about
common data formats, common protocols to share data and build
systems that, by talking to each other, build greater value for cus-
tomers and for the industry as a whole.

Both of these transformations were disruptive transformations.
Some of these companies grew and benefited from them, among
them Microsoft, Sun, and Cisco; other companies resisted and in
some cases perished.

The third major transformation in this linear series of trans-
formations is open source software. Open source software is soft-
ware defined as being licensed under a very generous copyright li-
cense, licenses that allow many kinds of use at zero price, provide
access to the underlying source code, allow modification and im-
provement by recipients, and allows those recipients the right to
share those improvements with others. This approach can result in
fewer defects, greater flexibility, more rapid innovation and a more
competitive marketplace than the proprietary alternatives.

Today every major technology vendor releases some portion of its
intellectual property under an open source license. The business
models behind this investment are a mixture of support services
and strategic opportunities for other proprietary offerings. Sun,
HP, and IBM all have significant revenue streams based on open
source software. Even Microsoft has acknowledged the value on
open source by releasing some minor software under such a license.

On the customer side, open source software is used everywhere
from critical Wall Street financial systems where security is para-
mount, and the teenage hackers and terrorists would be just as at-
tracted, to such commodity devices as cell phones and TiVos. With-
in the public sector, we see open source used today in the Pen-
tagon, in the Departments of Commerce, Energy, and Homeland
Security. In all of the above examples, open source and transitional
proprietary software can peacefully coexist.

Is open software guaranteed to be more secure? No. It is chal-
lenging for even the most competent engineers to write a secure
code. The only widely recognized indisputable method to designing
and building highly secure systems is massive developer peer re-
view. The more widely inspected a code is, the smaller the chance
of undiscovered defects. This extends to the development process
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itself. The larger the development team around a given body of
code, and the more the deliberations of that team are open to the
outside world, the more reliable their designs are likely to be.

This community approach is the key ingredient in any successful
and secure open source project.

In the interest of time, I will point your attention to the open
SSL project example that I give in the written testimony.

Finally, the most useful aspect to choosing an open source project
is the inherent protection it can give against vendor log-in. Cus-
tomers can switch vendors without surrendering any legal rights to
use and extend the software. Thus, open source is a new kind of
relationship between customer and vendor from one of dependency
to one of cooperation.

To summarize, open source in the software industry today is ac-
cepted, it is real, it is probusiness and procustomer, and it has a
tremendous chance to build trust and security and proper operation
of voting system software.

[The statement of Mr. Behlendorf follows:]
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WRITTEN TESTIMONY OF BRIAN BEHLENDORF
CHIEF TECHNOLOGY OFFICER
COLLABNET
BEFORE THE COMMITTEE ON HOUSE ADMINISTRATION, ELECTIONS
SUBCOMMITTEE
U.S. HOUSE OF REPRESENTATIVES
MARCH 15, 2007

Members of the Committee, good afternoon and thank you for the opportunity to
speak to you this afternoon on the topic of "disclosed" and Open Source software. My
name is Brian Behlendorf. I am the Founder of CollabNet, a global company focused on
providing tools and services for collaborative software engineering, as best exemplified by
the Open Source software community. For the last 8 years I have served as its Chief
Technology Officer and Executive Board member.

Today I'm going to talk about how Open Source is the continuation of a series of
transformations that have taken place in the software industry. Tl explain how it has
become a dependable mechanism for software development and commerce, how it can lead
to more secure and trustable software, and how it serves the interests of the customers by
reducing vendor lock-in. I'll also explain the real differences between Open Source and
simply "disclosed" software, an understanding that is critical as you look at the language of
proposed legislation.

To further explain my context for these comments, | was a co-founder and the first
President of the Apache Software Foundation, a U.S.-based 501c3 nonprofit organization
responsible for the technology used in over 60% of the web sites in existence today.
Currently | serve on the Executive Board of the Mozilla Foundation, the organization
responsible for the Firefox web browser. [ also served for three years on the initial
Executive Board of the Open Source Initiative, the organization responsible for the
defining the "Open Source” trademark and educating the public on the concept. T speak
today on my own behalf.

The software industry has seen a sequence of deep and often disruptive
transformations throughout its brief history, with each transformation creating new
opportunities and new industry leaders. The first major transformation, in the 1970s and
1980s, was called "Open Systems", which promoted the unorthodox notion that software
should be built that could run on different kinds of hardware. Microsoft was born during
this transformation and profited tremendously from its premise, as did many other software
companies we know of today. Some other companies, such as IBM, adapted to the
changing environment, survived, and thrived. Others resisted the move, and perished.

The second major transformation, which came to prominence in the early 1990s and
yet is still underway, was that of "Open Standards". The unorthodox notion this time was
that two companies, ten companies, or more could meet as peers and create common
vocabularies for interchanging data between different pieces of software. The greater the
number of software programs that used this common vocabulary, the greater the total
amount of value created. From this concept was born the Internet, the network of
networks, madc possible only by the principle of sharing a common network vocabulary
(called TCP/IP) as widely as possible. As with the first transformation, we saw new
companies like Cisco and Sun emerge, we saw other existing companies adapt and thrive,
and we saw others resist and perish.
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The third major transformation to have taken place in the software industry is that of
"Open Source" software. Open Source software is software licensed under a generous
copyright license; licenses that allow many kind of use at zero price, that provide access to
the underlying application "source code”, that allow modification and improvement, and
that allow the recipient the right to share their modifications with others. Here, the
unorthodox notion is that this approach can result in fewer defects, greater flexibility, more
rapid innovation, more responsive vendors, and a more competitive marketplace than the
more proprietary alternatives.

Today, every major technology vendor releases some portion of its intellectual
property under an Open Source license. The business models these companies pursue to
justify such an investment are a mixture of support, services, and strategic opportunities
created for other proprietary offerings. Red Hat is the most famous example of this,
commanding a market capitalization of over $4B. Traditional technology companies have
embraced this too: Sun, HP, and IBM all have significant revenue streams based on Open
Source software. Even Microsoft has acknowledged some value to this approach, not just
by partnering with Novell to co-sell Linux to Microsoft customers, but by also releasing
some small Open Source projects themselves.

On the customer side, Open Source software has crossed the chasm from its early
adopter support amongst the engineers to enterprise production use. Every firm on Wall
Street T have talked to depends upon Linux and other Open Source software to execute
trades or conduct other financial transactions. Many consumer devices invisibly embed
Open Source technologies, from cell phones to Tivos to automobile electronics. Within the
public sector, the use of Open Source software has grown tremendously, in such demanding
agencies as the Pentagon, Commerce, Energy, and Homeland Security. In all these
environments, Open Source software and proprietary software can co-exist, thanks to open
standards and open systems.

Is Open Source software guaranteed to be more secure? In software, as anywhere
else, there are no guarantees. It is extremely challenging for even the most competent
engineers to write invulnerable code - it's as likely as planting and managing a garden that
has no weeds. New methods of attack are discovered all the time, and the re-use of software
in new settings can often open new holes. Yet the ability to prevent mistakes or external
compromise in certain situations, such as electronic voting systems, is critical.

The only widely recognized indisputable method to achieve low-defect software is
developer peer review. Eric Raymond, the author of The Cathedral and the Bazaar, a paper
that first popularized the concepts around Open Source software, once said, "To enough
eyeballs, all bugs are shallow.” The more widely inspected code is, the lesser the chance of
the undiscovered defect. This extends to the development process itself - the larger the
development team around a given body of code, and the more that the deliberations of that
team are opened to the outside world, the more reliable their designs are likely to be. This
"community" approach is the key ingredient to any successful Open Source project.

An illustration of this is the OpenSSL project. Launched over 12 years ago, this is a
library of cryptographic routines and tools and functionality that is used to secure
everything from credit card and other sensitive transactions over the Internet, to "smart
cards" for accessing physical systems. This library has become the reference platform for
building cryptographically secure applications. Written by individuals working around the
world, this library has received extensive scrutiny from security professionals and
researchers worldwide, and has gained FIPS-140 certification for use in U.S. government
applications. Like any piece of software, there are bugs, and occasionally one is found and
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reported to the development team. Rather than deny the existence of such a bug, the public
nature of the project forces them to embrace that discovery, fix it as quickly as possible,
and issue an update - often within a matter of hours, almost always within a few days. This
level of scrutiny, and the degree of responsiveness, has built confidence in the hearts and
minds of security professionals everywhere in OpenSSL.

If this were a commercial product forced merely to "disclose” its source code with
carefully selected partners in a closed manner, the chances of a community forming to
review that work effectively and sufficiently to gain that same level of trust, are close to
zero. This is why the security and effectiveness of an "Open Source" system is not merely
about "disclosure”, but about co-development between peers, and the creation and
promotion of common technologies to solve common problems.

Finally, the most useful aspect to choosing an Open Source product is the inherent
protection it can give against vendor lock-in. A support customer of one Linux vendor, has
the freedom to shift to another Linux vendor should they become dissatisfied with the first.
The customer's investment of training time on Linux, improvements to Linux, and in
technology on top of Linux, does not have to be thrown away should the commercial
relationships change. Open Source allows the redefinition of the traditional relationship
between customer and provider, from one of dependency towards one of enablement and
cooperation.

Customers of vendors selling Open Source electronic voting software necessarily
retain the legal rights to continue to use and improve the software, even if they elect to
switch to another vendor. The vendors will continue to have a lucrative market to pursue -
that of providing and maintaining the election hardware, the customization of the software
to each precinct's needs, and providing support services before, during, and after the
election. Such activities are complex enough to create plenty of opportunity for relative
competitive advantage for each vendor. Further, each vendor's R&D costs would be
reduced, as the development of common software is shared between multiple vendors, and
could involve volunteers, non-profit organizations, or government-funded contributors.
Viable Open Source software designed for voting systems already exist, and have been used
in elections in Australia, though no such system has yet been deployed in the United States.

To summarize, the Open Source transformation taking place in the software industry
today is real, it is pro-business and pro-customer, and it has a tremendous chance to build
trust in the security and proper operation of such software. It alone can not guarantee a
trustable clectoral process, but in conjunction with other solutions it can play a key
enabling role. And along the way, it can help redefine the relationship between the public
sector and the system vendors in favor of the public interest.

Thank you again for allowing me to testify.

Brian Behlendorf
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Ms. LoFGREN. Thanks to all of you for excellent and interesting
testimony.

Again, I will try—each of us will try to limit our questions to the
same 3 minutes that you have given to us.

Let me start with Mr. Gallagher. The EAC Commissioner, I un-
derstand, has said that disclosing source codes would help to re-
store public trust in the election process. And he explicitly stated
vendors should not have the right to keep a source code a secret.
He has called on computer scientists and election officials to work
together to solve many of the problems related to voting systems,
and I think in some cases it can be either problems, or perceptions
of problems are very damaging as well.

How do you respond to that explicit call from the EAC?

Mr. GALLAGHER. First of all, I have tremendous respect for Com-
missioner Soaries. He is a great man, and a great public speaker
if you have ever heard him.

I don’t think we are at odds here. I don’t think anybody at this
table is potentially at odds. I think we agree there should be some
degree of openness. The question is in what circumstances; how
does that actually work; what are the mechanics?

I would submit that having things, as I understand it, and I may
be wrong—that in a true open source environment, software envi-
ronment, my particular concern is one of the attractive nuisance;
in other words, persons coming along who might not otherwise be
inclined for mischief all of a sudden seeing and being presented
with an opportunity, not too dissimilar from my children, and
wanting to exploit that opportunity to nefarious ends, or even just
for grins and giggles.

I think what we want is an open source environment controlled
in some form or fashion, agreed-upon rules and procedures that ev-
eryone can subscribe to, because, as my colleague to my left was
saying, that the more people involved, the better that withstands
the test. The only question I would ask is what are the rules, be-
cause if you get too many cooks in the kitchen, you get too many
recipes.

Ms. LOFGREN. I wonder, Dr. Wagner, if you could comment on
Mr. Gallagher’s statement, and also if you could—I don’t know if
this is to the business school or the computer science school, but
if—the defects are going to be probably one of two kinds: either an
intentional backdoor or a bug that was not intentional. And pre-
sumably the intentional backdoor is more easily found and re-
solved. Maybe not. But if we were to do an open source regime, as
suggested by Mr. Behlendorf, what would the economic impact be?
Would it be adverse on vendors of machines? Could they accommo-
date it and still flourish? What do you think the impact would be?

Mr. WAGNER. So to the first of your questions, I think in the long
run, until we disclose all of the source codes to the public, I believe
that the public will be—will have concerns, will not trust and will
express reservations over the source code. So in the long run, I be-
lieve that is where we need to head to enable the public and the
candidates to gain confidence.

As far as the economic impact of source code disclosure, I believe
that there are some costs to source code disclosure, but that is eas-
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ily manageable, especially through a gradual introduction of in-
creasing disclosure.

Ms. LOFGREN. My time has expired. So I will ask the Ranking
Member to ask his questions.

Mr. McCarTHY. 1 apologize. I want to be quick and maybe try
to get some yes or no answers.

I would appreciate it if we could get everybody’s cards. I would
like to talk to you later.

First to Dr. Wagner, you were part of the FSU team that ana-
lyzed down there. Did you have the source code?

Mr. WAGNER. Yes.

Mr. McCARTHY. And maybe to Mr. Zimmerman, you had men-
tioned in Fedder v. Gallagher—I read your statement here where
you go through it. You state, with regard to your lawsuit with
these Sarasota voters, that Florida prevented independent inquiry
into the source code. Do you still keep that same statement after
the FSU Study?

Mr. ZIMMERMAN. Yes, I do. And with all due respect to David
Wagner, who I have worked with in the past many times, I think
he is a very fantastic scientist who I go to for information from
time to time.

Mr. McCARTHY. You have used him before?

Mr. ZIMMERMAN. In an informal way, yes.

Mr. McCARTHY. But you feel this is not an honest——

Mr. ZIMMERMAN. What has gone on in the Fedder v. Gallagher
case, is essentially the State is deciding on its own the scope of a
project, and I don’t even believe Mr. Wagner will say it is an ex-
pansive project that is aimed at getting all of the—find all of the
potential problems and

Mr. McCARTHY. I understand. I don’t want to get into the case
because I can’t go through the cases. But just on the study itself,
do you feel that study—you don’t agree with the study even though
he stated he had the source code?

Mr. ZIMMERMAN. I believe that there are problems with the
study, yes, and I would be happy to talk with you later.

Mr. McCArRTHY. Okay. Thank you. And Mr. Williams. So your
statement—and it was kind of towards the end—you had concerns
with hackers, with others. If you just put them all out there, you
thought maybe testing them much like maybe the FSU study
would be the proper way? I don’t want to put words in your mouth,
but am I understanding that correctly?

Mr. WILLIAMS. I am very much in favor of controlled evaluation
of source code. I am very much opposed to just opening up the ki-
mono, okay, because not just hackers and terrorists but well-mean-
ing—most of our problems are not caused by bad guys. They are
caused by well-meaning good guys. So there is no advantage to
making it possible for any citizen to modify voting system software.

We don’t operate voting systems that way. You get a voting sys-
tem as solid as you can get it, and you freeze it. You don’t let any-
body touch it. If anybody touches it, you make it go back through
the entire sequence of tests again. So there is no advantage from
that point of view of being able to modify and expand and cus-
tomize it to your own use. That is not what we do with voting sys-
tem software. The only advantage is to be able to find these sup-
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posed bugs and Trojan horses and all the bad stuff, and I think
that people like Dr. Wagner can do that in a controlled situation
just as well as he can with an open situation.

Mr. McCARTHY. Only because you are both Ph.Ds. Have you had
an opportunity to read the FSU study?

Mr. WiLLiAMS. I have read most of it.

Mr. McCARTHY. Do you agree with Mr. Zimmerman that you
think something is wrong with the study?

Mr. WiLLiams. Well, I won’t agree or disagree but I will make a
statement about the study. In my 20 years of doing this kind of
evaluation, that is the most open, professional well-written study
I have yet to see.

Mr. McCARTHY. All right. Thank you. I appreciate it. You are
very interesting.

Ms. LOFGREN. Our last member is Susan Davis, who will have
her questions answered.

Mrs. DAvis. Thank you. Thank you, Madam Chair. Thank you all
for being here. I think this question would really go to you, Dr.
Wagner. Have they tested all the systems in Florida to your knowl-
edge? And could you help us understand how that was done and
what should have been done perhaps or going forward, what we
ought to be looking at?

Mr. WAGNER. Certainly. Well, I can’t speak for the state of Flor-
ida. I can’t speak for the entire audit they did. The team that I was
involved with had a narrow mandate to look to see whether there
were problems in the machine software provided to us that could
have caused or created the undervote in that race there. And our
conclusion was that it did not.

Now, I can understand why some members would be—why there
may be some folks who would be reluctant to trust the results of
our study. Until everyone can choose the expert of their own choos-
ing, I can understand why they may have concerns.

Mrs. Davis. Now as part of your all—were you able to go back
and see the testing that had been done?

Mr. WAGNER. We were not asked to review the entire Florida
State audit, we had a very specific mandate.

Mrs. DAvis. Okay. Thank you. Thinking about how the public re-
sponds. I mean, this is really all about the credibility of the sys-
tems, and whether or not if you had transparency, is there a con-
cern that some individuals with some knowledge could actually
frighten the public into believing that there were flaws in the sys-
tem that could not be overcome? And how would that work?

Mr. WAGNER. I think there is some concern there in the short
term, given my experience of how full of security problems these
machines are. In the short term, that would be a concern. I think
that the way to address that is through a gradual transition plan-
ning where in the beginning, we begin by following Professor
Williams’s recommendations to make the source code available to
qualified experts, give the vendors a chance to address those prob-
lems, and prepare their systems for disclosure and gradually move
towards a long-term goal of public disclosure.

Mr. WiLLIAMS. I think it is worth pointing out that the vendor
in this case was a full participant in this study. Is that a fair state-
ment?
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Mr. WAGNER. I was pleased with their cooperation, yes.

Ms. LOFGREN. This has been a very helpful panel. And obviously,
your written testimony amplifies considerably on your oral testi-
mony today. It is very, very helpful. I know it is not easy to wait
for the Congress Members to come over from an extended vote and
then of course to shorten because now we are terribly behind. But
we do appreciate this, and it does make a difference in our under-
standing and hopefully our wisdom as we proceed. So thank you
each and everyone. It is very much appreciated. And with that, this
hearing is adjourned.

[Whereupon, at 3:30 p.m., the subcommittee was adjourned.]
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CONSORTIUM FOR CITIZENS
WiTH Disagiumes

Rights Task Force Position on Voling Machine Security
and Volter Verified Paper Audit Trails (VVPAT)

The Consortium for Citizens with Disabiliies (CCD) is a coalition of more than
100 nafional disability organizations working together fo advocate for national
public policy that ensures the self determination, independence, empowerment,
integration and inclusion of children and adults with disabilities in all aspects of
society. The Rights Task Force of CCD focuses on civil rights and protections for
people with disabilities, and the enforcement of those rights and protections by
federal agencies.

The expertise and primary interest of CCD lies in matters of equal access and
the righis of people with disabiliies. As it pertains to voling, this involves
specifically ensuring enforcement and protection of the rights guaranteed under
the Help America Vote Act (HAVA) and other applicable federal law. CCD does
not have a blanket policy either for or against Voler Verified Paper Audit Trails
(VVPAT) or other means of independent vole verification. CCD seeks to ensure
that any and all measures institluted fo provide enhanced security, accuracy
and/or voter confidence must be developed and lmplemented in a manner that
ensures immediate accessibility for people with disabiliies. Such measures must
not interfere with the current ability of volers with disabilitfes to cast private and
independent ballots, as mandated by HAVA and should focus on enhancing
security and accessibllity rather than promotling one system over anocther. This
will allow for continued improvement of available technologies, while maximizing
accessibility and security options available to voters with disabilities in the future,

The disabiiity community shares the interest of all Americans in ensuring that
elections are fair, secure and accurate. The position of CCD is that if a paper
audit trail or other means of independent vole verification is used in any
jurisdiction, then the means of vole verification must be accessible fo all
individuals with disabilities at the same time as the requirement goes into effect
for_all voters. Accordingly, CCD would oppose any paper audit trail or other
means of independent vole vedfication requivemeant that does not meet this
standard.

For guestions about this position, contact
one of the following Rights Task Force Co-chairs:
Janna Starr at jstarr@ucp.org or Day Al-Mohamed at dalmohs

ned@ach.org

1o60 L Sreet, NW, Suite O » Washington, DU Z0036 « PH 2 4+ afde-o-d org < weow ceemdorg
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ELECTRONIC VOTING MACHINES PROMISE TO MAKE

i ] i W

ONLY IF CERTAIN PROBLEMS-—WITH THE MACHINES

AND THE WIDER ELECTORAL PROCESS—ARE RECTIFIED
By Ted Selker
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Yating may seem like a simple activity—cast baliots, then count them, Complexity
ariges, however, because voters must be registered and votes must be reconded

i secrecy, transferred securely and counted accurately. We vote rarely, so the pro-
‘gedure never becomes & m%é}pramimd routine. Une race between two candidates
is f«zaésg, Halfa dozenraces; each between several candidates, and ballot measures
besidés—that's harder, This complex pracess is'so vital to ouf democracy that prob-
lens with 1t sre as noteworthy as engineering faults in & nuclear power plant.
Votes can be lost at every stage of the process. The infarious 2000 US, presi-
dential election dramatized soms ey basic, et systémic, flaws concerning who
gm to-vote and how the votes were countad. An estimated four million to six
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These features are all implementable now as ballot im- ing. Collecting, counting and storing of ballots must be done
provements on current voting machines, Extra work would be with documentation of who rouches everything and with clear
needed to allow sight- or hearing-impaired people to verify mul- procedures for what to do with the materials at each stage.
tipte records of their ballot as well. Multiple people must oversee all critical processes.

Some researchers are studying alternatives to DREs, in the
form of Internet voting or voting using familiar devices such 5. Each rask in the voting process must be clear and accessible,
as the phone. Since May 2002, England has been expeciment- have helpful feedback and allow a person to validate it. Per-
ing with a number of systems intended to increase turnout. ceptual, cognitive, motor and social capabilities of people must
These methods include mailing in oprically readable paper bal- be raken into account when designing both machines and bal-
lots (absentee voting), using a standard phone call and the tots. Ballot designs should pass usability and countability rests
phone’s keypad, using the instant-messaging facilities on cell before being shown for final approval to the parties invested in
phones and using intcractive TV that is available in English the election.
homes. Swindon Borough, for example, included more than
100,000 voters in an experiment using the Internet and tele- 6. The government should invest in research to develop and
phones. A 10-digit PIN was hand-delivered to voters’ homes. test secure voting technology, including DREs and Internet vot-
This PIN was used in conjunction with a password the voters ing. Rushing to adopt present-day voting machines is not the
had been sent separately to authorize them to vote. No fraud best use of funds in the long term.
was detected or reported. But the effort only improved turnout
by 3 percentage points {from 28 to 31 percent). 7. Standards of ethics must be set and enforced for all poll

In contrast, introducing the option of absentee voting in- workers and also for voting companies regarding investments
creased voter turnout by 15 percentage points—but with a down- in them and donations by them or their executives.
side: large-scale vote buying was reported in Manchester and
Bradford. {Being able to prove whom you have voted for, such Only when these requirements are met will we have a truly

as by showing the ballot you are mailing in, enables vote buying.)  secure and accurate voting system, no matter what underlying
technology is used.

THE UNIVERSAL ADOPTION of perfect voting machines will
not be happening anytime soon. But quite independent of the
specific machines used, much can and should be done simply
to ensure that votes are collected and accurately counted in the
U.S. We must be adamant about the following improvements:

1. We must simplify the registration system. The largest loss of
votes in 2000 occurred because errors in registration databas-
es prevented people from voting. Registration databases must
be properly checked, to make sure they include al! eligible peo-
ple who want to be registered. We must develop national stan-
dards and technology to ensure that people can register reli-
ably but that they do not register and vote in multiple places.

2. Local election officials must understand the operation of
their equipment and test its performance thoroughly when it

is delivered and before each election. DREs should be tested on MORE T0 EXPLORE

election day, using dummy precincts. Misvotes, Undervotes and Overvotes: The 2000 Presidential Election in
Florida. Alan Agresti and Bret Presnell in Statisticol Science, Yol. 17, No. 4,
pages 436-440; 2002. Available at web.stat.ufl.edu/~presnell/Tech-

3. Local election officials must teach their workers using sim- Reps/election2000.pdf

ple procedures to run the equipment and other processes. Bal- A Better Ballot Box? Rebecca Mercuri in /EEE Spectrum, Vol. 3, Na. 10,
tot making, marking, collecting and counting all must be care- pages 46-50; Dctaber 2002 Avaitable at

fully set up to avoid error and fraud. Many voting officials in- www.spectrum.ieee.org/WEBONLY/publicfeature/oct02/evot.htmi
advertently use procedures thar compromise accuracy, securiry Security Vulnerabilities and Problems with VWWPT. Ted Selker and Jon

and integrity of ballots by, for exampl ning off precine Goler. April 2004, Available at
BIITY s by, example, turning oif precnct www.vote.caltech.edu/Reports/vtp wp13.pdf

scanning machines that check for overvotes and inspecting and
8 P & The Caltech/M.L.T. Voting Technology Project is at www.vote caltech.edu;

“ ine”
correcting” ballos. the project’s July 2004 report with recommendations for the 2004
presidential election is at www.vote.caitech.edu/Reports/EAC.pdf
4. Each step in the voting process must be resistant to tampee- The L1.S. Election Assistance Commission Web site is at www.eac.gov

www.sciam.com SCIENTIFIC AMERICAN 97
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An Overview of '""Open Source’ Software Licenses

A REPORT OF
THE SOFTWARE LICENSING COMMITTEE OF
THE AMERICAN BAR ASSOCIATION?S
INTELLECTUAL PROPERTY SECTION

The Internet?s growth during the past few years has profoundly affected the way software is
licensed and distributed. One of the most important changes that has occurred during this period
is the emergence of so-called "open source" licensing. The term "open source" commonly refers
to a software program or set of software technologies that are made widely available by an
individual or group in source code form for use, modification and redistribution under a license
agreement having very few restrictions. The precursors of today?s open source licenses have
existed since the early 1980s, but only in recent years have been commonly used in connection
with large-scale commercial-quality software projects in recent years. The Internet is partially
responsible for the increased popularity of open source projects and the open source-licensing
model, because it has helped make them more cost effective and efficient for programmers to
collaborate on development projects and distribute software among themselves and to customers.

For the most part, the developer community and computer trade press have focused on open
source licensing?s many attractive features, such as easy access to source code and the broad
community of developers, both of which contribute to the technology pool. The legal downside of
the open source phenomenon has received less attention.

This paper?s purpose is to flag some of the legal issues in an effort to provide a resource for
software licensing lawyers who are requested to counsel their clients on the positive and negative
aspects of these licenses. Despite the many advantages of open source software licenses, there are
reasons why lawyers must be cautious about recommending open source to their clients for
inclusion in commercial software products.

A Brief History of Open Source Projects and Licenses

The open source software movement traces its history to the formation of the Free Software
Foundation ("FSF") in 1983. The FSF was formed with the goal of creating a free version of the
UNIX operating system. The FSF released a series of programs in source code form under

http://www.abanet.org/abanet/common/print/newprintview.cfm?ref=http://www.abanet.org... 3/15/2007
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"GNU" name ("GNU" is an irreverent acronym that stands for Gnu?s Not Unix). The GNU
project did not actually result in a free version of UNIX, but did result in the creation of some
popular tools for UNIX programmers, including the GNU C compiler and text editor. It also set
the stage for even more ambitious free software development projects in the 1990s.

The license agreement that accompanied the GNU software -- known as the General Public
License ("GPL") or "copyleft" license -- was revolutionary for its time. It is written in a non-
legalistic style with a breezy preamble and statement of purpose. The GPL gives licensees broad
rights to sell, copy and modify licensed programs, so long as licensees grant to downstream
licensees the same rights to sell, copy and modify the modifications to the original program.
Licensees are also required to make their changes available in source code form.

For many years, the FSF filled a relatively small niche in a large and growing market for
proprietary products from large companies. Many UNIX programmers used -- and continue to use
-- the GNU C compiler and debugger from the FSF to create new programs targeting variants of
the UNIX operating system offered by companies like IBM, Hewlett-Packard and Sun.

With the Internet?s rise in the 1990s, there has been renewed interest in free software and a shift
in development resources from esoteric development tools to products and technologies having a
broader commercial appeal. In 1998, a group associated with free software introduced the term
"open source" to emphasize a break with the pro-hacker, anti-business past associated with GNU
and other free software projects and to place a new emphasis in the community on the
possibilities of extending the free software model to the commercial world. These new "open
source” projects would exist in the mainstream of the commercial software market and include
operating systems, such as Linux, the Apache web server, and the Mozilla browser.

What Does "Open Source” Mean Today?

The meaning of "open source" is very much in flux. According to opensource.org, an oversight
organization for the open source movement, theterm "open source” doesn't just mean that
licensees have access to the source code. The distribution terms of open-source software must
comply with the following criteria:

1. Free Redistribution. The license may not restrict any party from selling or giving away the
software as a component or an aggregate software distribution containing several programs
from several sources. The license may not require a royalty or other fee for such sale.

2. Source Code. The program must include source code, and must allow distribution in source
code as well as compiled form. Where some form of a product is not distributed with source
code, there must be a well-publicized means of obtaining the source code for no more than a
reasonable reproduction cost -- preferably, downloading via the Internet without charge. The
source code must be the preferred form in which a programmer would modify the program.
Deliberately obfuscated source code is not allowed. Intermediate forms such as the output of
a preprocessor or translator are not allowed.

3. Derived Works. The license must allow modifications and derived works, and must allow
them to be distributed under the same terms as the license of the original software

4. Integrity of The Author's Source Code. The license may restrict source-code from being
distributed in modified form only if the license allows the distribution of "patch files" with the
source code for the purpose of modifying the program at build time. The license must
explicitly permit distribution of software built from modified source code. The license may
require derived works to carry a different name or version number from the original software.
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5. No Discrimination Against Persons or Groups. The license must not discriminate against
any person or group of persons.

6. No Discrimination Against Fields of Endeavor. The license must not restrict anyone from
making use of the program in a specific field of endeavor. For example, it may not restrict the
program from being used in a business, or from being used for genetic research.

7. Distribution of License. The rights attached to the program must apply to all to whom the
program is redistributed without the need for execution of an additional license by those
parties.

8. License Must Not Be Specific to a Product. The rights attached to the program must not
depend on the program's being part of a particular software distribution. If the program is
extracted from that distribution and used or distributed within the terms of the program's
license, all parties to whom the program is redistributed should have the same rights as those
that are granted in conjunction with the original software distribution.

9. License Must Not Contaminate Other Software. The license must not place restrictions on
other software that is distributed along with the licensed software. For example, the license
must not insist that all other programs distributed on the same medium must be open-source
software.

Source: WWw.0pensource.org

As the open source movement has gained credibility in the marketplace, however, the term has
been applied to many projects that do not fit within the foregoing parameters. For instance, Sun
Microsystems has introduced a "Community Source License Agreement" that is an attempt to
capture some of the spirit and momentum behind open source initiatives, but contains significant
restrictions that make it substantially different from the "classic" open source licenses such as the
GPL and BSD-style licenses. The Sun license in some instances requires the licensee to pay Sun a
fee; it also contains restrictions on modifications that do not pass a large set of conformance tests,
and purports to treat the source code as "confidential information," even though it is available for
download from the Internet.

The application of the term "open source” to projects licensed under proprietary models, such as
the Sun Community Source License, could help lead to reducing the term "open source" to a
marketing gimmick and to confusing developers about the rights associated with various
programs available under the "open source” banner. Software developers must ensure their
lawyers have an opportunity to review the license agreements associated with "open source"
programs before they download and use these programs in their own projects, and that their
lawyers carefully review the licenses that accompany programs billed as "open source" software
to ensure the licensing and other contractual restrictions are consistent with the expectations,
goals and risk tolerances of individual clients.

Benefits of Open Source

There are many reasons why the "open source” model has been successful and popular with
developers, including the following:

e Access to Source Code. Documentation for commercial software products is notoriously skimpy on
detail and often out-of-date. This is frustrating for developers who try to write software programs that
are designed to interoperate with or target other programs. The best documentation for a program is
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the source code itself. Having access to source code enables the developer to understand the program
at a deep level and to debug and optimize his or her own program at a level of efficiency and skill that
is often not possible with programs available only in binary form.

e Community. Having a common source code pool and the tools provided by the Internet creates an
opportunity for extensive and speedy collaboration on development projects.

o Cost. Most programs distributed as "open source” are free. Obviously, this is a compelling alternative
to programs that cost money if the free program is equally feature rich and meets requisite
performance parameters.

e Broad Rights. The broad license grant, which allows licensees to use, modify and redistribute open
source programs, is a major advantage of the typical open source license. Typical commercial
software products are distributed only in binary form and may not be modified. Often the
documentation associated with commercial programs is not detailed enough to permit some kinds of
"value added" programming that is possible for developers who have direct access to source code.

Legal and Other Risks Associated with Open Source

Along with the many benefits of open source, however, come a number of risks. Perhaps the most
obvious risk is potential liability for intellectual property infringement. The typical open source
project is a grass-roots effort that contains contributions from many people. This method of
development can be worrisome from an intellectual property standpoint because it creates
multiple opportunities for contributors to introduce infringing code and makes it almost
impossible to audit the entire code base. The risks of this development process are largely borne
by the licensees. Contributors do not vouch for the cleanliness of the code they contribute to the
project; in fact, the opposite is true -- the standard open source license is designed to be very
protective of the contributor. The typical license form does not include any intellectual property
representations, warranties or indemnities in favor of the licensee; it contains a broad disclaimer
of all warranties that benefits the licensor/contributors.

Even if such representations and warranties or indemnity obligations existed in open source
license agreements, it would be difficult if not impossible to recover against the licensor for
having licensed infringing code. Many of the most prominent open source projects appear to be
owned by thinly-capitalized non-profit entities that do not have the financial wherewithal in most
cases to answer for a massive intellectual property infringement suit.

The shifting of all risk for intellectual property infringement to the licensee is somewhat atypical
for the commercial software world. Most for-profit software companies would require some level
of contractual assurances from a licensor of software technology that such technology does not
infringe intellectual property rights. By receiving such contractual assurances, the licensee shifts
some or all of the risk of an intellectual property lawsuit onto the licensor, assuming of course the
licensor?s capability to honor its obligations.

Open source licenses also do not contain the kinds of representations and warranties of quality or
fitness for a particular purpose that commercial software vendors sometimes negotiate into
agreements among themselves. Again, the process of developing open source software can
contribute to problems in this area. Some open source software projects, such as the Linux
initiative, have one or more stewards who monitor code quality and track bugs. Other initiatives,
however, are really more the product of weekend and after-hours hobbyists and do not enjoy the
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same code quality and rigorous testing protocol. Without contractual commitments of quality or
fitness, the licensee must accept the risk that the software contains fatal errors, viruses or other
problems that may have downstream financial consequences.

Companies looking to build a business on open source software also need to consider the
problems associated with creating derivative works. Some open source license forms, such as the
GPL, require licensees to provide free copies of their derivative works in source code form for
others to use, modify and redistribute in accordance with the terms of the license agreement for
the unmodified program. This licensing term is advantageous for the free software community
because it ensures that no for-profit company can "hijack”" the code base from the community. On
the other hand, this licensing term makes it very difficult for companies in the commercial
software business to use such open source software as a foundation for a business. These
companies must be concerned that their "value added" programs might some day be viewed as
"derivative works" and need to be made available to the world in source code form for free.

While the copyright attribution and notice requirements in open source licenses are relatively
innocuous as compared to the issues outlined above, they nevertheless can become burdensome
for the commercial software vendor. Some open source projects have multiple contributors and
modules that have been created under various licensing forms. According to the terms of most
open source licenses, the licensee must give each of these contributors full copyright attribution
and reproduce the entire text of the license agreements for the open source code included in the
product. These notices and licenses can clutter up documentation files and confuse end user
customers.

Conclusion

To state the obvious, open source software offers opportunities and disadvantages, The
opportunities include having a vast pool of software talent with access to, and the ability to
improve upon, open source software; and the ability to access and utilize software that could be
of great use but whose acquisition might otherwise have been cost prohibitive.

The disadvantages include the risk of utilizing software that infringes intellectual property rights,
and that may have problems not readily apparent. The terms of various open source licenses may
pose other inherent problems that may not be apparent to those not skilled in the legal nuances of
licenses.

Other Resources

Specific Licenses:

Traditional open source licenses

GNU GPL (copyleft)

Library GPL

MIT X Window license

BSD Style license

Commercial "open source” style licenses

Netscape Public License -- Mozilla
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Sun Community Source
IBM lJikes
Opensource.org
Debian.org
Apache.org
Articles:
"Opening Up to Open Source", Shawn W. Potter, 6 Rich. J.L. & Tech. 24 (Spring 2000)

"How Copyleft Uses License Rights to Succeed in the Open Source Software Revolution and the
Implications for Article 2B", Robert W. Gomulkiewicz, 36 Hous. L. Rev 179 (Spring 1999)

This page was printed from: http://www.abanet.org/intelprop/opensource.html

Close Window

http://www.abanet.org/abanet/common/print/newprintview.cfm?ref=http://www.abanet.org... 3/15/2007



