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and communications. Therefore, my Admin-
istration continues to support the develop-
ment, adoption, and use of robust encryption
by legitimate users.

At the same time, however, the same
encryption products that help facilitate con-
fidential communications between law-
abiding citizens also pose a significant and
undeniable public safety risk when used to
facilitate and mask illegal and criminal activ-
ity. Although cryptography has many legiti-
mate and important uses, it is also increas-
ingly used as a means to promote criminal
activity, such as drug trafficking, terrorism,
white collar crime, and the distribution of
child pornography.

The advent and eventual widespread use
of encryption poses significant and here-
tofore unseen challenges to law enforcement
and public safety. Under existing statutory
and constitutional law, law enforcement is
provided with different means to collect evi-
dence of illegal activity in such forms as com-
munications or stored data on computers.
These means are rendered wholly insuffi-
cient when encryption is utilized to scramble
the information in such a manner that law
enforcement, acting pursuant to lawful au-
thority, cannot decipher the evidence in a
timely manner, if at all. In the context of law
enforcement operations, time is of the es-
sence and may mean the difference between
success and catastrophic failure.

A sound and effective public policy must
support the development and wuse of
encryption for legitimate purposes but allow
access to plaintext by law enforcement when
encryption is utilized by criminals. This re-
quires an approach that properly balances
critical privacy interest with the need to pre-
serve public safety. As is explained more fully
in the sectional analysis that accompanies this
proposed legislation, the CESA provides
such a balance by simultaneously creating
significant new privacy protections for lawful
users of encryption, while assisting law en-
forcement’s efforts to preserve existing and
constitutionally supported means of respond-
ing to criminal activity.

The CESA establishes limitations on gov-
ernment use and disclosure of decryption
keys obtained by court process and provides
special protections for decryption keys stored
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with third party “recovery agents.” CESA au-
thorizes a recovery agent to disclose stored
recovery information to the government, or
to use stored recovery information on behalf
of the government, in a narrow range of cir-
cumstances (e.g., pursuant to a search war-
rant or in accordance with a court order
under the Act). In addition, CESA would au-
thorize appropriations for the Technical Sup-
port Center in the Federal Bureau of Inves-
tigation, which will serve as a centralized
technical resource for Federal, State, and
local law enforcement in responding to the
increasing use of encryption by criminals.

I look forward to working with the Con-
gress on this important national issue.

William J. Clinton

The White House,
September 16, 1999.

Statement on the Terrorist Attacks in
Russia

September 17, 1999

On behalf of the American people, | want
to extend our deepest condolences to the
families of victims of recent bombings in
Russia. Our thoughts and prayers are with
the loved ones of the nearly 300 people
whose lives were tragically lost.

The American people share the world’s
outrage over these cowardly acts. These at-
tacks were aimed not just at innocent people
across Russia. They also targeted fundamen-
tal human rights and democratic values,
which are cherished by Russia and other
members of the international community.
We must not allow terrorists to achieve their
underlying objective, which is to undermine
democratic institutions and individual free-
doms.

People across Russia who have been af-
fected by these attacks are now beginning
the hard task of rebuilding their lives. Their
courage and resilience sets an example for
all of us. President Yeltsin and Prime Min-
ister Putin have also made important appeals
to their countrymen that these attacks should
not lead to new incidents of intolerance or
bigotry and that the public should remain
calm and unified in response.
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In the days and weeks ahead, we will in-
tensify our cooperation with Russian authori-
ties to help prevent terrorist acts. The strug-
gle against terrorism is a long and difficult
road, but we must not lose our resolve.
America stands ready to work with Russia to
protect our citizens from this common threat.

NoTEe: In this statement, the President referred
to President Boris Yeltsin and Prime Minister
Vladimir Putin of Russia.

Statement on the Common Ground
Partnerships Initiative

September 17, 1999

Today, as we celebrate Citizenship Day
and Constitution Week, thousands of individ-
uals in naturalization ceremonies across
America are pledging their allegiance to the
United States and to the ideals that under-
gird our Nation. Like generations of immi-
grants past, they are driven by a dream—
and to achieve that dream, they seek to learn
the ways of this land. | believe we can help
these new citizens become full participants
in American society. That is why my adminis-
tration has proposed the creation of the
Common Ground Partnerships, an innova-
tive initiative that would combine expanded
English language instruction with education
in civics and life skills. This initiative, which
my FY 2000 budget funds at $70 million, will
help ensure that those who become Ameri-
cans learn not only the words of the citizen-
ship oath but also the broader language of
our civic life. I hope that Members of Con-
gress from both parties will recognize the
power of this important initiative to build a
stronger American community.

Statement on Patients’ Bill of Rights
Legislation
September 17, 1999

I am pleased that the House of Represent-
atives will have an opportunity in just a few
weeks to vote on a strong, enforceable Pa-
tients’ Bill of Rights. This will, at long last,
give Members of Congress an opportunity to
put patients’ interests ahead of the special
interests.
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A bipartisan majority of the House has al-
ready expressed support for the Norwood-
Dingell proposal, a plan that would provide
for an enforceable set of meaningful patient
protections that would be extended to all
Americans in all health plans. I am confident
that the Norwood-Dingell Patients’ Bill of
Rights will be adopted, if the House leader-
ship permits a fair process for debating and
voting on this important issue.

Message on the Observance of Yom
Kippur, 1999
September 17, 1999

I am pleased to send warm greetings to
all those observing Yom Kippur.

On this most solemn of holy days, Jews
across our nation and around the world pre-
pare for the new year through fasting, prayer,
and quiet reflection. Examining their
thoughts, words, and deeds of the past year,
they strive to acknowledge and learn from
their transgressions, seek forgiveness from
those whom they may have offended, and ask
for God’s mercy.

This Day of Atonement can offer a power-
ful lesson to people of all faiths about the
true spirit of reconciliation and the uncondi-
tional love of God. It can teach us not only
to face our own failures, but also to love and
forgive one another as God loves and forgives
us. As the Jewish people set aside this time
to repair their relationships and renew their
souls, let us all vow to work together to heal
divisions, promote tolerance and understand-
ing, and share the blessings of peace in the
year to come.

Hillary joins me in extending best wishes
to all for a meaningful Yom Kippur.

Bill Clinton

Proclamation 7223—Ovarian Cancer
Awareness Week, 1999
September 17, 1999

By the President of the United States
of America
A Proclamation

Ovarian cancer is a devastating disease that
takes the lives of thousands of women in our



